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Release Notes for Permeo Security Driver v4.2.2
Thank you for purchasing the Permeo Security Driver! This document describes: 

· What's new for the Security Driver v4.2.2

· What's new for the Security Driver v4.2.1

· What's new for the Security Driver v4.2

· Bug fixes for 4.2 

· Feature Highlights

· Known issues and installation notes

· Special notes for Microsoft® Internet Explorer Active Desktop® users, Remote Desktop Application Users, and Outlook and Exchange Server users

· Supported platforms

· Compatibility

· Documentation


What's New for Security Driver v4.2.1

· Log File Directories: 

Previous versions of the Security Driver stored all Driver log files in the directory where the Security Driver software was installed (INSTALLDIR).  Driver log files are now generated in the following directories, depending on your operating system:
Windows 2000 and XP:  Driver log files are generated per user.  If multiple users are using the same client machine, their log files will be stored in separate directories, based on Userid. 

For example, if the operating system is installed on the C drive, then log files are generated at: 
C:\Documents and Settings\Userid\Local_Settings\Temp
Windows NT: Driver log files cannot be generated per user; Driver log files are the same for all users on the same client machine. 

For example, if the operating system is installed on the C drive, then log files are generated at: 
C:\TEMP
Windows 98

For example, if Windows 98 is installed on the C drive, then log files are generated at: 
C:\WINDOWS\TEMP

Note:
If you have redefined your temporary file path environment variables, or installed your operating system on a different drive, the above directories will change accordingly.

What's New for Security Driver v4.2.1

· Desktop installation program now installs the Security Driver, Secure Access, and Encrypt SSL modules. You must enter a valid Security Driver license key to activate the Security Driver and the Secure Access plug‑ins. The Encrypt license key is optional. 

· Now includes four Security Driver installation methods to install the Driver and all Driver-related components:

· Manual Desktop install program (prompted)
· Manual Web install program (prompted)
· Automatic Web install program (pre-configured)

· Automatic Desktop Silent install program (pre-configured)
For more information, see the Advanced Installation Options section in the Permeo Security Driver User’s Guide for Windows Systems.
· Logging feature now can be activated and controlled from the User Properties window 

· New Error tab in User Properties window displays errors on-screen – to allow users to quickly diagnose connection problems


What's New for Security Driver v4.2

· Remote Configuration Download now supports HTTP 1.X protocol 

· Reduced failover time for Driver-to-Server communications

· Enhanced support of NetBIOS on port 445 within the same subnet

· Now supports non-English languages for Administrator install

· Now supports Media Player 9 using SSL

· Now supports the SIP “REGISTER” command

Bug Fixes for v4.2

· NetMeeting chat and whiteboard now work with Solaris Server using SSL 

· Contains fixes for applications such as: E-term32, edmax, NetMeeting, MNS Messenger.

· Contains fixes for updating the Driver configuration via the Web

Feature Highlights

· Easy to install, configure, and administer – including remote Web-based configuration to simplify administration, troubleshooting, and setup 

· Dynamic Port Management™ that opens and closes ports when needed

· Built-in load balancing with multiple Security Servers

· Automatically detects a Permeo Security Server, intercepting and passing connection requests to the Server 

· Server-based remote Driver installation

· Server-based remote Driver configuration

· Create and select between multiple configurations for intranet, extranet, and wireless access

· One click to proxy all applications

· Includes Administrator’s Tool for configuration file management, diagnostic tools, and control over user functions.


Known Issues

· On UNIX platforms, the Driver Encrypt v4.2 does not provide SSL support for native FTP applications.

· On Windows NT, the Driver does not support Task Scheduling proxying. 

· On Windows platforms, the Driver does not support external Traceroute proxying. 

· On Windows 98, the Driver does not support NetMeeting proxying.

· The Driver does not support DNS proxy over TCP

Installation Notes

· If you have installed any previous version of e-Border Driver/Client or the Permeo Security Driver on your machine, we recommend that you first uninstall the previous Driver and all of its components, then install the Security Driver v4.2. 

· If you have any application that is running and you want to proxy the application using the Security Driver, we recommend that you stop and close the application before installing the Security Driver and its components. 

Special Notes for Microsoft® Internet Explorer Active Desktop® Users

For the Automatic settings feature, the Security Driver uses the Windows Internet Options settings to connect to the URL. If the URL is not reachable from the Driver, adjust your proxy settings through the Control Panel's Internet Options tab.


Special Notes for Microsoft® Remote Desktop Application Users

If the Microsoft® Remote Desktop Protocol (RDP) is being used to access a Remote Desktop Server, the Security Driver is installed on the same machine as the Remote Desktop Server, and the "Proxy All" option is selected, then you must list the Remote Desktop’s rdpclip.exe file in the Security Driver’s Exclude list. 


Special Notes for MSN Messenger Application

When the Driver encrypts the file transfer function using the Permeo Encrypt product for MSN Messenger, the file size is limited to 1.3Mb.


Special Notes for Microsoft Outlook and Exchange Server

1) SLOW TRANSFER OF LARGE E-MAIL ATTACHMENTS

 There is a time delay issue associated with SOCKS v5 protocol and Exchange Server. For any e‑mail attachment that is large (greater than 5Mb), the transfer time delay between Outlook and Exchange Server can become noticeable. 

When the problem happens, please notify your system administrator who manages the Permeo Security Server. The system administrator should be able to solve this problem.

2) NO E-MAIL NOTIFICATION

If the user does not receive a “no e-mail notification”, please notify your system administrator who manages the Permeo Security Server.  They should adjust the Permeo Security Server’s IDLE_TIMEOUT variable to solve this problem.


Supported Platforms

Security Driver 

Windows( 98, 2000 with SP2 & SP3, Windows NT(4.0 with SP6, XP with SP2

Sparc( Solaris 2.6, 7, 8

Red Hat( Linux( 7.0, 7.2, 8

Driver Secure Access 

Supports LDAP, RADIUS, TACACS+, ID Token, Windows Domain on Windows 98, 

2000 with SP2 & SP3, NT 4.0 with SP6, XP with SP2

Windows NetBIOS on Windows 2000 SP2 & SP3, XP with SP2

LDAP, RADIUS, TACACS+ on Sparc Solaris 2.6, 7, 8; and Red Hat Linux 7.0, 7.2, 8

Driver Encrypt 

Runs on all platforms supported by the Security Driver

Compatibility

The v4.2.1 release of the Security Driver is compatible with the v4.1 or 4.2 release of the Permeo Security Server, Secure Access, and Encrypt modules.

Documentation

For information on configuring components of the Permeo Security Driver v4.2.1, please refer to the following documents applicable to your operating system:

Windows:

· Permeo Security Driver User’s Guide for Windows Systems

· Online Help
UNIX:

· Online Help

· man pages
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