7

&3

SQL:

E BT

%

Mz O HIERFETEER Rz
2015.5.7



1

—
FOUTTTI

APPSR RIEZR P
Wit & B H SQLIFE NS
RILEWEBJR 5528,

APPFI FH A 7 N\ ) i #4) 22
SQLH.
APP¥SQL K I%45DB.
DB#AT T #EIEAKISQL, &
n] 25 25 APP.
APPREE 1% [F] 25 B .

User

Pass | _or 1=1--

Firewall

— == — ==
= =
=] =
— —
— —
=] [——"]
[ ]

DB Server
Web Server

ZL%)
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CIEEE: Y

http://www.mysite.com/Widget?Id=] 1

SELECT * FROM Widget WHERE ID = || 1

AHEER 5T

(@FEzz


http://www.mysite.com/Widget?Id

It's not just for SQL

(@FEzz



o HAESQLEN
@ SQLIENRYFPSS
© SQLIANTE

@ N{AFEESQLIEAN

(@fzrzt



4 ZSQLEA

@ SQL EAR—FBEIEAEAR, HTFEREHETH
F, EARFEHERKSOLIEBAEAIISEAEIAT.

NGB S 3 B 2 Al CRLam e P SN R R A4

A
SQL ¥

‘F

BB S B PR R FBEIMAT)

@ iR EAEANSQLAT L HIAT

(@FEzz



SQLZEARIBE

@ EHUEEEHE S LHUTIR CERRESERE
@ ZET RIS L

@ ENARNMIZEERIEE (BRFINFEE ) (
CSDNEANFRAFZEE )

@ {ZEUREE
o BIEES HUSFIESIS (HTREETH
, BREEEZADIXAM )

@ NBEUREFEIRSE ( Bidxp_cmdshelliZX )
Q@ IRENTBHE TR

(@FEzz



SQL EA HIBSEHF- 5155

[
1= T
XXE, EBiFR3 X. ¢
HBA: 00! AT w0xe
1BRE.
M o
H xx=E, F2iEHR 35 2%, EH o=E, tFBHMER 180K, «
EEBAL XX M XXX
WE A BMID R B

ZL%)
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F - BIEA T 51 - R (L)

1ERE
++‘

HERER (Varchar) ¢ | XX e o

:L%TEiiEﬁ (M:‘ a 342 .
R O
.
.

IR 0 FEARERINGER, FEEWE A T XXX



15 IR BT EA T 152 oK F AT L I

15
WMF: «
XXE, EBER 3 s #EN XX SE#TEEIMER 180 K. «

H

HEBAL XX T XXX

ESHREONEE, 1FEAR, RE N MIERIAT
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o HAESQLEN
@ SQLENAIFHSE
© SQLIANTE

@ N{AFEESQLIEAN

(@fzrzt



SELECT ZZ4EA &

©)

©)

EISQLEAR
SELECT columns
FROM table
WHERE expression
ORDER BY expression

EANRERABENE
- WHERE Zjg
— ORDER BY Zf7

- RATFFIZFRNIE

ZL%)

yiche.com



Insert IFEJEA £

@ FEAIET
INSERT INTO table (coll, col2, ..)
VALUES (vall, val2 ..)
0 EK
— RN E—EL
— (EEUESEEIIRT I EY—E
Q@ FE . FIIEWINE , B EABHRE

foo' )--
foo' , 1)--
foo' , 1, 1)--



UpdateZA &

@ UpdateiEq]
UPDATE table

SET coll=vall, colZ=val’ ..

WHERE expression
@ EAR
— SET 74
— WHERE F4]

@ B/VOWhereFaiEN , BEEZIIIIERAIESEN
— ' OR1=1B£E%H



HEFHLMPEHISQLIEA

par=1; SQL query;--

(@FEzz



FEFUnion A (Union-Based Injection )

@ JESelect&§F

AR
-9

PNER

— SELECT cols FROM table WHERE expr

— UNION

— SELECT cols2 FROM table2 WHERE expr2

Q@ FFINLEEEEBTEER
— foo’ UNION SELECT number FROM cc--

0 ExX

- EREVIERIFRIF SRR EESRE
- INHEEWIRANERZR
- DBR[EIRYIBARFE— I EIIRGIZTR

QZm



FEFUnion A (Union-Based Injection )

o {EANULLIESINE
— " UNION SELECT NULL--
— " UNION SELECT NULL, NULL--
— " UNION SELECT NULL, NULL, NULL--

© {EFOrder ByZEI5I#E

— "ORDERBY 1--

— " ORDER BY 2--
— " ORDER BY 3--

© HEIHP—IIRFrFeRsEE|
— " UNION SELECT ‘a" , NULL, NULL—
— " UNION SELECT NULL, ‘a" , NULL--
— " UNION SELECT NULL, NULL, ‘a’ --

QZm



FEFUnion A (Union-Based Injection )

coll=1 UNION ALL SELECT query--

2
3 EISELECT [Applicationilame]
4 | FROM [Te=t]. [dbol. [CTipplication]
5 |WHERE  ApplicationID = °1°
f TTNTIOW
T SELECT loginname
a FROM ays. aysloging
4 WHERE =id =0x01
10
11 -
100% -

H %8 4 EE

Iﬁ.pplicati-:nnllame /' ﬁ;ﬂiﬁ

1 | CAUBSEV7OMUCARD DAS UsedCar_shangii_dd

2 |5a |

\ S R

i

ZL%)
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HFRIEA (Error-Based Injection )

@ http://localhost:12587/Default.aspx?id=2 or x=1

YRR R AR S A

g5 X' A

HAA: HiTEE Web EREEE | HESESIMNENSER, SREHNEREE | LI TEssE 2l RAERENE RN HINTHRES.
SEIEMZE: System Data.SqlClient. SqlException: FIHE ' 75,
T

1T 21: var command = new SqlCommand{(sqlString, conn);

1T 22: command . Connection.Open();

1T 23: CategoryGridView.DataSource = command.ExecuteReader();

1T 24: CategoryGridView.DataBind();

1T 25: T

KT B G HI E iR M5 BE L= 5E
iR [E ! ! ! 500 K42 R E e !

ZL%)

yiche.com



@ H T AR BT NI T I 8] Ry NGk AR BEYE N
@ Xz T MR AT REAN R R0 N, B DA R 245 BhiX
it EE SRR AT 92

CRIEVEDINTP SR N
— http://site/blog?message=5 AND 1=1
— http://site/blog?message=5 AND 1=2

@ FENTT IR TR



EH2#A (Blind-Based Injection)

@ VENEMEAE, RI5IR BN BFEHIA [N 45 R

@ WAk RKEWZ, NIL5EMIAERFERS, % B T HE#ITE
N

@ HLZELIERGHX RS ssH I (—IkFEE 5 ZEDBYIE NG
e ACPUIRE 5 K LA NH RELEFEN)D




EH2#A (Blind-Based Injection)

RGN FAF
Y E St
!

rri

& localhost: 12587 /Default.aspx?id=2 and 1=2




EH2A (Blind-Based Injection )

Q@ G {2
localhost: 12587 /Default.aspx?id=1 gnd LEFT{DB_NAME(),1)="A"

E— A H
i/ A
]
PG ,
E B[
€ 2015 - My ASP.MET Application

AR A7 %A,
BB I

.
%
2




EFHFHEA (Time-based Injection)

© EENFENLIVEBTTEZNT |, ZIE(EFHE

@ &
Q@ :

1 ZIS}/?\ =

ETIEUE’JE)\EET&%B‘Z%’UJVN

it

L

HITEJHYEN

SELECT * FROM products WHERE id=1; WAIT FOR
DELAY '00:00:15°

SELECT * FROM products WHERE id=1,; IF

SYSTEM_USER='sa’ WAIT FOR DELAY '00:00:15'



@ H4ARSQLEA
© SQLIENHIFE
© SQUEATH

@ FMAIFHESQLIEN

(@fzrzt



JEA T HSQLMAP A

@ SqglMap
* http://sqlmap.org
« SQLMaps&—" & TPythoni AR T E, FT Hah bk mEds E iz T
H

@ A Ui
https://github.com/sglmapproject/sglmap/wiki/Usage

ZL%)

yiche.com


http://sqlmap.org/
https://github.com/sqlmapproject/sqlmap/wiki/Usage

SQLMap ZAEA AN

@ #FHBh: sqlmap.py --help (Script guy¥ % fg)
@ HEAGetFRIEAN

— sqlmap.py -u “hitp://127.0.0.1/xx.aspx?category=1"
@ FAPostiFEAN

— sqlmap.py --data "username=xyz&password=xyz" -u
http://127.0.0.1/xx.aspx

@ KEIEN
— sqglmap.py --forms -u "http://localhost:12587/Post.aspx”

ZL%)

yiche.com


http://127.0.0.1/xx.aspx?category=1
http://127.0.0.1/xx.aspx

SQLMap ZFE —Le/5.5

@ HEIHF: --current-user
@ MuIEFEEE: --current-db
@ B AEH I --is-dba

@ HIEEFAMHI: --users
o HIH P EEYEE: --dbs

@ HHHrE#*: --tables

@ KELFTASI: --columns

@ R RFH)E: -D database _name
@ Rl HFAfHEE: -T TableName

(@fzrzt



SQL XA T #E

@)

o)
o)

--technigque

B: Boolean-based blind
E: Error-based

U: Union query-based
S: Stacked queries

T: Time-based blind

Q: Inline queries

%ﬁwmﬁﬁ H

55

~ I

FEiEFE --threads 5

ZL%)
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@ H4ZSQLIEAN
@ SQLFNAIFRSE
@ SQLEATE

@ WMAFESESQLEAN

(@fzrzt



By FE- T 120

0 WMIASZHAHES|S

- FERiREE |, MhEARLEAN

- BFAIRE | WEGSRAEREGETNW
0 MIASHAHARNTEE|S

- $UREEFRER | FERT

- WNERERELK , WiREAREN




Bryg B PSurface Area

@ Huh P IERIRAE AW (B AT EH R &R50
@ I FHRE T WX 285 i B fill AN 2122 (1) 7 3R




JbSurface Area ? A IKAWNeb W HF2/F ..

(HIRNEHEERFHIEN
& (F5E. Balim, 1R
Bk, YIERMEEREEES
BF5F ) #HHRES NI
H1TBE.




By FEE- /P A L JEL

@ AEMEH T ARIEE, A ZEHELE B I E AT

SQLH
\ e ETNE iRz
Q@ TEHNMTFR A
: RS IRH
pad
/* %/ Z178E
Xp_ ¥ EEMEERE |, FIa0 : xp_cmdshell.
CXIRE
private string SafeSqlLiteral(string inputSQL)
{
return inputSQL.Replace("™, ");
}

o ﬂeqﬂ;f% %, ttinwhere password=1 or 1=1 lxﬁfﬁ*ﬁﬂikk?gﬁ

yiche.com



By FEE- 17 A L 152

@ {HA LV 55 M BE 75 R T 5, edn i iRkt O'Reilly

Q@ FEHR 55y BB g NAE YE Bl AT I e (R AE0%]100, &
AR REEE TN, F5%)

@ 1R ZSQLIE AT T KSQL, X A EE AT FR i




— 18

IRERZER)LFEE

2y
Robert’ );drop W, BRAIE TS
KK, 1t SRR+ table students;-- T
XERILFERR AT ?
HOERIE | BAI69iT _ o A BRI E— TR
SiE—SERK LA IR AT, FefiIAKftE/)N BRGNS
%2 : bobby tables
HI, THIS 1S OH, DEAR —DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAK SOMETHING? | NAME YOUR SON YEAR'S STUDENT RECORDS.
WE'RE HAVING SOME N H WAY Robert'); DROP I HOPE YOURE HAPPY.
COMPUTER TROUBLE. / TABLE Students;—- 7 ‘x’

AND I HOPE

J ~OH, YES UTIE - YOUVE LEARNED
BOBRY TABLES T0 SAVTIZE YOUR

ﬁ E ﬁ m WE CALL HIM, DATABASE INPUT

ZL%)
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B FE-SH LB

@ ZH AW A LATTESQLIEAN, CH#TZEL

command.Parameters.AddWithValue("@IlastName", "John");

XN SQL Serverfi AT -

EXEC sp_executesql N'SELECT * FROM dbo.member WHERE lastname
LIKE @lastname’, N'@Ilastname varchar(15)', ‘John’

X : @lastnamefVXE2— &R SMAT , SQL ServerfliEZVEREIE . B TIETE
ZRTRIE , REEETHISBSHERHE | UL ERSHFPHIRESESQLUATT.

@ WRAHXF T, SQL Serverll]ilidEXECHH
@ ZHALE WA Al gEXHERE = A, (HRZHUEHAIR T

Maky 1Ly
HEK it

ZL%)

yiche.com
N



By FEE- PR

@ FEARFN: AMNIKT 2 T A 75 BUR FUARR
@ MR IERE I K 5 1 1R A S 34
— F¥EE I DataReader4

— ¥¥E FE f ) DataWriter 4
— Grant Exec to [F F 4]

© FEAESAME AR B R 5
~ R, 90%LL L LGl R IX 4 .




BrLESQLIENIIEZR QSR EZFR

@ PR EZERANAERERREFNR
— DENY SELECT ON sys.sysobjects TO [FHF%2]

o ST YAINEIMasterFER | BFEEMaster/FEq
ZFARRIR

— DENY SELECT ON
information_schema.tables TO [FHF 3]

— DENY SELECT ON sys.sysobjects TO [FHP %3]

<



BALESQLIENEERTRIER ( ZHEAY )

available databases [111:
[#] BitAutoCHS2A8Y7
[#] BitAutoStat2B@BY?
[#] IndexLog

[#] master

[#] model

[#] mzdh

[#]1 PieceStat

[+*]1 tempdhb

[#]1 VideoBaze2813
[#]1 VideoForumStat
[+#] UideoLoy

shutting down at 16:25:55

(@it



B LESQUENIFBEEFRAR ( ££FE )
RIS, URFRAE

= C:\Windows\system32\cmd.exe = -

vailabhle databasez [31]:
[#*] BitAutoStatZ2B@7

[#*] master

[#] tempdh

[#] shutting down at 16:-26:29

E:~SQLMAP>




BrLESQLIENITEZRZFREIER ( S5FEAT )

Datahase: Test
[16 tables]

CTApplication
CIConf ig
CIDateDimension
CTHos=st

CTLogin

CIServer
CITextData
CITrace
CITraceDetail
CITraceDetailliew
CITraceFile
CITraceSummary
CITraceSummaryliew
TB1

Tabhle_1

prospect

+
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

+

(@it



BrLESQLIENITEFRZFRER ( SR )

BRI T2 155

[15:51:53]1 [CRITICAL] unable to retrieve the tabhles for any databaze
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@ EHARA! FEE ETrade-Off

© A LAFIHSQL TRACERLH™ & S SQLIR A k4710 3%
(DEMO)

© WIEPATIER], XIATEEE A AT R4
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