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2. prometheus ¥&

[root@jumpserver x]# tar xf prometheus-2.13.1.linux-amd64.tar.gz

[root@docker-3 src]# mv prometheus-2.13.1.linux-amd64 /usr/local/prometheus-2.13.1
[root@docker-3 srcl# In -s /usr/local/prometheus-2.13.1/ /usr/local/prometheus
[root@docker-3 src]#mkdir /usr/local/prometheus/data

WINE R G R %

[root@jumpserver x]# cat /usr/lib/systemd/system/prometheus.service

[Unit]

Description=https://prometheus.io

[Service]

Restart=on-failure
ExecStart=/usr/local/prometheus/prometheus
--storage.tsdb.path=/usr/local/prometheus/data
--config.file=/usr/local/prometheus/prometheus.yml

[Install]
WantedBy=multi-user.target

[root@docker-3 prometheusl# cp prometheus.yml prometheus.yml.bak
[root@jumpserver x]# systemctl start prometheus  #)5 3/

http://ip:9090
i 1A P
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global: It BtREMZE prometheus M4 JRBLE, LWESREEAING, HUEHE BB (A5
rule_files: It BB ERZEIN ST,  prometheus MR FEX EERHNIE B, SHEERZ(E B3
alertmanager H.

scrape_configs: I Bife @ IMEAC &, prometheus R R i I A BEAC &

alerting: ML BriR e IR EME, XHE FERIEE prometheus 4 i 2 A U HE 1% 2 45 € 1
alertmanager S5tk .

remote_write: 15 E J& i NAFAE ) 5 N api Hidik.

remote_read: 11 & J& Ui (A7 fiff (RS2 HX api Hhudik .

Global & Z%
# How frequently to scrape targets by default.
[ scrape_interval: <duration> | default = 1m ] # PUEL (A RE

# How long until a scrape request times out.
[ scrape_timeout: <duration> | default = 10s ] # PG I B [H]

# How frequently to evaluate rules.
[ evaluation_interval: <duration> | default=1m]  # PFA& L[] FE

scrapy_config A Bt EE S
— ™ scrape_config T EIRE —HBWRMSE, HArw2gsehl, faeRENmS, S
R XL, EESHWT

scrape_interval: JIUIXA]R%, BRI\ 447K global {H
scrape_timeout: HHUHEL R I ], BRIN 447K global {H
metric_path: JUEE1E,  BRIAAE/metrics
*_sd_configs: 18 & M55 K ILAC E

static_configs: #ia {8 E 55 job.

relabel_config: relabel % & -
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4.1 &Eif#§ZE mertic_name

node_cpu_seconds_total

Prometheus

O Enable query history

Load
node_cpu_seconds_total Resol
Total
Graph  Console
“« Moment »
Element Value
node_cpu_seconds_total{cpu="0",instance="172.16.0.8:9100" job="host_monitor",mode="idle"} 244065.04
node_cpu_seconds_total{cpu="0",instance="172.16.0.8:9100" job="host_monitor",mode="iowait'} 3107
node_cpu_seconds_total{cpu="0",instance="172.16.0.8:9100" job="host_monitor",mode="irq"} 0
node_cpu_seconds_total{cpu="0",instance="17216.0.8:9100" job="host_monitor",mode="nice"} 321
node_cpu_seconds_total{cpu="0",instance="172.16.0.8:9100" job="host_monitor",mode="softirq"} 166.61
node_cpu_seconds_total{cpu="0",instance="172.16.0.8:9100" job="host_monitor",mode="steal"} 0

4.2 FRENENA

node_cpu_seconds_total{instance="172.16.0.8:9100"}



r{ode_cpu_seconds_total{insta nce="172.16.0.8:9100"}

Execute - insert metric at cursor - #

Graph = Console

“ Moment »

Element

node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor" mode="
node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor" mode="
node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor" mode="
node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor", mode="
node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor",mode="
node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor", mode="
node_cpu_seconds_total{cpu="0" instance="172.16.0.8:9100" job="host_monitor",mode="

node_cpu_seconds_total{cpu="0"instance="172.16.0.8:9100" job="host_monitor", mode="

4.3 SiFEEN

node_cpu_seconds_total{instance="172.16.0.8:9100",mode="system"}

4.4 & CPU FRAX

idle"}
iowait"}
irq"}
nice"}
softirg"}
steal”}
system"}

user"}

100 - (avg(irate(node_cpu_seconds_total{mode="idle"}[5m])) by (instance) * 100)

O Enable query history

100 - (avg(irate(node_cpu_seconds_total{mode="idle"}[5m])) by (instance) * 100)

Execute - insert metric at cursor - #

Graph  Console

« Moment »

Element
{instance="172.16.0.8:9100"}
{instance="172.16.0.9:9100"}

{instance="localhost:9100"}

Value

7.260484032245543

4.200000000031039

4.266666666565783



4.5 HHAGFERE

O Enable query history

100 - (node_memory_MemFree_bytes+node_memory_Cached_bytes+node_memory_Buffers_bytes) / node_memory_MemTotal_bytes * 100

Execute - insert metric at cursor - ¢

Graph = Console

« Moment »
Element Value
{instance="172.16.0.8:9100" job="host_monitor"} 48.69256043082599
{instance="172.16.0.9:9100" job="node_discovery_by_consul’} 18.874340895400294
{instance="localhost:3100" job="host_monitor"} 18.874340895400294
Add ph

4.6 HEBEERR

100 - (((node_filesystem_size_bytes{fstype=""xfs|ext4"} -
node_filesystem_free_bytes{fstype=""xfs|ext4"}) /
node_filesystem_size_bytes{fstype=""xfs|ext4"}) * 100)

O Enable query history

100 - (((node_filesystem_size_bytes{fstype=~"xfs|ext4"} - node filesystem_free_bytes(fstype=~"xfs|ext4"}) / node_filesystem_size_bytes(fstype=~"xfs|ext4}) * 100)

Execute - insert metric at cursor - #

Graph  Console

“ ome »
Element Value
{device="/dev/sda1" fstype="xfs" instance="172.16.0.8:9100" job="host_monitor’, mountpoint="/"} 53.24054091471757

lev/sdal" fstype="xfs" instance="172.16.0.9:9100" job="node_discovery_by_consul",mountpoint="/"} 58.67259267704736

ev/sda" fstype="xfs" instance="localhost:9100" job="host_monitor*,mountpoint="/"} 58.67259267704736

5. ¥B& grafana }2#: A\ prometheus

[root@jumpserver x]# yum localinstall grafana-6.4.3-1.x86_64.rpm -y
[root@jumpserver x]# systemctl start grafana-server

caging=rpm cfg:def
provisionir

Http://ip:3000 BRIAF 4 %4%  admin/admin


http://ip:3000

Forgot your password?

Grafana

B JE SR i B UUE Y

Change Password
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6 SEAER alertermanager E5Z

[root@docker-3 src]# tar xf alertmanager-0.20.0.linux-amd64.tar.gz
[root@docker-3 src]# mv alertmanager-0.20.0.linux-amd64 /usr/local/alertmanager-0.20

[root@docker-3 srcl# In -s /usr/local/alertmanager-0.20/ /usr/local/alertmanager

[root@docker-3 prometheus]# cat /usr/lib/systemd/system/alertmanager.service
[Unit]

Description=alertmanager System

Documentation=alertmanager System

[Service]
ExecStart=/usr/local/alertmanager/alertmanager \
--config.file=/usr/local/alertmanager/alertmanager.yml

[Install]
WantedBy=multi-user.target
[root@docker-3 alertmanager]# cp alertmanager.yml alertmanager.yml.bak

[ORERTES
[root@docker-3 alertmanager]# ./amtool check-config alertmanager.yml|

[root@docker-3 alertmanager]# ./amtool check-config alertmanager.yml
Checking 'alertmanager.yml' SUCCESS
Found:
- global config
route

1 inhibit rules

-

- 3 receivers
1 templates
SUCCESS

7~ prometheus 5% 525}

7.1 ERfEESE

[root@docker-3 alertmanager]# cat alertmanager.yml



global:
resolve_timeout: 5m
smtp_smarthost: 'smtp.163.com:25'
smtp_from: 'jumpservervip@163.com’
smtp_auth_username: 'jumpservervip@163.com’
smtp_auth_password: 'xxx'

smtp_require_tls: false

route:
group_by: ['alertname']
group_wait: 10s
group_interval: 10s
repeat_interval: 1h
receiver: 'email'
receivers:
- name: 'email’
email_configs:
- to: 'jumpservervip@126.com’
send_resolved: true
inhibit_rules:
- source_match:
severity: 'critical'
target_match:
severity: 'warning'
equal: ['alertname’, 'deV', 'instance']

AN E

[root@docker-3 alertmanager]# ./amtool check-config alertmanager.yml

./amtool check-config alertmanager.yml
SUCCESS

global config
route

1 inhibit rules
1 receivers

0 templates

-ef|grep alertman
3087 -1 ? 00:00:00 /usr/local/ m g.f nager tmanager.yml
3098 1440 0 21:46 pts/0 00:00:00 grep --color=auto
[root@docker-3 prometheu I

&4 prometheus it & SC4F
[root@docker-3 alertmanager]# vim /usr/local/prometheus/prometheus.yml



1. &2 prometheus.yml ] alerting #4>
# Alertmanager configuration
alerting:
alertmanagers:
- static_configs:
- targets:
-172.16.0.9:9093

2. B SEEAF:
rule_files:
- rules/*.yml

7.2 REEEHNN

[root@docker-3 alertmanager]# cd /usr/local/prometheus
[root@docker-3 alertmanager]# mkdir rules
[root@docker-3 alertmanager]# cd rules/
[root@docker-3 rules]# cat host_monitor.yml
groups:
- name: node-up
rules:
- alert: node-up
expr: up ==
for: 15s
labels:
severity: 1
team: node
annotations:

summary: "{{Slabels.instance}}Instance has been down for more than 5 minutes"

#alert: FEHNH)ZFR.

#expr: J:T PromQL FIA R Efl ik 2545, T UHEE 5 A B 18] F03 21 25640

#for: VPANSESFISIE], WiESH. HTRR R AR KR e — B R G A4 Rk S &, 1F
SRy IR P AR 5 B RSN pending.

#labels: [ E XHREE, FoVEH 46 € E N 2 5% B —H I nbess .

# annotations: T —HMINME S, b THR &5 E 94005 B 13075, annotations
[ AR 5 & = A i 2 — [RME S HUK % 3] Alertmanager.

# summary b 52 M E(S B, description T #id 5 Z ) HEAE R .

# [FIF Alertmanager 1) Ul BRI IX P MREME, BREEEE.



Prometheus  Aler

O Enable query history

uj
P Z

Execute - insert metric at cursor - %

Graph  Console
« Moment »

Element Value
up(instance="172.16.0.8:9100" job="host_monitor"} 1
up(instance="localhost:9090" job="prometheus} 1

up(instance="localhost:9100" job="host_monitor'} 1

[root@docker-3 rules]# systemctl restart prometheus

Prometheus

Alerts

O Show annotations
/usr/local/prometheus/rules/host_monitoryml > node-up

node-up (0 active)

alert: node-up
expr: up == 0
for: 15s
labels:
severity: "1"
team: node
annotations:
summary: '{{$labels.instance}}Instance has been down for more than 5 minutes’

RSV Prometheus Alert F 8RS A =FRES: Inactive. Pending. Firing.

1. Inactive: FRIHBNIRA, FoRIEERTE, (HREIERAAFFAERAK .

2. Pending: FTI/RRXANERDAY AR . HTEARAT IS H . R0 /A0d| s FR B/ Fr e, P
LSRRI IE, — BT A RS UEERE, WPKAE 2] Firing IRAS.

3. Firing: HZHRKIEF] AlertManager, 1% AL E ZR M R ES T A EIGE . — A%
Wfibr, WPEOIRESH 2] Inactive, WIBLIEIA.

[root@docker-3 rules]# systemctl stop node_exporter  ##{5 11 %



/ust/local/prometheus/rules/host_monitor.yml > node-up

node-up (1 active)

alert: node-up
expr: up == 0
for: 155
labels:
severity: "1"
tean: node
annotations:
summary: '{{$labels.instance}}Instance has been down for more than 5 minutes'

Labels State Active Since
[icam="node’} FIRING  2020-06-24 10:36:59.000368802 +0000 UTC

[FIRING:1] node-up (localhost:9100 host monitor 1 node) [ F © &
i A | jumpservervip<jumpservervip@163.com> |+
KA ( E<jumpservervip@126.com>

B [A: 20205065248 18:37 (Ef=)

1 alert for alerthame=node-up

View In AlertManager

[1] Firing

Labels

alertname = node-up

instance = localhost:9100

job = host_monitor

severity = 1

team = node

Annotations

summary = localhost:9100Instance has been down for more than & minutes

Source

Value

7.3 R EERIR

1. @
[root@docker-3 rules]# cat /usr/local/alertmanager/email.tmpl
{{ define "email.to.html" }}
{{ range .Alerts }}

start <br>
T2/ prometheus_alert <br>
25 {{ .Labels.severity }} 2% <br>
KA {{ Labels.alertname }} <br>
#i k% T HL: {{ .Labels.instance }} <br>
54 3 Bt {{ .Annotations.summary }} <br>
5PN {{  Annotations.description }} <br>

fish 2 BJ 8] - {{ .StartsAt }} <br>

oF ofF Of
I I TR
v



end <br>

{{end }}
{{end }}

2. fE B0 E S AR
[root@docker-3 rules]# cat /usr/local/alertmanager/alertmanager.yml
global:
resolve_timeout: 5m
smtp_smarthost: 'smtp.163.com:25'
smtp_from: 'jumpservervip@163.com’
smtp_auth_username: 'jumpservervip@163.com’
smtp_auth_password: 'xxx'
smtp_require_tls: false

route:

group_by: ['alertname']

group_wait: 10s

group_interval: 10s
repeat_interval: 1h

receiver: 'email'

receivers:
- name: 'email’

email_configs:

- to: 'jumpservervip@126.com’
html: '{{ template "email.to.html" . }}'  ##/8 FAR 15 2R 1%
send_resolved: true

inhibit_rules:

- source_match:

severity: 'critical’
target_match:
severity: 'warning'

equal: ['alertname’, 'deV', 'instance']



[FIRING:1] node-up (172.16.0.8:9100 host_ monitor 1 node)
jumpservervip<jumpservervip@163.com>
FH<jumpservervip@126.com>

B X aERATITERNES. 5. SEE>>

EZ4Ef7: prometheus_alert
SZ95 14

8257 node-up
BEFEEA: 172.16.0.8:9100

SEF80: 172.16.0.8:9100Instance has been down for more than 5 minutes

A ;
= EL_:‘E'[%E-

A ATE]: 2020-06-24 18:57:44.000368802 +0800 CST
HEKE

TEC & IR, ik send_resolved: true

1. BB Ik 215 2

[root@docker-3 rules]# cat /usr/local/alertmanager/email.tmpl
{{ define "email.to.html" }}

{{iif gt (Ilen .Alerts.Firing) 0 }}{{ range .Alerts }}
@EE

E AL T prometheus_alert <br>
LK {{ Labels.severity }} 2% <br>
5 {{ Labels.alertname }} <br>

R AL {{ Labels.instance }} <br>

5% 38 {{ .Annotations.summary }} <br>
HHPER {{ .Annotations.description }} <br>
fih & BF ] {{ .StartsAt  }} <br>

{{end }}

{{end }}

{{iif gt (Ilen .Alerts.Resolved) 0 }}{{ range .Alerts }}
@‘V)—(‘E:

HE EH: {{.Labels.instance }} <br>
5% 1 /8. {{ .Annotations.summary }} <br>
PR B TE]: {{ .EndsAt  }} <br>

{{end }}

{{end }}

{{end }}



[RESOLVED] node-up (172.16.0.8:9100 host monitor 1 node) [] F © &
A [ jumpservervip<jumpservervip@163.com>

WA ( Fe<jumpservervip@126.com>

B [8: 2020:F06524H 19:12 (248
o« TIREEENMIworkflowFHEE M ERS: EE A >

@kE: SZFH: 172.16.0.8:9100
SEET AR 172.16.0.8:9100Instance has been down for more than 5 minutes

P ERT[E]: 2020-06-24 19:12:44.000368802 +0800 CST

7.4 A RIEEE

WK 7 R]
https://work. weixin. qq. com/api/devtools/devtool. php

—. s
=. #05I% [FWAccessToken v| f5i%: GET
=. BHE%E

corpid wwfdee8ede83b63ala

22 5)id

corpsecret | byzYRczEJMY2rq0c8I8ZjASPCtzvI3frzfiuyVKSc

bR Fsecret

FEVERE: $RENAccessToken X
. https://qyapi.weixin.qgg.com/cgi-bin/gettoken?corpid =wwfdee8ede83b63ala&corpsecret=LbVzYRczEIM

Y2rq0c8I8ZJASPfCtzvI3f7zfiuyVKSc
SE: HTTP/1.1 200 OK —

Connection: keep-alive

Error-Code: 0

Error-Msg: ok

Content-Type: application/json; charset=UTF-8

corp_id: MEK S ME— 1D, ALAERMIMS P ES .
to_party: s 22 KIE R (FBI]).
agent_id: =7 NS A 1D


https://work.weixin.qq.com/api/devtools/devtool.php

api_secret: i —J7 AV W FH 1% 5H

Q #= +  prometheus

prometheus

T R
FIRING

[FIRING:1] node-up (172.16.0.8:9100 host_monitor 1 node)

. deo _zabbix 172.16.0.8:9100Instance has been down for more than 5 minutes
b [ Alerts Firing:
Labels:

- alertname = node-up
- instance = 172.16.0.8:9100
- job = host monitor

- severity = 1

- team = node

Annotations:

- summary = 172.16.0.8:9100Instance has been down for more than 5 minutes
Source: http://docker-3:9090/graph?g0.expr=up+%3D%3D+0&g0.tab=1

AlertmanagerUrl:
http://docker-3:9093/#/alerts?receiver=weixin

1B BURAR

[root@docker-3 alertmanager]# cat /usr/local/alertmanager/wechat.tmpl
{{ define "wechat.tmpl" }}

{{- if gt (len .Alerts.Firing) 0 -}}{{ range .Alerts }}
@4k

S2491: {{ .Labels.instance }}

{5 B.: {{ .Annotations.summary }}

1% {{ .Annotations.description }}

i 8] : {{ .StartsAt.Format "2006-01-02 15:04:05" }}
{{end }H{{end -}}

{{- if gt (len .Alerts.Resolved) 0 -}}{{ range .Alerts }}
@k=

S451: {{ .Labels.instance }}

{5 B.: {{ .Annotations.summary }}

i 6] : {{ .StartsAt.Format "2006-01-02 15:04:05" }}
Pk & : {{ .EndsAt.Format "2006-01-02 15:04:05" }}
{{ end }{{ end -}}

{{-end }}

(E -
[root@docker-3 alertmanager]# cat /usr/local/alertmanager/alertmanager.yml
global:

resolve_timeout: 5m



templates:
- '/usr/local/alertmanager/wechat.tmpl'

route:
group_by: ['alertname']
group_wait: 10s
group_interval: 10s
repeat_interval: 1h
receiver: 'wechat'

receivers:

- name: 'wechat'

wechat_configs:

- corp_id: 'wwf4ee8ede83b63ala’
to_party: '1'
agent_id: '1000003'
api_secret: 'LbVzYRczEJMY2rq0c8I8ZjASPfCtzvI3f7zfiuyVKSc'
send_resolved: true
message: '{{ template "wechat.tmpl" . }}'

inhibit_rules:
- source_match:
severity: ‘critical’
target_match:
severity: 'warning'
equal: ['alertname’, 'deV', 'instance']

@R

srfhil: 172.16.0.8:9100

{E2: 172.16.0.8:9100Instance has been down for more than 5 minutes
e

AfjEl: 2020-06-25 00:13:59



@%=E

=l 172.16.0.8:9100

{£2: 172.16.0.8:9100Instance has been down for more than 5 minutes
Afial: 2020-06-25 00:11:59

%E&: 2020-06-25 00:13:14

7.5 SEHRRE. BE. 54

PR A WA TR bR 25
/usr/local/prometheus/rules/mysql.yml
R TH AR A5 TE SN

labels:

severity: warning

E XA EER
- source_match:
severity: 'critical'  ###/CEH L, K5 leader
target_match:
severity: 'warning' ###— M, R4y EmE 4E T K RIA]

% HH
routes:
- match:
severity: critical
receiver: 'leader’
continue: true
- match_re:

severity: A(warning| critical)$



receiver: 'devops’
continue: true

€ N i UGBS HE ), PG BE 3 severity: critical , A& i% %5 leader, UL It # severity:

Awarning | critical)$
K5 devops

receivers:

- name: 'wechat'
wechat_configs:
- corp_id: 'wwf4ee8ede83b63ala’
to_party: '1'
agent_id: '1000003'
api_secret: 'LbVzYRczEJMY2rq0c8I8ZjASPfCtzvI3f7zfiuyVKSc'
send_resolved: true

message: '{{ template "wechat.tmpl" . }}'

MR8 44 7R UL S

g
route:

group_by: [severity]

[root@docker-3 alertmanager]# cat alertmanager.yml
global:
resolve_timeout: 10s
smtp_smarthost: 'smtp.163.com:25'
smtp_from: 'jumpservervip@163.com’
smtp_auth_username: 'jumpservervip@163.com’
smtp_auth_password: 'xxx'
smtp_require_tls: false

templates:

- '/usr/local/alertmanager/*.tmpl'

route:
group_by: [severity]
group_wait: 10s
group_interval: 3m
repeat_interval: 3m



receiver: 'email’
routes:
- match:
severity: critical
receiver: 'leader’
continue: true
- match_re:
severity: Awarning| critical)$
receiver: 'devops’
continue: true

receivers:
- name: 'email’
email_configs:
- to: 'jumpservervip@126.com’
html: '{{ template "email.to.html" . }'
send_resolved: true

- name: 'leader’
email_configs:
- to: 'jumpservervip@163.com’
html: '{{ template "email.to.html" . }'
send_resolved: true

- name: 'devops'

wechat_configs:

- corp_id: 'wwf4ee8ede83b63ala’
to_party: '1'
agent_id: '1000003'
api_secret: 'LbVzYRczEJMY2rq0c8I8ZjASPfCtzvI3f7zfiuyVKSc'
send_resolved: true
message: '{{ template "wechat.tmpl" . }}'

inhibit_rules:
- source_match:
severity: 'critical'
target_match:
severity: 'warning'
equal: ['alertname’, 'instance']



@R

LMl 172.16.0.8:9100

{5: 172.16.0.8:9100: MySQL has stop !!!
e RUMySQUEIEEETIE

friEl: 2020-06-30 09:26:23

@R

=Lfll: localhost:9100

{2 localhost:9100: MySQL has stop !!!
e My SQLEIEREITIE

A El: 2020-06-30 09:26:38

8. Prometheus MV 153 R H

8.1, FHllisE

[root@docker-3 src]# tar xf node_exporter-0.18.1.linux-amd64.tar.gz
[root@docker-3 src]# mv node_exporter-0.18.1.linux-amd64 /usr/local/node_exporter-0.18.1

[root@docker-3 src]# In -s /usr/local/node_exporter-0.18.1/ /usr/local/node_exporter

[root@jumpserver ~# cat /usr/lib/systemd/system/node_exporter.service
[Unit]

Description=Prometheus node_exporter

[Service]

User=nobody

ExecStart=/usr/local/node_exporter/node_exporter --log.level=error
ExecStop=/usr/bin/killall node_exporter

[Install]
WantedBy=default.target

[root@jumpserver x]# systemctl start node_exporter

[root@docker-3 srcl#
[root@docker-3 src]# ps -ef|grep node
nobody 1870 L 8:19:39 7 00:00:00 /usr/local 5 exporter --log.level=error

root 1920 1417 0 19:37 pts/0 00:00:00 grep --color

[root@docker-3 srcl#
[root@docker-3 srcl# I

[root@jumpserver x]# vim /usr/local/prometheus/prometheus.yml
- job_name: 'host_monitor’

static_configs:



- targets: ['localhost:9100']  #EHTHE 9100 ¥ H MW=

T B gk
[root@docker-3 prometheus]# cd /usr/local/prometheus/
[root@docker-3 prometheus]# ./promtool check config prometheus.yml
Checking prometheus.yml

SUCCESS: 0 rule files found

[root@jumpserver x]# systemctl restart prometheus

< C  O© A%£| 192.168.56.104:9090/target

Prometheus Alerts Graph Status ¥ Help

Targets
Al Unhealthy

host_monitor (1/1 up) m

Scrape
Endpoint State Labels Last Scrape Duration Error
http://localhost:9100/metrics up 1.688s ago 24.68ms
prometheus (1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://localhost:9090/metrics up 4.295s ago 6.77ms

[ ] ]
m Import

Create
8 Dashboa
pastboan Importing Dashboard from

Folder
Published by StarsL.en

8 Import
Updated on 2020-05-30 04:11:28

Options

Name 1 Node Exporter for Prometheus Dashboard CN v202

Folder General ~

Unique identifier (uid) ©  value set

Prometheus © Prometheus

FAENER 8919



ABE4H: docker-2
docker-2: &5 XAIFE=E ~ CPU iowa... /NRAI
/dev/sdal

CPU 2 ... FURTA..

X (/)=
111

No data

& () /TR *+)

S X ) ...

1968 25kbps
1468 Obps

954 MiB Skbre
-50kbps
477MB C
® 75kbps — —
08
20:12 20 2014 2015 100 kbps
20m 2013

min max

1.79GiB 1.79GiB 1.79GiB 1.79GiB

avg current~
max

= enp0s3_out L& 7.80kbps
— enpOs3_inF&§ 35.72 58236bps  29404bps  267.75bf

1.57GiB 1576GiB 1576GiB 1.57GiB

23427MiB  23447MiB  23437MB  234.44 MiR

AF100ms) (beta)

2011

— sda_SFII/OFREY

8.2, MySQL H4 5=

1. #$& mysql_exporter
[root@docker-3 srcl# wget -C
https://github.com/prometheus/mysgld exporter/releases/download/v0.12.1/mysald exporter-
0.12.1.linux-amd64.tar.gz

[root@docker-3 src]# tar xf mysqgld_exporter-0.12.1.linux-amd64.tar.gz

[root@docker-3 srcl# mv mysqld_exporter-0.12.1.linux-amd64
Jusr/local/mysqld_exporter-0.12.1

[root@docker-3 src]# In -s /usr/local/mysqld_exporter-0.12.1/ /usr/local/mysqld_exporter

#id systemd 77 U

[root@docker-2 ~]# cat /usr/lib/systemd/system/mysqld_exporter.service
[Unit]

Description=mysql Monitoring System


https://github.com/prometheus/mysqld_exporter/releases/download/v0.12.1/mysqld_exporter-0.12.1.linux-amd64.tar.gz
https://github.com/prometheus/mysqld_exporter/releases/download/v0.12.1/mysqld_exporter-0.12.1.linux-amd64.tar.gz

Documentation=mysql Monitoring System

[Service]

ExecStart=/usr/local/mysqld_exporter/mysqgld_exporter \
--collect.info_schema.processlist \
--collect.info_schema.innodb_tablespaces \
--collect.info_schema.innodb_metrics \
--collect.perf_schema.tableiowaits \
--collect.perf_schema.indexiowaits \
--collect.perf_schema.tablelocks \
--collect.engine_innodb_status \
--collect.perf_schema.file_events \
--collect.binlog_size \
--collect.info_schema.clientstats \
--collect.perf_schema.eventswaits \
--config.my-cnf=/usr/local/mysqgld_exporter/.my.cnf

[Install]
WantedBy=multi-user.target

2. W hnic E S

[root@docker-3 src]# cat /usr/local/mysqgld_exporter/.my.cnf
[client]

host=localhost

user=exporter

password=123456

socket=/tmp/mysql3306.sock

3. mysql INIIRALK -

db02 [(none)]>GRANT SELECT, PROCESS, SUPER, REPLICATION CLIENT, RELOAD ON *.* TO
'exporter'@'localhost' IDENTIFIED BY '123456';

Query OK, 0 rows affected, 1 warning (0.00 sec)

db02 [(none)]>flush privileges;

[root@docker-2 ~]# systemctl start mysqld_exporter
~1#
~]# systemctl start mysqld_exporter
~1#
~]1# ps -ef|grep mysqld
1 0 00:26 ? 00:00:01 /usr/local/mysql/bin/m) faults-file=/data/mysql/mysql3306/my33(
1 0 01:14 ? 00:00:00 /usr/local/n 1d_exporter/m exporter --collect.info_schema.proce

.info_schema.innodb_tablespaces --collect.info_schema.innodb_metrics --collect.perf_schema.tableiowaits --collect.perf
aits --collect.perf_schema.tablelocks --collect.engine_innodb_status --collect.perf_s file_events --collect.binlo
.info_schema.clientstats --collect.perf_schema.eventswaits --confi nf=/usr/local d_exporter/.my.cnf

root 7632 4468 0 01:15 pts/0 00:00:00 grep --color=auto

[root@docker-2 ~1# [

http://ip:9104/metrics



http://192.168.3.2:9104/metrics

mysql_info_schema inmodb_copmem relocation time seconds_total {buffer po
mysql_info_schema_inmodb_copmem relocation time seconds_total fbuffer po
# HELP mwsaql_up Yhether the NvS0L server is up.

# TYPE myvsql_up zauge

mysqgl_up 1

# HELP mysql_wersion_info MyS0L version and distribution.

# TYPE mysqgl_wersion_info zauge

mysal_version info{immeodb version="5.7. 28" version="5. 7. 28-1og”, version
# HELP mysqld exporter_build info A metric with a constant ~ 1 walue la
# TYPE mysgld _exporter_bulld_info zauge

mysald exporter_build info{branch="HEAD”, soversion="gol. 12. 7", revision=

mysql_up 1 ##{83E mysql ##EH HE &5 5)
4. 524 prometheus 4 J5
- job_name: 'mysql_monitor'
static_configs:
- targets: ['172.16.0.8:9104']

[root@docker-3 src]# systemctl restart prometheus

Mysql F A IR 7362

[ ] ]
(f‘ Import

Importing Dashboard from (

Published by nasskach

Updated on 2018-08-07 17:26:18

Options
Name MySQL Overview
Folder .4
Unique identifier (uid) © value set

prometheus @ Prometheus

Cancel

88 MySQL Overview ~ hl+

Interval auto~  Host 172.16.0.8:9104~  PMMAnnotations (] 22 Query Analytics =O0S =MySQL =MongoDB =HA =Cloud = Insight

MySQL Uptime ; Current QPS ! InnoDB Buffer Pool Size ; Buffer Pool Size of Total RAM
1.73 128 MiB No Data

Connections

MySQL Connections y MySQL Client Thread Activity

a0 2Tae0 aTim 2T 2140 214500 214530 214600 214630 214700 M 214500 24330 24400 2440 21450 21453 214600 214630 214700
g min
— Max Connections Peak Threads Connected 100 100 1.0
— Max Used Connections Peak Threads Running 100 100 100 100




mysqLl>
mysql> show variables like 'max_connections’;

1 row in set (0.00 sec)

8.3, MySQL FEMHKHE

e

[root@docker-3 src]# cat /data/mysql/mysql3306/my3306.cnf
[mysql]

prompt="\u@\h [\d]>"

[mysqld]

user = mysq|

basedir = /usr/local/mysq|

datadir = /data/mysql/mysql3306/data
log-error=/data/mysqgl/mysql3306/data/error_3306.log
server_id =19

port = 3306
log_bin=/data/mysql/mysql3306/binlog/mysql-bin
binlog_format=row

gtid-mode=on

enforce-gtid-consistency=true

socket = /tmp/mysql3306.sock[root@docker-2 system]#

[root@docker-2 system]# cat /data/mysql/mysql3306/my3306.cnf
[mysqld]

user = mysq|

basedir = /usr/local/mysq|

datadir = /data/mysql/mysql3306/data

log_bin= /data/mysql/mysql3306/binlog/mysql-bin

server_id =18

gtid-mode=on

enforce-gtid-consistency=true



port = 3306
socket = /tmp/mysql3306.sock

2 datal#
data]# ps -ef|grep mysql330
:00:57 /usr/local/mysql/bin/mysqld

1 0 Jun25 ?
1 011:18 ?
11898 0 11:20 pts/0 00:00:00
ocker-2 datal# i

FPE

VAT
grep

--color=auto mysql330

grant replication slave on *.* to repl@'172.16.0.%' identified by '123456';

M

CHANGE MASTER TO MASTER _HOST="172.16.0. 8",

MASTER_USER="repl’,
MASTER_PASSWORD="123456,
MASTER_PORT=3306,
MASTER_AUTO_POSITION=1;

mysql> start slave;
mysql> show slave status\G:

Slave_I0_State:
Master_Host:
Master_User:
Master_Port:

Connect_Retry:
Master_Log_File:
Read_Master_Log_Pos:
Relay_Log_File:
Relay_Log_Pos:

Relay Master_Log_File:
Slave_IO0 Runningf
Slave_SQL_Runningj
Replicate_Do_DB:
Replicate_Ignore DB:

A o
%,

MEEBE I mysql_exporter
M B E

Waiting for master to sen
172.16.0.8

repl

3306

60

mysql-bin.000001

154
docker-2-relay-bin.000002
367

mysql-bin.000001

Yes

Yes

R E B R

--defaults-file=/data/mysql/mysq
--defaults-file=/data/mysql/m)



C © A% 192.168.56.104:

i mysal_slave_status_relay log pos

# TYPE mysql_slave_status_relay_log_pos untyped

mysql_slave_status_relay_log_pos {channel name="", cormection_name="", master_host="172. 16. 0. 8", master_uuid="B8db4975-2a19-1lea-af5e-08002774£53d"} 367

# HELP mysql_slave_status relay log_space Generic metric from SHOW SLAVE STATUS.

# TYPE mysqgl_slave status relay log space untyped

mysql_slave_status_relay_log_space [channel_name="", cornection_name="", master_host="172. 16. 0. 8", master_uuid="88db4975-aa19-1lea-af5e-08002774£53d"} 577
# HELP mysql_slave_status_seconds_behind_master Generic metric from SHOW SLAVE STATUS.

# TYPE mysql_slave_status_seconds_behind master untyped

mysql_slave_status_seconds_behind master {channel_name="", cormection_name="", master_host="172. 16. 0. 8", master_unid="88db4375-aal9-1lea-af5e-08002774534"1 0
# HELP mysql_slave_status_skip_counter Generic metric from SHOYW SLAVE STATUS.

# TYPE mysql_slave_status_skip counter untyped

mysql_slave_status_skip_counter {channel name="", cormection name="", master_host="172. 16. 0. 8", master_uuid="88db4875-aal9-1lea-afbe-08002774£53d"} 0

# HELP mysgl slave status slave io rumming Generic metric from SHOW SLAVE STATUS.

# TYPE mysql_slave_status_slave_lo_rurming untyped

mysql_slave status_slave io_running {channel name="", connection name="", master_host="172. 16. 0. 8", master uuid="88db4%75-aal9-11lea-af5e-0B002774£53d4"} 1
# HELP mysql_slave_status_slave sql_running Generic metric from SHOW SLAVE STATUS.

# TYPE mysqgl_slave status slave sql running untvped

mysql_slave_status_slave_sql_running {channel_name="", connection_name="", master_host="172. 16. 0. 8", master_uuid="88dbd875-aa19-11ea-af5e-08002774£53d"} 1
# HELP mysql_slave_status _sql_delay Generic metric from SHOW SLAVE STATUS.

# TTPE mysql_slave status sql delay untyped

mysql_slave_status_sql_delay {charmel_name="", connection_name="", master_host="172. 18. 0. 8", master_uuid="83db4975-2219-11ea-af5e-08002774£53d"} 0

BriE SR BR

mysql slave status slave io running

&4 prometheus Bt &
- job_name: 'mysql_monitor'
static_configs:
- targets: ['172.16.0.8:9104'",'localhost:9104']

[root@docker-3 src]# systemctl restart prometheus

O Enable query history

Le

mysql_up Re

cute - insert metric at cursor - %

Graph  Console

“« M

Element Value
mysql_up(instance="172.16.0.8:9104" job="mysql_monitor'} 1

mysql_upfinstance="localhost:9104" job="mysql_monitor’} 1

O Enable query history

. Losd time: 10ms
mysq|_slave_status_slave_io_running

SNl - insert metric at cursor - &

Graph  Console

Resolution: 14s.
Total time series: 1

« || Moment »
Element Value
mysql_slave_status_slave_io_runningfinstance="localhost9104" job="mysql_monitor",master_host="172.16.0.8" master_uuid="88db4975-aa19-11ea-2f5¢-08002774f53d"} 1

Remove Graph

Add Graph

TR 7371



Grafana.com Dashboard

7371

Or paste JSON

Importing Dashboard from G

Published by nasskach

Updated on 2018-08-06 17:02:50

Options
Name MySQL Replication

Folder
Unique identifier (uid) value set

prometheus Prometheus

Cancel

MySQL Replication -

Host localhost9104~  PMM Annotations

10 Thread Running SQL Thread Running

Yes Yes

11:52:00 11:52:30 11:53:00

Binlogs Size

115130 115200 11:5230  11:5300 115330 11:5400 115430 11:5500

i+

B3 Query Analytics = MongoDB

Replication Error No

MySQL Replication Delay

11:55:00 11:5530

Binlog Data Written Hourly

No data

115530 11:5600

=HA = Cloud

Read Only

No

= Insight

= PMM




8.4 /N MySQL SEHM

[root@docker-3 rules]# cat /usr/local/prometheus/rules/mysql.yml
groups:
- name: MySQL-rules
rules:
- alert: MySQL Status
expr: up ==
for: 5s
labels:
severity: warning
annotations:
summary: "{{Slabels.instance}}: MySQL has stop "
description: "MySQL #di FEHE T Gk A"

- alert: MySQL Slave 10 Thread Status

expr: mysql_slave_status_slave_io_running ==

for: 5s

labels:
severity: warning

annotations:
summary: "{{Slabels.instance}}: MySQL Slave 10 Thread has stop "
description: "K& Il MysQL = M 10 ZLFEIZATARAS"

- alert: MySQL Slave SQL Thread Status

expr: mysql_slave_status_slave_sqgl_running ==

for: 5s

labels:
severity: warning

annotations:
summary: "{{Slabels.instance}}: MySQL Slave SQL Thread has stop "
description: "1l MysQL = M sQL ZkFEiZ 1T IRAS"

(ERIWINLHIIE
[root@docker-3 rules]# systemctl stop mysqgld3306



Q=R

sffl: 172.16.0.8:9100

{52: 172.16.0.8:9100: MySQL has stop !!!
FHE: RlMySQUBHERSIZITINE

fdial: 2020-06-27 19:51:23

151 R sql ZeFEmiEe
mysql> stop slave sql_thread;

@R
sfil: localhost:9104

{E=: localhost:9104: MySQL Slave SQL Thread has stop 1!

S IIMYSQLEM SQUERSIEITIRES
AefEl: 2020-06-27 20:01:23

e e

MySQL Slave SQL Thread Status (1 active)

alert: MysQL
Slave SQL Thread Status
expr: mysql_slave_status_slave_sql_running

Labels

alertname="MySQL Slave SQL Thread Status" ] instance="localhost:9104 | job="mysql_monitor" | master host="172.16.0.8"

master_uuid="88db4975-aa19-11ea-af5e-08002774153d"

R

mysql> start slave sql_thread;

@x=
=48): localhost:9104

fS/2: localhost:9104: MySQL Slave SQL Thread has stop !!!

BEl: 2020-06-27 20:01:23
E: 2020-06-27 20:02:38

State Active Since

FIRING 2020-06-27 12:01:08.846947165
+0000 UTC

Value

0



8.5. Redis 5=

[root@docker-3 srcl# wget
https://github.com/oliver006/redis _exporter/releases/download/v0.30.0/redis_exporter-v0.30.0.

linux-amd64.tar.gz

[root@docker-3 src]# mkdir /usr/local/redis_exporter
[root@docker-3 src]# tar xf redis_exporter-v0.30.0.linux-amd64.tar.gz
[root@docker-3 src]# mv redis_exporter /usr/local/redis_exporter/

)5 Jg RA—A IR redis_exporter JHid -h A PIREXBIFBME S, NI H—
L FH 1 1R T«

-redis.addr: fE B — N ELZ > Redis WA RIHLHE, 24T SEHES 2, BN
redis://localhost:6379

-redis.password: IGilE Redis FJ {8 F #2544

-redis.file: W& —NEEA redis TR SCRAE, BAT— A, LTS -redis.addr B
J¥o

-web.listen-address: 1 Wt (I HHE AR 1, #RIACA 0.0.0.0:9121

1217 redis_exporter k%%

1, A BEEE.

i A

./redis_exporter redis//172.16.0.9:6379 &

# A

redis_exporter -redis.addr 172.16.0.9:6379 -redis.password 123456

Systemd 7725 3l

vim /usr/lib/systemd/system/redis_exporter.service

[Unit]

Description=redis_exporter
Documentation=https://github.com/oliver006/redis_exporter
After=network.target

[Service]

Type=simple

User=prometheus
ExecStart=/usr/local/redis_exporter/redis_exporter -redis.addr 172.16.0.9:6379
Restart=on-failure

[Install]

WantedBy=multi-user.target

[root@docker-3 src]# useradd prometheus -s /sbin/nologin  -M


https://github.com/oliver006/redis_exporter/releases/download/v0.30.0/redis_exporter-v0.30.0.linux-amd64.tar.gz
https://github.com/oliver006/redis_exporter/releases/download/v0.30.0/redis_exporter-v0.30.0.linux-amd64.tar.gz

art redis_ex

&4 prometheus XA
- job_name: 'redis_exporter'
scrape_interval: 10s
static_configs:
- targets: ['172.16.0.9:9121']

[root@docker-3 srcl# /usr/local/prometheus/promtool check config
/usr/local/prometheus/prometheus.yml
[root@docker-3 src]# systemctl restart prometheus

S redis Wi HiMR 763

Importing Dashboard from C

Published by oliver006

Updated on 2019-07-03 01:07:13

Options
Name Redis Dashboard for Prometheus Redis Exporter 1.x

Folder >

Unique identifier (uid) ® auto-generated

prom ©® Prometheus

Cancel

88 Redis Dashboard for Prometheus Redis Exporter 1.x ~

instance  172.16.0.9:9121 ~

Uptime Clients Memory Usage Commands Executed / sec Hits / Misses per Sec

2%

20:53 20:54

Total Memory Usage Network 1/0
24MiB
19MiB Vs
1.4MiB /
977KiB /
488 KiB

| ) I I B e ———
0B
20:5300 20:5330 20:5400 20:54:30 20:5500 20:5530 20:5600 20:56:30 20:57:00 20:57:30 20:5300 20:5330  20:54:00 5430 205500 20:5530  20:56:00 20:57:00  20:57:30

—used — max — input = output




KHEER: WHE redis HILE N BT HME
127.0.0.1:6379> CONFIG GET maxmemory

1) "maxmemory"

2) IIOII

% N FAEAE grafana SR A2 O

BB ST

maxmemory 128m

Total ltems per DB Expiring vs Not-Expiring Keys

05430 205500 208!

Expired / Evicted Command Calls / sec ~

Redis 74 % HLIU|
[root@docker-3 rules]# cat redis.yml
groups:
- name: redis_instance
rules:

#redis LU ML GRS 5
- alert: RedisInstanceDown
expr: redis_up ==
for: 10s
labels:
severity: warning
annotations:
summary: "Redis down (export {{ Slabels.instance }})"
description: "Redis instance is down\n VALUE = {{ Svalue }}\n INSTANCE: {{ Slabels.addr }}
{{ Slabels.alias }}"

tredis WAFHHEZ fGRAFH: 4
- alert: RedisOutofMemory
expr: redis_memory_used_bytes / redis_total_system_memory_bytes * 100 > 60



for: 3m
labels:
severity: warning
annotations:
summary: "Out of memory (export {{ Slabels.instance }})"
description: "Redis is running out of memory > 80%\n VALUE= {{ Svalue }}\n INSTANCE:

{{ Slabels.addr }} {{ Slabels.alias }}"

#redis EEHLZ GRS 3
- alert: RedisTooManyConnections

expr: redis_connected_clients > 2000

for: 3m

labels:
severity: warning

annotations:
summary: "Too many connections (export {{ Slabels.instance}})"
description: "Redis instance has too many connections\n value = {{Svalue}\n INSTANCE:

{{ Slabels.addr }} {{ Slabels.alias }}"

[root@docker-3 rules]# /usr/local/prometheus/promtool check config
/usr/local/prometheus/prometheus.yml
[root@docker-3 rules]# systemctl restart prometheus

{54 redis WX

@=iR
sSofal: 172.16.0.9:9121
{=2: Redis down (export 172.16.0.9:9121)
1#&: Redis instance is down

VALUE =0

INSTANCE: 172.16.0.9:6379

Adial: 2020-06-28 07:06:54

[root@docker-3 local]# redis-server /usr/local/redis/etc/redis.conf
Rk



@%=

s 172.16.0.9:9121

{25 Redis down (export 172.16.0.9:9121)
Bjal: 2020-06-28 07:06:54

e 2020-06-28 07:32:39

8.6 elasticsearch FEEf 5z

Es SEREIABE %

L4 java

yum install -y java-1.8.0-openjdk.x86_64
122

rpm -ivh elasticsearch-6.6.0.rpm

2B B A

[root@db02 elasticsearch]# cat /etc/elasticsearch/elasticsearch.yml
cluster.name: Linux

node.name: node-2

path.data: /data/elasticsearch

path.logs: /var/log/elasticsearch
bootstrap.memory_lock: true

network.host: 172.16.0.7,127.0.0.1

http.port: 9200

discovery.zen.ping.unicast.hosts: ["172.16.0.7", "172.16.0.8"]
discovery.zen.minimum_master_nodes: 2

3B ATEBUE

[root@db02 ~]# systemctl edit elasticsearch

[Service]

LimitMEMLOCK=infinity

4. B H IR

mkidr /data/elasticsearch

chown =R elasticsearch:elasticsearch /data/elasticsearch
5.8 5 k5%

systemctl daemon-reload

systemctl start elasticsearch

6. B F H &M

tail -f /var/log/elasticsearch/Linux.log

netstat -Intup:grep 9200



i 2E es export

wget
https://github.com/justwatchcom/elasticsearch_exporter/releases/download/v1.1.0/elasticsearc
h_exporter-1.1.0.linux-amd64.tar.gz

tar -xvf elasticsearch_exporter-1.1.0.linux-amd64.tar.gz

mv elasticsearch_exporter-1.1.0.linux-amd64 /us r/local/elasticsearch_exporter-1.1.0

In-s /usr/local/elasticsearch_exporter-1.1.0 /usr/local/elasticsearch_exporter

HANHZ N EB)
nohup ./elasticsearch_exporter --es.uri http://172.16.0.7:9200 &

—-es.uri ZRIA http://localhost:9200, &3 Elasticsearch 7 i [ tihl (I HUAI SR 1)

Systemd J& 2l 7 3\,

cat /etc/systemd/system/elasticsearch_exporter.service
[Unit]

Description=Elasticsearch stats exporter for Prometheus
Documentation=Prometheus exporter for various metrics

[Service]
ExecStart=/usr/local/elasticsearch_exporter/elasticsearch_exporter --es.uri http://ip:9200

[Install]
WantedBy=multi-user.target

http://ip:9114/metrics/ TEXREDNE R

&4 prometheus At &
- job_name: 'elasticsearch_exporter'
scrape_interval: 10s
metrics_path: "/_prometheus/metrics"
static_configs:
- targets: ['172.16.0.5:9114','172.16.0.6:9114','172.16.0.7:9114"}]

S\ granfana 154 2322/266


http://ip:9114/metrics/

88 ElasticSearch -

interval autow  Cluster shanwaiyun~  Nodename Source of metrics  172.16.0.4:9114 + =0S =MySQL = MongoDB

v KPI

Cluster health Tripped f... CPU usage Avg. JVM memory used Avg. B * Datanod... * Pending t... Open file descriptors per

0 2 260

v Shards

Active primary shards 3 Active shards ¥ Initializing shards ¥ Relocating shards o Delayed shards - Unassigned shards

+ JVM Garbage Collection

WE es EEHN
BEERA, green ( TAWNESFAEI R FHLEFIZAT) |« yellow (FTEM E4 F#IEHE
BAT, ERZHAEWEI ARG FHIEFIZAT) red CH E4 FIZGEEEZAT)

groups:
— name: es
rules:

— alert: esclusterwrong

expr: elasticsearch cluster health status{color="green"} !=1
for: 10s
labels:
severity: critical
annotations:
description: "elasticsearch cluster {{$labels. server}} F%"

— alert: esDown

expr: elasticsearch cluster health number of nodes != 3
for: 10s
labels:
severity: critical
annotations:
description: "elasticsearch service {{$labels. instance}} down"

{F1k— & es M2

@R

sofal: 172.16.0.6:9114

=8:

H&: elasticsearch cluster &
mfjal: 2020-07-05 22:38:32



8.7. Docker Y=

cAdvisor B E G 1HE E AT N Prometheus F8#5 -
BRIEDL T, IXEEFEARTE /metrics HTTP iy & FH24ik.
A] PLif i % & -prometheus_endpoint A7 & 175 &K H € S A5

AP Prometheus W15 cAdvisor, R FELE Prometheus FELE — N2 MENE, XE/E 4

FEZ AR b i i AL T U SR ) cAdvisor e

Docker A5 1 %
Cent0S7 (fHH yum #EfT%38)

#step1: HMWE—HRAG T H

sudo yum install -y yum-utils device-mapper-persistent-data lvm?2
# Step 2: N INRAFIRTE B

sudo yum-config-manager
https://mirrors.aliyun.com/docker-ce/linux/centos/docker-ce.repo
# Step 3: BT %¢%% Docker-CE

sudo yum makecache fast

sudo yum -y install docker-ce

# Step 4: JF )5 Docker %%

sudo service docker start

lient/dhclient

erd=/run/c

--add-repo

NENEAFAR
[root@docker-2 redis-5.0.8]# docker pull busybox

[root@docker-2 redis-5.0.8]# docker run -itd --name bb1l busybox
[root@docker-2 redis-5.0.8]# docker run -itd --name bb2  busybox

ocker-2 redis-5.0.8]4

NER ID IMAGE MMAN CREATED STATUS

busybox 2 seconds ago Up 1 second
E{0PE=Ts [of of busybox “sh* 5 seconds ago Up 5 seconds
@docker-2 redis-5.0.8]# i

docker run \
--volume=/:/rootfs:ro \

--volume=/var/run:/var/run:ro \



--volume=/sys:/sys:ro \
--volume=/var/lib/docker/:/var/lib/docker:ro \
--volume=/dev/disk/:/dev/disk:ro \
--publish=8080:8080 \

--detach=true \

--name=cadvisor \

google/cadvisor:latest

COMMAND CREATED STATUS

google/cadvisor:latest "/usr/bin/cadvisor -.. " 13 seconds ago Up 13 seconds

B IE R AR I E s
[root@docker-2 network-scripts]# curl http://172.16.0.8:8080/metrics

Prometheus 3/l docker %
- job_name: 'docker’
static_configs:
- targets: ['172.16.0.8:8080']

[root@docker-3 rules]# /usr/local/prometheus/promtool check config
/usr/local/prometheus/prometheus.yml~C

[root@docker-3 rules]# systemctl restart prometheus

Prometheus Alerts Graph Status ~ Help
Al Unhealthy
docker (1/1 up) ETEY
Scrape
Endpoint State Labels Last Scrape Duration Error
http://172.16.0.8:8080/metrics up 5.324s ago 89.76ms

host_menitor (2/2 up) m

78 CPU %

sum(irate(container_cpu_usage_seconds_total{image!=""}[1m])) without (cpu)

MR RNAAEE BA 539

container_memory_usage_bytes{image!=""}

A MR R AL /) .


http://172.16.0.8:8080/metrics

sum(rate(container_network_receive_bytes_total{image!=""}[1m])) without (interface)

PR s LA R (AL 715/

sum(rate(container_network_transmit_bytes_total{image!=""}[1m])) without (interface)

A S RGHOE R (AL /)

sum(rate(container_fs_reads_bytes_total{image!=""}[1m])) without (device)

HMER L RGEGNER CBAL T/ -

sum(rate(container_fs_writes_bytes_total{image!=""}[1m])) without (device)

# grafana 5itR: 193 Btk

Importing Dashboard from

Published by philicious

Updated on 2017-02-17 23:06:00

Options
Name Docker monitoring

Folder o
Unique identifier (uid) ©® auto-generated

prometheus ® Prometheus

Cancel

88 Docker monitoring ~ = o
Running containers Total Memory Usage Total CPU Usage

3 41 MiB 0.66%

CPU Usage

0%
0.66%

09:23:30 09:24:00 09:24:30 09:25:00 09:26:00

Memory Usage

— bb2 52.00 KiB

— bbl 188.00KiB 1
— cadvisor 40.79MiB  40.75MiB

09:22:30 09:24:00 09:24:30 09:25:00 09:26:00




9.Prometheus pushgaway /1%

Pushgateway 2 Prometheus &&Fh—MEETEH, FRENRRTER:

. Prometheus KA pull #&x, AJEEHTFAE—NFREELIERE, S Prometheus o

EEEREEA target HUE.

. FEEEISEIENME, SESARSYELS, B Prometheus F—UIEE.
HBFLUALERR, FEAFER pushgateway, BEFERZEI, BYVETHR—TEi—Likn:

J BN AEIECRE pushgateway, S5 pushgateway 7, SELLSA target X,

. Prometheus FIEUAZS up REHXT pushgateway, FTAMERIENTABEM.

. Pushgateway BJLUSAMHEELS CRIFTE IiEEGRE.

Hitt, EMERAVIEIRELE T2, prometheus IRSHENEBETEEER, FEFEE pushgateway A~

BRIEIE

=R

Prometheus
Port 9090

I $7EY

Pushgateway
Port 9091

T EIXPOST

Clientil==

[root@docker-3 srcl# wget


https://github.com/prometheus/pushgateway

https://github.com/prometheus/pushgateway/releases/download/v1.2.0/pushgateway-1.2.0.lin

ux-amd64.tar.gz
[root@docker-3 srcl# tar xf pushgateway-1.2.0.linux-amd64.tar.gz

[root@docker-3 src]# mv pushgateway-1.2.0.linux-amd64 /usr/local/pushgateway-1.2.0
[root@docker-3 srcl# In -s /usr/local/pushgateway-1.2.0/ /usr/local/pushgateway

W systemd 2507 R

[root@docker-3 srcl# cat /usr/lib/systemd/system/pushgateway.service
[Unit]

Description=prometheus

After=network.target

[Service]

User=prometheus

Group=prometheus

WorkingDirectory=/usr/local/pushgateway

ExecStart=/usr/local/pushgateway/pushgateway \
--web.enable-admin-api \
--persistence.file="pushfile.txt" \
--persistence.interval=10m

[Install]

WantedBy=multi-user.target

[root@docker-3 src]# systemctl start pushgateway

Web 7 1]

€ 2> C 0O &= 192.168.56.104

Pushgateway Metrics Status Help



https://github.com/prometheus/pushgateway/releases/download/v1.2.0/pushgateway-1.2.0.linux-amd64.tar.gz
https://github.com/prometheus/pushgateway/releases/download/v1.2.0/pushgateway-1.2.0.linux-amd64.tar.gz

AR I e 5

[root@docker-3 ~# cat push_memory.sh
#!/bin/bash

total_memory=5$(free |awk '/Mem/{print $2}')
used_memory=5$(free |awk '/Mem/{print $3}')

job_name="custom_memory"
instance_name="172.16.0.9"

cat <<EOF | curl --data-binary
http://172.16.0.9:9091/metrics/job/Sjob_name/instance/Sinstance_name
HTYPE custom_memory_total gauge

custom_memory_total Stotal_memory
HTYPE custom_memory_total gauge
custom_memory_used Sused_memory
EOF

[root@docker-3 ~#

[root@docker-3 ~]# sh push_memory.sh

Pushgateway Metrics Status Help

job="custom_memory" IUE-TEEE VR LR

@ custom_memory_total UNTYPED last pushed: 2020-06-30T10:16:31+08:00

Labels

LR e R [N X job="custom memory"

® custom_memory_used UNTYPED last pushed: 2020-06-30T10:16:31+08:00

/Mem/{print $2}

Prometheus 3l pushgateway BC &
- job_name: 'pushgateway’
static_configs:
- targets: ['172.16.0.9:9091']

Value

3014696


http://172.16.0.9:9091/metrics/job/$job_name/instance/$instance_name

[root@docker-3 ~# systemctl restart prometheus

Prometheus Alerts Graph Status ~

Element Value

ustom_memory_total(exported._instance="172.16.0.9" exported_job="custom_memory",instance="172.16.0.9:9091" job="pushgateway’} 3014696

Add Graph

Remove Graph

10. Prometheus HzhiL iz

10.1 Consul SHRNEHIE

1. Consul %

Consul Z&%:T GO EF I AKMFFE TR, FEMMA AN, WS RS EFM
IR 25 A LANTC B R D) BE . Consul $&ELARSVEM/KIL. R . Key/Value f7fil. 23
PO oA N — BE R SE T A8 . Prometheus i1 Consul AT BAAR J5 {5 R SEELAR 55 H 2
RIVFIAES, [FIRF Consul SCRF/ A NAERFELE , F K KFEm T RE M, 183 Prometheus R
Consul B —H LGSR, REHE & IIFAT BE 4E97 R B CRIE R G AR E -



DATACENTER1

LAN GOSSIP LAN COSSIP
CLIENT e > CLIENT e + CLIENT
TCP/UDP/8301 TCR/UDP/8301
v. {4
RPC e, RPC
0, s,
TCP/8300 US55 TCP/8300
LEADER 7NN
FORWARDING 0y A
R —
REPLICATION REPLICATION
SERVER — SERVER platiiel SERVER
(FOLLOWER) TCP/8300 (LEADER) TCR/8300 (FOLLOW/ER)
iy
g
PN
%~ Lo, o
/009; _f\s‘/& Q\g".p
&\,)oe‘- AL

LEADER
FORWARDING

 ——
REPLICATION REPLICATION
SERVER - — SERVER
(FOLLOWER) TCP/B300 TCR/8300 (FOLLOWER])

AN R AR
[root@docker-1 srcl# wget -C
https://releases.hashicorp.com/consul/1.8.0/consul 1.8.0 linux_amd64.zip

[root@docker-1 src]# unzip consul_1.8.0_linux_amd64.zip
[root@docker-1 src]# mv consul /usr/local/bin/
[root@docker-1 src]# mkdir /data/

172.16.0.7
[root@docker-1 src]# nohup consul agent -server -bootstrap-expect=3 -data-dir=/data/consul
-node=172.16.0.7 -bind=172.16.0.7 -client=0.0.0.0 -datacenter=shenzhen -ui &

172.16.0.8
[root@docker-2 src]# nohup consul agent -server -bootstrap-expect=3 -data-dir=/data/consul
-node=172.16.0.8 -bind=172.16.0.8 -client=0.0.0.0 -datacenter=shenzhen -ui &

172.16.0.9

[root@docker-3 src]# nohup consul agent -server -bootstrap-expect=3 -data-dir=/data/consul


https://releases.hashicorp.com/consul/1.8.0/consul_1.8.0_linux_amd64.zip

-node=172.16.0.9 -bind=172.16.0.9 -client=0.0.0.0 -datacenter=shenzhen -ui &

Jlielio)

1f nohup.

agent.anti_entropy: failed to sync remo state: erro No cluster leader"
ordinate update error: No cluster lea
7 i ewtropy fai ed to r e state: cluster
No cluster
state r cluster
= . r clust
2020-0 - } agent.anti =ntropv failed to sync remote state cluster

2020-06- 6 33 agent: Coordinate update error: erro \[
2020-06- 76+08 agent.anti_entropy: failed to sy \emnte state: er No cluster
2020-06-28T21: 3 0800 i 1 agent: Coordinate update error: erro No cluster lea g

2020-06-28T21:47:07.25 8 \ROR] agent.anti_entropy: failed yne r state: cluster
2020-06- 21: 009 : o Coordinate updat rror: No cluster
2020-06-28 :47:34. 800 [ERROR] ag .anti_entropy: failed to sync remote state: No cluster

el = BB IE K join, AREEE—NER, =GNl LM consul WAREIER T/E, BN
leader ARk H .
SERETT S

SIAERE 2 G 3 G REMNL EHATW R a4, ik consul IIASEHE:
172.16.0.8

[root@docker-2 src]# consul join 172.16.0.7

Successfully joined cluster by contacting 1 nodes.

172.16.0.9
[root@docker-3 src]# consul join 172.16.0.7
Successfully joined cluster by contacting 1 nodes.

[root@docker-2 src]# tailf nohup.out M%< H &

2020-06-28T21:50:03.061+0800 [INFO] agent.server.raft: added peer, starting replication:
peer=721a80c3-f25f-0436-dccc-3bde9289bb57

2020-06-28T21:50:03.062+0800 [INFO] agent.server: cluster leadership acquired

2020-06-28T21:50:03.062+0800  [INFO] agent.server: New leader elected:
payload=172.16.0.8

BEERINE

[root@docker -2 src]# consul operator raft list-peers

[lootudocker—_ >rc}# r07<u1 operator raft 11<t peer
Node ID Address State Voter RaftProtocol

172.16.0. e6c241le2-a659-8T4c-469a-1456753do0fc 172.16.0.8: leader true
172.16.0. a462f393-503a-f491-6270-ad09038ecaa2 172.16.0.7:83C follower true
172.16.0. 721a80c3-1257-0436-dccc-3bde9289bb57 172.16.0.9:83C follower true
[root@docker-2 srcl# i

B W IRES



[root@docker-2 src]# consul members

_ s _
Inootudorkel-f oIC]+— consul members

Node Address Status Type uild Protocol DC Segment
2 shenzhen <all>

172.16.0.8 172.16.0.8:8301 alive server 2

172.16.0.9 172.16.0.9:8301 alive Server 2

[root@docker-2 srcl# |}

shenzhen <all>
shenzhen <all>

B

172.16.0.7 172.16.0.7:8301 alive server 1.
1

1

L
8.0
.8.0
8.0

EEREI X

[root@docker-2 src]# consul kv put name shanwaiyun
Success! Data written to: name

[root@docker-2 srcl#

[root@docker-2 src]# consul kv get name

Shanwaiyun

[root@docker-2 src]# consul kv put name shanwaiyun
Success! Data written to: name
[root@docker-2 srcl#

[root@docker-2 src]# consul kv get name
shanwaiyun
[root@docker-2 srcl# |}

HALPTEN S EE 1% key 1R [A] shanwaiyun X Ui key [H O L EERER [F B

Web i [ 17 iH]
http://192. 168. 56. 104:8500



http://192.168.56.104:8500/

G shenzhen Services Nodes Key/Value ACL Intentions

< All Services

consul

Instances Intentions Tags

consul
@ 1 service checks < 172.16.07 & 172.16.0.7:8300

consul
@ 1 service checks < 172.16.0.8 ® 172.16.0.8:8300

consul
@ 1 service checks < 172.16.09 ® 172.16.0.9:8300

10.2 Prometheus 5 consul &

1. JHEIE7E consul yEMARS BEM RS (% targets)
2. Prometheus —E WM (watch) consul k%S, &I consul HHEERT
MRS B A4k /& F 3T Prometheus a0 %

{8 APT #iX B 1 )3 31 node exporter ARZS1FEM E consul

[root@docker—3 src]# curl -X PUT -d ’{"id”: “node—exporter”, “name”:
“"node—exporter”, “address”: ”172.16.0.97, "port”: 9100, “tags”:
["1inux”, “prome”], “checks”: [{"http”: “http://172.16.0.9:9100/metrics”,
“interval”: "5s”H]}

http://172.16.0.9:8500/v]/agent/service/register



http://172.16.0.9:8500/v1/agent/service/register

G shenzhen Services MNodes Key/Value ACL Intentions

Services > ol

@ consul

3 Instances

@ node-exporter

| Instance & linux prome
5515
WS AR B A IR AR SS, T DL E B B 5 AUMIBR node—exporter BT
curl —X PUT

http://172.16.0.9:8500/v1/agent/service/deregister/node—exporter

il & prometheus SEHLHE SR :
- job_name: 'node_discovery_by_consul'
metrics_path: /metrics
scheme: http
consul_sd_configs:
- server: 172.16.0.9:8500
services:

- node-exporter

[root@docker-3 src]# /usr/local/prometheus/promtool check config
/usr/local/prometheus/prometheus.yml
[root@docker-3 src]# systemctl restart prometheus

node discovery by consul (0/0 up) m

Endpoint State Labels Last Scrape Scrape Duration

WAEH 172.16.0.7  EBIIIAIRS: K I
S22 % node_exporter, I FEMG L
[root@docker-1 s X

# SI—> node_exporter [ W%
[root@docker-1 srcl#  curl -X PUT {"id": "docker-1-172.16.0.7","name":



"node-exporter","address": "172.16.0.7","port": 9100,"tags": ["devops"],"checks": [{"http":
"http://172.16.0.7:9100/metrics", "interval": "5s"H}Y
http://172.16.0.7:8500/v1/agent/service/register

G shenzhen Services Nodes Key/Value ACL Intentions

< All Services

node-exporter

Instances Intentions Tags

docker-1-172.16.0.7
@ 1 service checks @ 1node checks o 1721607 ® 172.160.7:9100 © devops

node-exporter

@ 1 service checks @ 1 node checks o 172.16.09 ® 172.16.0.9:

100 © linux, prome

] LA BZ T S BN prometheus 1% T

node_discovery_by_consul (2/2 up) B

Scrape
Endpoint State Labels Last Scrape Duration Error
http://172.16.0.7:9100/metrics up 6.508s ago 13.49ms
http://172.16.0.9:9100/metrics up 12.468s ago 11.99ms

Endpoint State Labels

http://172.16.0.8:9100/metrics up Before relabeling:
‘ address_ ="172.16.0.7:9100"
http://localhost:9100/metrics up meta_consul_addres 172.16.0.7"

meta_consul_dc="shenzhen"
mysqlfmonitor (2/2 up) m meta_consul_node="172.16.0.7"
meta_consul_service="node-exporter”
meta_consul_service address="172.16.0.7"
Endpoint State meta_consul_service_id="docker-1-172.16.0.7"
meta_consul_service_port="9100"
http://172.16.0.8:9104/metrics up meta_consul_tagged_address_lan="172.16.0.7"

meta_consul_tagged_address_lan_ipv4="172.16.0.7"

http://localhost:9104/metrics UpP

meta_consul_tagged_address_wan="172.16.0.7"
meta_consul_tagged_address wan_ipvd="172.16.0.7"
node_d iSCOVEI’y_by_COI'lSUI (272 Up) meta_consul_tags=",devops,”

metrics_path__ ="/metrics"

scheme__="http"
Endpoint State job="node_discovery_by_consul"

http://172.16.0.7:9100/metrics up




VA A

[root@docker-3 srcl# curl --request
"http://172.16.0.7:8500/v1/agent/service/deregister/docker-1-172.16.0.7"
##docker-1-172.16.0.7 4% id

11. Prometheus L¥Gi7fE

AppOptics: write

Azure Data Explorer: read and write
Azure Event Hubs: write

Chronix: write

Cortex: read and write

CrateDB: read and write
Elasticsearch: write

Gnocchi: write

Google Cloud Spanner: read and write
Graphite: write

InfluxDB: read and write

IRONdb: read and write

Kafka: write

M3DB: read and write

OpenTSDB: write
PostgreSQL/TimescaleDB: read and write
QuasarDB: read and write

SignalFx: write

Splunk: read and write

TiKV: read and write

Thanos: read and write
VictoriaMetrics: write

Wavefront: write

PUT

https://docs. influxdata. com/influxdb/v1. 8/supported protocols/prometh

eus


https://docs.influxdata.com/influxdb/v1.8/supported_protocols/prometheus
https://docs.influxdata.com/influxdb/v1.8/supported_protocols/prometheus

11.1 Influxdb 28

cat <<EOF | sudo tee /etc/yum. repos.d/influxdb. repo

[influxdb]

name = InfluxDB Repository — RHEL \$releasever

baseurl =
https://repos. influxdata. com/rhel/\$releasever/\$basearch/stable
enabled = 1

gpgcheck = 1
gpgkey = https://repos. influxdata. com/influxdb. key
EOF

[root@docker—2 ~J# vyum install influxdb -y

[root@docker—2 ~]# systemctl start influxdb ##f53)

[root@docker-2 ~]#
cker-2 ~]# ps -ef|grep influxdb
14036 1 0 08:34 7 00:00:00 /usr/bin/influxd -config /etc/influxdb/influxdb.conf
14086 14927 0 08:34 pts/2 00:00:00 grep --color=auto influxdb

[root@docker-2 ~1# |

@docker-2 E

[root@docker-2 ~]# influx

Connected to http://localhost:8086 version 1.8.0
InfluxDB shell version: 1.8.0

> create database prometheus;
> show databases;

name: databases

name

_internal
prometheus

P I

EUIR S5 A G 8 A7 B 42
--storage.tsdb.path=/usr/local/prometheus/data

[root@docker-3 prometheus]# cat /usr/lib/systemd/system/prometheus.service
[Unit]
Description=https://prometheus.io



[Service]

Restart=on-failure
ExecStart=/usr/local/prometheus/prometheus
--config.file=/usr/local/prometheus/prometheus.yml
--storage.tsdb.path=/usr/local/prometheus/data

[Install]
WantedBy=multi-user.target

B & prometheus ¥R NITEFR 1S
remote_write:
- url: "http://172.16.0.8:8086/api/v1/prom/write?db=prometheus"

remote_read:
- url: "http://172.16.0.8:8086/api/v1/prom/read?db=prometheus"

[root@docker-3 prometheus]# systemctl restart prometheus

ISAE influxdb 2B AHEHEE A
> use prometheus
> show measurements

> select * from prometheus_http_requests_total limit 5;

> select * from prometheus_http_requests_total limit 5;
name: prometheus_http_requests_total
time e code handler instance job

1593391858998000000 prometheus_http_requests_total 200 /metrics localhost:9090 prometheus

1593391873998000000 prometheus_http_requests_total 200 /metrics localhost: prometheus
1593391888998000000 prometheus_http_requests_total 200 /metrics localhost:9 prometheus
1593391903999000000 prometheus_http_requests_total 200 /metrics localhost:90 prometheus
1593391918998000000 prometheus_http_requests_total 200 /metrics localhost:9090 prometheus

(6, I STV NSy

B AIE s P S

%11 Prometheus A %% . [F] B B4 Prometheus [ data H 3%, J3 Prometheus.$] J Prometheus
Ul i SRBCE B, Prometheus R DA IE & 25 1) 2 A b A7 i UMM R 16 g sk i ac 5%
[root@docker-3 prometheus]# systemctl stop prometheus

[root@docker-3 prometheus]# mv data/ /tmp/
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