—. @A

ELrBEXYEER®, BT ApplicationService HHPEZETAPRMMLE, BILEAN
TAuthorizationService RiAICASCERANERAEN, A IBKEEZREIBA &M, X TMEOZ ASP.NET Core
[RAIR MY “BETFHERR” AAPRIITERED, XFiHE ABP vNext EF R A ISAIIFELSH T T EEXY
EO

JEFA 15k E—T Volo.Abp.Ddd.Application 15 B B9k #5448 (AN PRAE ).



v % Volo.Abp.Ddd.Application
v A Dependencies
v [B§ NETStandard 2.0

{ Projects
Vv =B Volo.Abp.Authorization/0.19.0 |

» =0 Microsoft.AspNetCore.Authorization/2.2.0 |
» =B Volo.Abp.Localization.Abstractions/0.19.0
» =B Volo.Abp.MultiTenancy/0.19.0
» =8 Volo.Abp.Security/0.19.0
>0 Volo.Abp.Authorization
» =8 Volo.Abp.Core/0.19.0
» =B Volo.Abp.Ddd.Domain/0.19.0
Vv A Volo.Abp.Features/0.19.0
» =B Volo.Abp.Localization.Abstractions/0.19.0
Vv =B Volo.Abp.MultiTenancy/0.19.0
» =B Volo.Abp.Data/0.19.0
» =B Volo.Abp.Security/0.19.0
*0 Volo.Abp.MultiTenancy
» =B Volo.Abp.Validation/0.19.0
*0 Volo.Abp.Features
» =B Volo.Abp.Http.Abstractions/0.19.0
» =B Volo.Abp.Localization/0.19.0
» =8 Volo.Abp.ObjectMapping/0.19.0
» =B Volo.Abp.Security/0.19.0
» =B Volo.Abp.Settings/0.19.0
» =B Volo.Abp.Validation/0.19.0
» [ Packages
» Z]SDK
FRXETHNATESHZES LMEREREF, ARNEBRRK, BARTTKRE NET Core

Identity 5 IdentityServer4 X@MED ., XTXMEBBONADS, HSEARRENXEARR AR ABP vNext HYE
W, XTEMFANAST, BEREAXESEMEENEE.

—. R0t

ABP vNext & FAXRIGIUEFINBRE X HIER Y, #FFFHIFE Volo.Abp.Authorization ] Volo.Abp.Security 1%
RAES, RIEDITEALLRENREH, EIEITIRNERTR, RAWS EMX, AANEEAXERS
AN g = BAX F 5 01T,


https://www.cnblogs.com/savorboard/p/aspnetcore-identity.html
https://www.cnblogs.com/stulzq/p/8119928.html

2.1 Security ERH4AHE

R EFAFEHE] Volo.Abp.Security, EAXMIRABMLBELRRIN. XTHMEHRBEREX,
AR ERRAAE R E XA — LR AN

v % Volo.Abp.Security
» & Dependencies
v [ System
v [ Security
v [ Principal
C# AbpClaimsldentityExtensions.cs
v [ Volo
v [ Abp
1 Authorization
C# AbpAuthorizationException.cs
v [ Clients
C# CurrentClient.cs
C# ICurrentClient.cs
v [ Security
v [ Claims
C# AbpClaimTypes.cs
C# ICurrentPrincipal Accessor.cs
C# ThreadCurrentPrincipalAccessor.cs
Vv [ Encryption
C# IStringEncryptionService.cs
C# StringEncryptionOptions.cs
C# StringEncryptionService.cs
C# AbpSecurityModule.cs



] Users
C# CurrentUser.cs

C# CurrentUserExtensions.cs

CH# ICuirrentl lcer c<
2.1.1 Claims 5 Identity BJtR¥EIA|a]

FTMNE—TT B ERG, TN RALEELERER, EFXFERRMXY ClaimsPrincipal #
IIdentity HYRIFEIFBIA A, LERIFRZEM ClaimsPrincipal / IIdentity 3REXFEF 1d. FBF Id
%,

public static class AbpClaimsIdentityExtensions

{
public static Guid? FindUserId([NotNull] this ClaimsPrincipal principal)

{
Check.NotNull(principal, nameof(principal));

// 1B#E AbpClaimTypes.UserId & XIRAY(E,
var userIdOrNull = principal.Claims?.FirstOrDefault(c => c.Type ==
AbpClaimTypes.UserId);
if (userIdOrNull == null || userIdOrNull.Value.IsNullOrWhiteSpace())

{

return null;

// iR[E] Guid M&,
return Guid.Parse(userIdOrNull.Value);

212 REBNEENENX

ENTEEBNEZRA ABP EEBNEIE, EME AbpAuthorizationException , REFEMEIR
BRIVIRIE, HRSHZFEEML . EEBENIEIHEE ASPNET Core MVC MRS FIE, TEFAIARIES
IRIBANES, S TFIEEMEAI AbpAuthorizationException , SN 403 8F 401 £5iR.

public class DefaultHttpExceptionStatusCodeFinder : IHttpExceptionStatusCodeFinder,
ITransientDependency

{
/... EfpiEs

public virtual HttpStatusCode GetStatusCode(HttpContext httpContext, Exception
exception)

{
/1 ... EHftfig

/] FAE HTTP NN FIRESBNEN, 401 RENESEEZNATERNBRZEIFNERE. ™ 403 Mk
THRPBE&ER, (BthigE BinsRriEaNER,
if (exception is AbpAuthorizationException)

{



return httpContext.User.Identity.IsAuthenticated
? HttpStatusCode.Forbidden
: HttpStatusCode.Unauthorized;

/1 ... B

/1 ... B
}

# AbpAuthorizationException BEFRi, EAGHAEZR, RR—THENFEME. REERN
THEFIRE X, 7€ ABP vNext {MEZ E I ER ST IRLIE

AEREXEHIRE—T, ABPvNext SEFMBENFEEHMRENTFIICN, XENATRIICAUNER
Serialzable #R&EFTEXLERITT . ABP vNext BBIE TETF StreamingContext HIMERREL, 7
BERMNEEXNFINCIRIERITEHI LI,

EFETRFIMCIIEXXE, AINSE (CLRViaCH) 24 5, HthRE THEN EHEER .
2.1.3 HAAFPS5EFin

FEAAZRESESM A EERENHIAF{ER, ABP vNext JEHBIFAF %3] ICurrentUser
5HSH CurrentUser ZHAA, {FARREEF N ICurrentUser ##EOABNH,

BATEH ERE ICurrentUser EOMENX:
public interface ICurrentUser
{

bool IsAuthenticated { get; }

[CanBeNull]
Guid? Id { get; }

[CanBeNull]
string UserName { get; }

[CanBeNull]
string PhoneNumber { get; }

bool PhoneNumberVerified { get; }

[CanBeNull]
string Email { get; }

bool EmailVerified { get; }
Guid? TenantId { get; }

[NotNull]
string[] Roles { get; }

[CanBeNull]


https://www.cnblogs.com/myzony/p/9905717.html

Claim FindClaim(string claimType);

[NotNull]
Claim[] FindClaims(string claimType);

[NotNull]
Claim[] GetAllClaims();

bool IsInRole(string roleName);

BBAXLEEZMIE)LRIIE? MHEE Claim IREMENAGIERE, EEMEM HttpContext.User B§
#& Thread.CurrentPrincipal BEZEIIN,

BATCHZIMIAEREER T, REEFAN ABP vNext I TIRMHAY ICurrentPrincipalAccessor 1h
B2, BAIMEERBRZRXTEHEEE( ClaimsPrincipal ),

public class CurrentUser : ICurrentUser, ITransientDependency

{
/1 ... EfthfSis

public virtual string[] Roles => FindClaims(AbpClaimTypes.Role).Select(c =>
c.Value) .ToArray();

private readonly ICurrentPrincipalAccessor _principalAccessor;

public CurrentUser(ICurrentPrincipalAccessor principalAccessor)

{

_principalAccessor = principalAccessor;

/1 ... EfthfSig

public virtual Claim[] FindClaims(string claimType)
{
/] BIER LINQ EWXNE Type FEEEZILRER.
return _principalAccessor.Principal?.Claims.Where(c => c.Type ==
claimType) .ToArray() ?? EmptyClaimsArray;
}

/1 ... B

F CurrentUserExtensions ¥ 'R¥E, BEREX ClaimsPrincipal HIEZRGEHTT S
WEIO

i H

PS:

F%T ICurrentUser ‘—5 ICurrentClient 24, 7£ ABPvNext BEIAH ICurrentTenant
KR EAEFER, B X=1714H%4, BLTE ABP 1EZ2HY IAbpSession B, =1AHGHS
=l IAbpSession.Use() Tf@fi?ﬁﬁﬁﬂﬁﬂ]”mﬂﬁﬁﬂﬁléHU}EHF'/*HF'D




2.1.4 ClaimsPrincipal 15[a)8%

*F ClaimsPrincipal WNZA, IS ZEHEH (ASP.NET Core Z Identity A[7]) BT TR, KEEIR
MEFE Clain EEMNREXNR,

*F ABP vNext fEZEFAE X Y Claim Type #37ZHITE AbpClaimTypes ZEEVEBERK, SIEHEF d. BF
Id FEE, XEHmE)LRESINIE JWT(JSON Web Token) BE .

—f%3%1% ClaimsPrincipal EEE#BEM HttpContext.User B{& Thread.CurrentPrincipal
15E8Y, ABP vNext AFMIHIRE T —1 I IERHE)#EZO ICurrentPrincipalAccessor , F&RAG]
AZE, MAIERGERIAFM ClaimsPrincipal M,

public interface ICurrentPrincipalAccessor

{

ClaimsPrincipal Principal { get; }

3JF Thread.CurrentPrincipal RYSEIR:

public class ThreadCurrentPrincipalAccessor : ICurrentPrincipalAccessor,
ISingletonDependency

{
public virtual ClaimsPrincipal Principal => Thread.CurrentPrincipal as
ClaimsPrincipal;

}
M F Http E FXXAISCEL, NZFLTE Volo.Abp.AspNetCore EIREMHAT,

public class HttpContextCurrentPrincipalAccessor : ThreadCurrentPrincipalAccessor

{

/] WRRBEIRENZEEE, NW{ER Thread.CurrentPrincipal,

public override ClaimsPrincipal Principal => _httpContextAccessor.HttpContext?.User
?? base.Principal;

private readonly IHttpContextAccessor _httpContextAccessor;

public HttpContextCurrentPrincipalAccessor(IHttpContextAccessor httpContextAccessor)
{

_httpContextAccessor = httpContextAccessor;

fRAR: mENXA?

Thread.CurrentPrincipal FJLAIRE/FRESHAIZLFIEN ClaimsPrincipal #NIE, ™
HttpContext?.User —R&ERZ#Z ASP.NET Core F[B]{4-FRIETEH,

B FTHY ASP.NET Core A RBINZAE(EA Thread.CurrentPrincipal #
ClaimsPrincipal.Current (AEPEZIMAEEERIAIE), X=EEN Thread.CurrentPrincipal
E—TEHSHA. METEFHFSHRATESS BRI E I &M, FmaUTB:


https://www.cnblogs.com/savorboard/p/aspnetcore-identity.html

// Create a ClaimsPrincipal and set Thread.CurrentPrincipal
var identity = new ClaimsIdentity();

identity.AddClaim(new Claim(ClaimTypes.Name, "User1"));
Thread.CurrentPrincipal = new ClaimsPrincipal(identity);

// Check the current user
Console.WriteLine($"Current user: {Thread.CurrentPrincipal?.Identity.Name}");

// For the method to complete asynchronously
await Task.Yield();

// Check the current user after
Console.WriteLine($"Current user: {Thread.CurrentPrincipal?.Identity.Name}");

Y await WITEMZESTELZDE, X PEHME Thread.CurrentPrincipal BIERZ null 7, XM=
FAERTIRNESR.

MRIPEEBTRESER, AUSEUTMREX:

e DAVID PINE- {WHAT HAPPENED TO MY THREAD.CURRENTPRINCIPAL})
e SCOTT HANSELMAN - {System.Threading.Thread.CurrentPrincipal vs.
System.Web.HttpContext.Current.User or why FormsAuthentication can be subtle)

215 FFEMBITA

X—ERAMLERERET, & ABP vNext AFREN—EAFMEIBAG. FEAAGRTNUER
IStringEncryptionService 3RiINZ/MRZHIRNFRFE, AT EET Rfc2898DeriveBytes
., XTFFEAER, ReMUEZEANRE, XERAEER,

2.2 PR 5 K&

£ Volo.Abp.Authorization =R BEFMIIINRHATT T BEIARENX, HHEETF ASP.NET Core Authentication #
THEEM, WRIZEXSITF ASP.NET Core INEFIRINA K THE, AJUAEZS—T MKREM <9
(ASP.NET Core INMETFHEIN) RIIXE, XBEMABER,

2.2.1 fXFRAYE A

£ ABP vNext 1E2REH, FREBFPEXMNREZ @I E PermissionDefinitionProvider , &
HRER# T,

public abstract class PermissionDefinitionProvider : IPermissionDefinitionProvider,
ITransientDependency

{

public abstract void Define(IPermissionDefinitionContext context);

FrEANGLYET X Provider Zf5, £ Define() AEREMALUIMBECHNET, XEFHIU Blog
IR B Provider J944l,

public class BloggingPermissionDefinitionProvider : PermissionDefinitionProvider

{

public override void Define(IPermissionDefinitionContext context)


https://davidpine.net/blog/principal-architecture-changes/
https://www.hanselman.com/blog/SystemThreadingThreadCurrentPrincipalVsSystemWebHttpContextCurrentUserOrWhyFormsAuthenticationCanBeSubtle.aspx
https://www.cnblogs.com/RainingNight/p/introduce-basic-authentication-in-asp-net-core.html

var bloggingGroup = context.AddGroup(BloggingPermissions.GroupName,
L("Permission:Blogging"));

/1 ... EfthfAi,

var tags = bloggingGroup.AddPermission(BloggingPermissions.Tags.Default,
L("Permission:Tags"));

tags.AddChild(BloggingPermissions.Tags.Update, L("Permission:Edit"));
)
)

(
tags.AddChild(BloggingPermissions.Tags.Delete, L("Permission:Delete"));
( )

tags.AddChild(BloggingPermissions.Tags.Create, L("Permission:Create’

var comments =
bloggingGroup.AddPermission(BloggingPermissions.Comments.Default,
L("Permission:Comments"));

comments.AddChild(BloggingPermissions.Comments.Update, L("Permission:Edit"));

comments.AddChild(BloggingPermissions.Comments.Delete,
L("Permission:Delete"));

comments.AddChild(BloggingPermissions.Comments.Create,
L("Permission:Create"));

}

/] (SRR FRBFHTXARER.
private static LocalizableString L(string name)

{

return LocalizableString.Create<BloggingResource>(name) ;

M EERIIBF AT IAE H3K, BR#E ABP vNext 7EL T XBRAEX N MREX, XA T HRAERKAEE
HITERWR, BPAIXL Provider FEAT ARMRHITIE? HEIMPRIERAIE X, PINBEIAN TUHS:

[DependsOn(
typeof (AbpSecurityModule),
typeof (AbpLocalizationAbstractionsModule),
typeof (AbpMultiTenancyModule)
)]
public class AbpAuthorizationModule : AbpModule
{

public override void PreConfigureServices(ServiceConfigurationContext context)

{
/1 & AutoFac M THEMEMBVEIR, RIFAMAIKEEXMIBRIEI=E=3.

context.Services.OnRegistred(AuthorizationInterceptorRegistrar.RegisterIfNeeded);

// TE AutoFac HHTAHAMFMIORME, RIBAMIIRE, HETREE Provider,
AutoAddDefinitionProviders(context.Services);

public override void ConfigureServices(ServiceConfigurationContext context)

{
/1 SERMATEEAARSS .



context.Services.AddAuthorization();

/] B3E ASP .NET Core 1RHAVINFRAMIESS, FEM{ER ABP vNext RMUAIIPRLIERS.
context.Services.AddSingleton<IAuthorizationHandler,
PermissionRequirementHandler>();

/1 B—EDBRMAEN—ENRENE, FEBAIEE PermissionChecker HIRMEZIRE,
Configure<PermissionOptions>(options =>

{
options.ValueProviders.Add<UserPermissionValueProvider>();
options.ValueProviders.Add<RolePermissionValueProvider>();
options.ValueProviders.Add<ClientPermissionValueProvider>();
) 5

private static void AutoAddDefinitionProviders(IServiceCollection services)

{
var definitionProviders = new List<Type>();
services.OnRegistred(context =>
{
if
(typeof (IPermissionDefinitionProvider).IsAssignableFrom(context.ImplementationType))
{
definitionProviders.Add(context.ImplementationType);
}
1)
/1 FBIRENZIRY Provider {Zi#45 PermissionOptions .
services.Configure<PermissionOptions>(options =>
{
options.DefinitionProviders.AddIfNotContains(definitionProviders);
}s
}

AIIAEEIE M AEAIRTE, ABP vNext FAEIEIXLE Provider f£i%%8 PermissionOptions , AR
#E DefinitionProviders FEKEIBE—THASEFEREIE, ME

PermissionDefinitionManager Z£&YAY CreatePermissionGroupDefinitions() A&,

protected virtual Dictionary<string, PermissionGroupDefinition>
CreatePermissionGroupDefinitions()
{

/1 BIBE—TREN £,

var context = new PermissionDefinitionContext();

/] RIE—DIERSEERTMYT Provider, Provider MR Z /EENMEEM.
using (var scope = _serviceProvider.CreateScope())
{
/] IR ZEIRIKEL, BT IoC #HITHRITHIER], $EEED Provider By Define() AE, REINRE
ETSCERNR.

var providers = Options



.DefinitionProviders

.Select(p => scope.ServiceProvider.GetRequiredService(p) as
IPermissionDefinitionProvider)

.ToList();

foreach (var provider in providers)

{

provider.Define(context);

/ REWRAEZIR - WNREATEXHNFEH,
return context.Groups;

}

RAJBER TR, N ARENE—TRAZFNEXNREY, MABRLENREIE, HAZBR
PNEYARBR AL T Ue?

2.2.2 (XBRFANNPRAIE X

ERBFRXTEE, BMNELAZMENRSIRAZBNXAZEFN, BB ZBITE Provider EE
AIAPRAVCHS, BRERNZWET —MRA, AEESRAZERMINR, NREBNERMZE
PRIZBABRIFZ TR D, HERBHTIHEDTERE.

public class PermissionGroupDefinition

{

/// <summary>

/1] HE—RIRRARIRETR,

/// </summary>

public string Name { get; }

/1 FFRARFHIRAN—EBEXEM.

public Dictionary<string, object> Properties { get; }

/1 TRPRFASS N A A Y B FR
public IlLocalizableString DisplayName
{
get => _displayName;
set => _displayName = Check.NotNull(value, nameof(value));
}

private ILocalizableString _displayName;

/// <summary>

/77 BERAERSEE, BIASHE, /FAEHER

/1] BRIME: <see cref="MultiTenancySides.Both"/>

/// </summary>

public MultiTenancySides MultiTenancySide { get; set; }

// TPRA T EAIFTENR

public IReadOnlylList<PermissionDefinition> Permissions =>
_permissions.ToImmutablelList();

private readonly List<PermissionDefinition> _permissions;



/] HNTFEEXEHIRERS|ZR.

public object this[string name]

{
get => Properties.GetOrDefault(name);
set => Properties[name] = value;

protected internal PermissionGroupDefinition(
string name,
ILocalizableString displayName = null,
MultiTenancySides multiTenancySide = MultiTenancySides.Both)

Name = name;

/] HEEEZIESH, WMERANRANE—IRRMEAETAS,

DisplayName = displayName ?? new FixedLocalizableString(Name);
MultiTenancySide = multiTenancySide;

Properties = new Dictionary<string, object>();
_permissions = new List<PermissionDefinition>();

/1 BRERARIE T ERNER,
public virtual PermissionDefinition AddPermission(
string name,
IlLocalizableString displayName = null,
MultiTenancySides multiTenancySide = MultiTenancySides.Both)

{
var permission = new PermissionDefinition(name, displayName,
multiTenancySide) ;
_permissions.Add(permission);
return permission;
}

/1 BPAMENRES, EREXNEDRAEBEFE FINR,
public virtual List<PermissionDefinition> GetPermissionsWithChildren()

{

var permissions = new List<PermissionDefinition>();

foreach (var permission in _permissions)

{

AddPermissionTolListRecursively(permissions, permission);

return permissions;

/1 BPAMERLE.,
private void AddPermissionTolListRecursively(List<PermissionDefinition>
permissions, PermissionDefinition permission)



permissions.Add(permission);

foreach (var child in permission.Children)

{

AddPermissionToListRecursively(permissions, child);

public override string ToString()

{

return $"[{nameof(PermissionGroupDefinition)} {Name}]";

B ANPRAMNE XM EE, MAERIINWMAENREESSABRTE MRE, X—=MZ8]
Provider B IPermissionDefinitionContext FRARJIABHF., FENFRE_ETXAE R 2FEITET
AddGroup() RARIM—TINRE, 2EBEEINRAL AddPermission() AAENMNIEEBIINR,

PRAYE MU PermissionDefinition , X MERMNMIESINRATE X LM, KRBT AFIRMN,

public class PermissionDefinition

{

/// <summary>

/1] HE—RIRITIREFR,

/// </summary>

public string Name { get; }

/// <summary>

/17 SEAPREIRBAPR, X PTEERERTET AddChild() HEH#HITIRE.

/// </summary>

public PermissionDefinition Parent { get; private set; }

/// <summary>

/17 EREGEREE, RIAZHEF /EEHMEA.

/1] BRIME: <see cref="MultiTenancySides.Both"/>

/// </summary>

public MultiTenancySides MultiTenancySide { get; set; }

/// <summary>

/11 ERNRERME, XRBENSEEEHEITHE, NZHIHERNERMERHEHITRE.

/// </summary>

public List<string> Providers { get; } //TODO:

/] PR ZIES A,
public IlLocalizableString DisplayName
{
get => _displayName;
set => _displayName = Check.NotNull(value,
}

private IlLocalizableString _displayName;

Rename to AllowedProviders?

nameof (value));



/1 SREMAXBRAYFRANPR

public IReadOnlylList<PermissionDefinition> Children =>
_children.ToImmutablelList();

private readonly List<PermissionDefinition> _children;

/// <summary>

/1] FFRARENIRO—EBE X B,

/// </summary>

public Dictionary<string, object> Properties { get; }

/] EHNTEEXEYIRERSIZE.

public object this[string name]

{
get => Properties.GetOrDefault(name);
set => Properties[name] = value;

protected internal PermissionDefinition(
[NotNull] string name,
IlLocalizableString displayName = null,
MultiTenancySides multiTenancySide = MultiTenancySides.Both)

Name = Check.NotNull(name, nameof(name));
DisplayName = displayName ?? new FixedLocalizableString(name);
MultiTenancySide = multiTenancySide;

Properties = new Dictionary<string, object>();
Providers = new List<string>();

_children = new List<PermissionDefinition>();

public virtual PermissionDefinition AddChild(
[NotNull] string name,
ILocalizableString displayName = null,
MultiTenancySides multiTenancySide = MultiTenancySides.Both)

{
var child = new PermissionDefinition(
name,
displayName,
multiTenancySide)
{
Parent = this
i
_children.Add(child);
return child;
}

/// <summary>
/1] REEENBEXEMY,
/// </summary>



public virtual PermissionDefinition WithProperty(string key, object value)

{
Properties[key] = value;
return this;

/// <summary>

/1] ARIN—ANRERHBEES.

/// </summary>

public virtual PermissionDefinition WithProviders(params string[] providers)

{
if (!providers.IsNullOrEmpty())

{

Providers.AddRange(providers);

return this;

public override string ToString()

{
return $"[{nameof(PermissionDefinition)} {Name}]";
}
}
223 R EHEER

BECZINREERS, NREES[SNEOEXRE IPermissionDefinitionManager , MIZROMTGIE
TESCRE, HBIRPRNGE, RIANREIER: EEIRMALE M A HITINRIRIVIRE .

public interface IPermissionDefinitionManager

{

}

/] TRAEIRE X FIE—IRIRIRERR, —BERFEMSHE AbpException &,
[NotNull]
PermissionDefinition Get([NotNull] string name);

// TAEIRE X I E—IRIRIREANER, WNRNRAEZFE, MIRE null,
[CanBeNull]
PermissionDefinition GetOrNull([NotNull] string name);

/1 ZREXPRB IR
IReadOnlyList<PermissionDefinition> GetPermissions();

/1 SRERFRAERIARPRAE .

IReadOnlyList<PermissionGroupDefinition> GetGroups();

EEBIROZE 2.2.1 REREMNEE, RRAZRYE Provider BEIEIR T, BRAMIRIE? HLHAE
PIREEREEZETHRE, NREXMREFNET, BEREBEHAENRAZENIN Permissions
BIEHZEN A,



protected virtual Dictionary<string, PermissionDefinition>
CreatePermissionDefinitions()
{

var permissions = new Dictionary<string, PermissionDefinition>();

/1 BHIRENAE, FTREEZAMELWEFT .
foreach (var groupDefinition in PermissionGroupDefinitions.Values)

{
/1 B)AFRNR,
foreach (var permission in groupDefinition.Permissions)

{

AddPermissionToDictionaryRecursively(permissions, permission);

/1 RERE—IRR - XEEX BT,
return permissions;

protected virtual void AddPermissionToDictionaryRecursively(
Dictionary<string, PermissionDefinition> permissions,
PermissionDefinition permission)

{
if (permissions.ContainsKey(permission.Name))
{
throw new AbpException('Duplicate permission name: " + permission.Name);
}
permissions[permission.Name] = permission;
foreach (var child in permission.Children)
{
AddPermissionToDictionaryRecursively(permissions, child);
}
}

2.2.4 BRI REBIR HERISTI

A& ABP vNext B LM T IAbpAuthorizationPolicyProvider &[0, SLIMAEEIFZE

AbpAuthorizationPolicyProvider

XPNRBERMEM DefaultAuthorizationPolicyProvider , EEY GetPolicyAsync() A
%, BRFENE PermissionDefinition %%#%J AuthorizationPolicy ,

MREERT WRER AHNEE, MAERMN—MEICREAI MBS N REMR, MERE—T
AuthorizationPolicy FIMABSZTIREFH, SFBEREFRMGHRHELZSE, 7TREESEINRE
iE, BIENIBATARS,

public void ConfigureService(IServiceCollection services)

{

services.AddAuthorization(options =>

{


https://www.cnblogs.com/RainingNight/p/authorization-in-asp-net-core.html

options.AddPolicy("User", policy => policy
.RequireAssertion(context => context.User.HasClaim(c => (c.Type ==
"EmployeeNumber" || c.Type == "Role")))

)

// XENERRE, APABLIRE Adnin, HEMHWAF&EE Alice, HEANWMERHLENR
EmployeeNumber Y Claim,
options.AddPolicy("Employee”, policy => policy
.RequireRole("Admin")
.RequireUserName("Alice")
.RequireClaim("EmployeeNumber")
.Combine(commonPolicy)) ;

1)

X2 RequireRole() . RequireUserName() . RequireClaim() HEEM—T
TAuthorizationRequirement YR, EAEAREEARBRISSINFN,

public AuthorizationPolicyBuilder RequireClaim(string claimType)

{
if (claimType == null)

{

throw new ArgumentNullException(nameof(claimType));

// ¥JET— ClaimsAuthorizationRequirement %, IHRINZIFEREA Requirements 4,

Requirements.Add(new ClaimsAuthorizationRequirement(claimType, allowedValues:
null));

return this;

IXEBFA7 ABP vNext MIZ{EAM PermissionRequirement fEAN—BRESME.,

public override async Task<AuthorizationPolicy> GetPolicyAsync(string policyName)

{
var policy = await base.GetPolicyAsync(policyName) ;
if (policy != null)

{
return policy;
}
var permission = _permissionDefinitionManager.GetOrNull(policyName);
if (permission != null)
{

// TODO: RIDAMEREFHITMAMN.

// ¥ Builder #ME—EE,

var policyBuilder = new AuthorizationPolicyBuilder(Array.Empty<string>());
// BIE— PermissionRequirement SERMZEIRESRMAR,
policyBuilder.Requirements.Add(new PermissionRequirement(policyName));
return policyBuilder.Build();



return null;

5 ClaimsAuthorizationRequirement AREMIZE, ABP vNext HiZ B IGIRE S IBZIFIRE 514
EXE—RI, MeD N, DBMAT PermissionRequirement #l
PermissionRequirementHandler , [G&TEEIREEMNERETANRI loC BE,

PS:
3FF Handler K3k, FEATEIARE 21 Handler SEANE 1oC BERNZR, W TFARIE:

services.AddSingleton<IAuthorizationHandler, BadgeEntryHandler>();
services.AddSingleton<IAuthorizationHandler, HasTemporaryStickerHandler>();

BAEERESLME PermissionRequirement BIENX, IEEFEE,

public class PermissionRequirement : IAuthorizationRequirement

{
public string PermissionName { get; }
public PermissionRequirement([NotNull]string permissionName)
{
Check .NotNull(permissionName, nameof(permissionName));
PermissionName = permissionName;
}
}

AEREZRMEAE, HMNRIABTHRNE-IMARRTEIE, ZTHRE-TRLIESS.

public class PermissionRequirementHandler :
AuthorizationHandler<PermissionRequirement>
{

/1 XEBIROERRRE SRR SSHEE TR,

private readonly IPermissionChecker _permissionChecker;

public PermissionRequirementHandler (IPermissionChecker permissionChecker)
{

_permissionChecker = permissionChecker;

protected override async Task HandleRequirementAsync(
AuthorizationHandlerContext context,
PermissionRequirement requirement)

/] MNBRLEIAFPIAEEMMUE, MET Contxt.Succeed() BWITIZINIIL,
if (await _permissionChecker.IsGrantedAsync(context.User,
requirement.PermissionName))

{

context.Succeed(requirement);
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ELEERGIESRIERIEET, ABPvNext EBINRICEZZIRKRENTAFBREHERETIRIGRE, %
E—F IPermissionChecker ?gDE’]EX BEARHLEZENEMIE( ClaimsPrincipal )\ IEERILM
R ITRIE,

public interface IPermissionChecker

{
Task<bool> IsGrantedAsync([NotNull]string name);

Task<bool> IsGrantedAsync([CanBeNull] ClaimsPrincipal claimsPrincipal,
[NotNull]string name);
}

— N HERBMEBRBNEZNAE, RAIEIENSMIEE®I ICurrentPrincipalAccessor
EIJE’J FRAEANZOER B E =N ERISEH,

public virtual async Task<bool> IsGrantedAsync(ClaimsPrincipal claimsPrincipal, string
name)

{

Check .NotNull(name, nameof(name));
var permission = PermissionDefinitionManager.Get(name);

var multiTenancySide = claimsPrincipal?.GetMultiTenancySide()
?? CurrentTenant.GetMultiTenancySide();

/] MEEANNBERSATFHRINAFEX (AP /ME) #1730,
if (!permission.MultiTenancySide.HasFlag(multiTenancySide))

{

return false;

var isGranted = false;
/! LEEEIE\\D}& IBREWN £ X EZANA IR, WA THMEH N R ELERE BRI,
/] ZBENX 7&:ﬁzz IAPEEEE T EAY Requirement I2fHAY, iXE ABP vNext JSEMHMZRN
Perm1331onValueProv1der°

var context = new PermissionValueCheckContext(permission, claimsPrincipal);
foreach (var provider in PermissionValueProviderManager.ValueProviders)
{

/1 REENDIRAFISRERBERSTE RN Provider, MBHILIE,

if (context.Permission.Providers.Any() &&

Icontext.Permission.Providers.Contains(provider.Name))

continue;

// A Provider HIIGMZGE, EANSHIUBBFINRE SH1TEARK,
var result = await provider.CheckAsync(context);



/1 RIFREINER, HMTRSEE 7RI,

if (result == PermissionGrantResult.Granted)
{
isGranted = true;
}
else if (result == PermissionGrantResult.Prohibited)
{
return false;
}

// IR[E] true REBELIFIN, &REl false HAERBITND.
return isGranted;

2.2.6 YN PRIERIEIRIME

ERREEEHEAES, vILABR@EIT Configure<PermissionOptions>() JAiERINT = MURER
WigftE, A
UserPermissionValueProvider . RolePermissionValueProvider . ClientPermissionValu

eProvider , FTEENINAEIXI, 2@ IPermissionStore MIFAMWENE MEEANAFRESE
REEITNR.

XEBEA{IBA UserPermissionValueProvider R, EEEFEEHWEMHIE,

public class UserPermissionValueProvider : PermissionValueProvider
{
/1 RIEFNER,

public const string ProviderName = "User";
public override string Name => ProviderName;

public UserPermissionValueProvider (IPermissionStore permissionStore)
: base(permissionStore)

public override async Task<PermissionGrantResult>
CheckAsync(PermissionValueCheckContext context)
{
/! MEABY Principal A& UserIld, AEENRIREEX, MAKRZIN,
var userId = context.Principal?.FindFirst(AbpClaimTypes.UserId)?.Value;

if (userId == null)
{

return PermissionGrantResult.Undefined;

// ¥R IPermissionStore MIFRLTFEH, WNEENREEMEMETERSELRKR T T
PR



/] REFRF TR, MIRE true, XBMIRE false,
return await PermissionStore.IsGrantedAsync(context.Permission.Name, Name,
userId)
? PermissionGrantResult.Granted
: PermissionGrantResult.Undefined;

XEBEAFAH IPermissionStore BJEMRSEIN, Fi_EARIEKE, ABP vNext ZRXPRE XE T
— 1NEEAEE( IPermissionDeftiionManager ), PARNXEM T BENXHRESAMRZRFRAS, ELHIE
ZZAUAERS @Y IPermissionChecker IRIEA[EA) PermissionValueProvider &
IPermissionStore SEITHEE P RIREIANBRAVKNIINGE

2.2.7 X PRIEIEI= & 23

PRI =& 23h0 T ERZ7E AuthorizationInterceptorRegistrar HJ RegisterIfNeeded()
FIEASZIMA, RBEBNER—PNAEMET AuthorizeAttribute 451, BISMEREXIZHIES.

private static bool AnyMethodHasAuthorizeAttribute(Type implementationType)
{
return implementationType
.GetMethods(BindingFlags.Instance | BindingFlags.Public |
BindingFlags.NonPublic)
.Any(HasAuthorizeAttribute);

private static bool HasAuthorizeAttribute(MemberInfo methodInfo)

{
return methodInfo.IsDefined(typeof(AuthorizeAttribute), true);

EEBAERXKZG, 2@ IMethodInvocationAuthorizationService BJ CheckAsync()
FERKTEAE S HBEEENR.

public override async Task InterceptAsync(IAbpMethodInvocation invocation)
{
/1 BRLEEE,
if (AbpCrossCuttingConcerns.IsApplied(invocation.TargetObject,
AbpCrossCuttingConcerns.Authorization))
{
await invocation.ProceedAsync();
return;

/1 BHORBIAAEN, BIERS AVFAE,
await AuthorizeAsync(invocation);
await invocation.ProceedAsync();

protected virtual async Task AuthorizeAsync(IAbpMethodInvocation invocation)

{

await _methodInvocationAuthorizationService.CheckAsync(



new MethodInvocationAuthorizationContext(
invocation.Method

EEMRMNIIMEH, BRENAEESINET IAllowAnonymous 451, #mETNNRBERIFERIS
6], BEFIREIAHERILIE, SUMESMG AR Y IAuthorizeData FOMYSE, MNEEEZR
Policy {H, #Hi@i¥ IAuthorizationService #H{TIRII,

protected async Task CheckAsync(IAuthorizeData authorizationAttribute)

{
if (authorizationAttribute.Policy == null)

{
// SIRHBRHFAZEREHTIALE, WMEARERNZEE,
if (!_currentUser.IsAuthenticated && !_currentClient.IsAuthenticated)
{
throw new AbpAuthorizationException(“Authorization failed! User has not
logged in.");
}
}
else
{
// ®id TAuthorizationService RINHFIAFEEHAE authorizationAttribute.Policy
PR,
await _authorizationService.CheckAsync(authorizationAttribute.Policy);
}

#3F IAuthorizationService , ABPvNext 22T BRI
AbpAuthorizationService , BENRBEEMNAAE, MeRETRINEY, XM TEMEEN
TH{ELH AbpAuthorizationServiceExtensions IR EBAE, XBEARABER,

= 4%

SR [L Y = |

KTFRE WIS D HAMAHENIX)L, BENEBRSEIMFMIMI KRR DT ABP vNext 2 Ul FHITINR
EIE, N E2UME% ABP vNext 1 ASP.NET Identity . IdentityServer4 #{TEERLHY,



	一、简要说明
	二、源码分析
	2.1 Security 基础组件库
	2.1.1 Claims 与 Identity 的快捷访问
	2.1.2 未授权异常的定义
	2.1.3 当前用户与客户端
	2.1.4 ClaimsPrincipal 访问器
	扩展知识：两者的区别？

	2.1.5 字符串加密工具

	2.2 权限与校验
	2.2.1 权限的注册
	2.2.2 权限和权限组的定义
	2.2.3 权限管理器
	2.2.4 授权策略提供者的实现
	2.2.5 权限检查器
	2.2.6 权限值校验提供者
	2.2.7 权限验证拦截器


	三、总结

