= = S 0111 (Y G 11 1 OO 1-1
L HEIR oottt b ettt bt 1-1
L2 T AT AT ettt ettt ettt ettt n e e 1-1
BB 2 B R ST IR A oo 2-1
2.1 FHFRTETA v v vttt ettt b et s e 2-1
2.2 T FRIEFEIR ST oottt 2-1
2.3 IR BT TG oottt 2-2
W [ 7« OO OO U OO 2-4
BB E FRITIBIE .ottt 31
Bl IRHEIR U oottt ettt 3-1
3.2 FHFRGRIEAR SCEIE oottt 3-2
=R = T v =R 4-1
T D = 1= o1 o o { o KO 4-1
4.2 Application ReSPoNSE TIME (ART) .iiieiiiiiiiiiiee e e e e s s e e e e e e e s snrnaneeees 4-1
R G L L E 2 OO 5-1
5.l B S0 S ettt 5-1
5.2 PUIKARICEE A oottt 5-1
B3 AP BT vttt ettt r et b e 5-3
B4 ARP T ..ttt 5-5
5.5 PPPOE I3 1.ttt ettt ettt nen s 5-6
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Sniffer B4 &/

/18 Sniffer AT A

1.1 #EAR

Sniffer #AFE NAI 2 = HEHS 1 Zh BE 52 K 1 PR A B A SCET X Siffer
Pro 4 73 Mt ds#EAT WU bR A P . R Sniffer Pro 2% 73 B 25 0 28K Th REFH4F
fiE, fRRIREE R, A — B A PR AR R T i

5 Netxray L4, Sniffer SCFFIIHMEFE , 5141 PPPOE L 557E Netxray
HALFRE, 17 Sniffer FREW AT POEMAL /HT. Netxray ANHETE Windows
2000 Al Windows XP L IE# 3247, Sniffer Pro 4.6 7] LLig477E£-Ff Windows
Fa k.

Sniffer AR LK, BT 7 ZRTFEALA ALK, B NE T g, X
2B 5 Netxray # HL)— AN
1.2 IhREEIT
NHEFH T Sniffer B — L ThEEN A, HIIRERITEA /44 0] LLZ25 Sniffer
MITEL S B o
Tl IR 2 B AT VE AN 4 BT
FIH % ZK oM ZG012 W7 19 8
SEZAR I 9% RR 48 35 B
WA A 10X 2 R FH 2R RN R 5

FERMT IR IR 2 AT e B N 4G L A, A 2 AT SEATL A W A P 44305 P 2
R EE. 78 File->select settings
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Sniffer # AR/

Settings
Select Settings |

Select settings for monitoring:

WEEJEE! Local
m Iircom CardBus Ethernet 100

Il

Edit
lleleta
1| | i
Current medium Ethernet S02_3
Line_ 10 Mbp=
W iy |

PG IE RS J5 A BE IE W LA 1Z8 22357 Windows 98 #:1E R4 I,
Sniffer n] PUEFEHR 5 IERLAE AT 22 W5 1R 5 AT HAE . WiZR %23 T EnterNet500
% PPPOE W& mf LLUESFERLH ) PPPOE M. Xf T %3%7F Windows
2000/XP LJTE LRk TiRE, XFHEIE RFAH K.

ASCHRERHRSC RIS LI 25 PR REME LSS DI REEAT VEAO N 4R . T BUORTE BRI
TR TE SR 1

m?&x ':-_?;:{'r:'ian'r — larsl, Bthermat (Lina zpead at 10 Bhps]
't—j%fiﬁ File Bomwles Caplice Lizglay Teoel= Jalalas=e fiodow felp

s T Y 2 S | T
3E Sl olom slaln] 2 G

."‘.
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ST SR AT

B2E WOCH IR

2.1 HIRER

SR I BE R ALE AR SCHR TR AT 52 i, U0 T R AR AR R D g
B 7R B R AL TR RAS A THIAR

Database Window Help
=
.%smmmmmmm@g

R
%ﬁ@ﬁw Eﬁ%ﬁm %ﬁﬁﬁj

HEE

2.2 HREIER ST

FEAT AR A% b AT DAt 2 T T AR A Al R A S A R A 2 o XA A

3R STEL

RIS £
RGN

Gauge | Retail |
i L 4 -
AN :fJ

TG THE
B
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ST RAFHT

2.3 MR/ EF

Sniffer HAFHEHE 15 KHI 0 HreE DAL ThEE . a0 FIEFR, X TH3RAHR
SCERAL T A Expert LMt RGUHAT 207, AT ARSI T R BT AR AR 1K)
giitfE S

SnifZ: Expert, 3803 Ethernet Frames

SR

Het Station 1

LigozT « [10.11. 105, 99] )
UNIT-YEZP9SE2DH ( [10.11. 105.97] )
WeTE4T [ [10.11.105.58] )

WeT24T O [10.11.105.58] )

WeTE4T [ [10.11.105.58] )

Application
(5]

Diagnozes
EZFaHT Symptoms 1 I _I
RE Objects

atrix JHEst Table i Protocol Dist. Jh, Statistics fo

MR I
LAt e
BRI

BRI RGRME T DRI T &, S ERRERT 7 %50
BTS20 M A (72 W 4 R ] AR AR 2 B3R AT

12N E R BR R EM ZEH WINS B R 8 % TCP A& IR B S il 4%
WS, T LAJT S T A9 248 v v J W3t L e PR T R Ao

XF RIS v o3 A r] DL A bR Wy Bk R T LA A ST S H
Xt TR AT DA A AR TR AR A

2-2



ST SR AT

_(ol]
I Firzt Time [ Dowation I Dlezeription
2002/6/11 1 N 3 Too Many Retransmissions (&
20026411 1 XXT:E‘&I;‘IE‘%FIJ‘ Hor-Responsive Station 5
00zfes11 1 ﬁ%ﬁéﬁﬂ{ﬁ ‘E‘ Won-Responsive Station 5
2002/6/11 1 Hon-Responsive Station i
2002811 15487 m= Hon-Rezponzive Station l[.
2002/B/11 15:46:Lr 03 3m 555 52Tms  Too Many Retransmissions o
20027611 15:46:54. 77T ms Hor-Responsive Station o
20028411 15:47:00. 735 <Ims Hon-Responsive Station "
2002/8/11 15:47:00.885 ms Non-Responsive Station o
200278411 15:47:14. 854 Amsz Won-Rezponsive Station —
2002/B/11 15:47:14. 854 Ims Hon-Responsive Station
20027611 15:48:03. 475 ?m 43z B55mz  Too Many Retransmissions
20028411 15:48:05. 475 <Ims Hon-Responsive Station
2002/B/11 15:458:44, 334 Ims Hon-Responsive Station
Diagnoses
Smptoms ‘I I ﬂ
Objects |

e AT

B R AR OCHAT RS I s, B E =0, H RN SRR A
SERIECR XA SE ) s o X TS 2 BEER M N Dot i U GE , 1X
FEA BB M MRAT SR B4R (8 AT AR T B ) Sy, BERE A AR
PR BT DR Ak ke I O B A X 5% b = U IR DM T 0 B0 LB AT . TR A
RREFRME DRI T B W AN AR L, X EAR P GHEAT L2
THZ AR TR

XFF MAC #ihik, Snffier #4317 1 Sk 1& e, W1 00e0fc Sk 1 & # Ak
Huawei, XFEEHF]T T ML SRR & G s R

| [No.  |[Status [Soucedddiess |
= Huawe1001105
¥ircom7EFEZA
OTHIT-YBZP9582DH
W27247
[10.11.128. 157]

TTanm dm

Huswe1001105 AR
[255 . 255 255 25|
[10.11. 148 157 ]|LL

27247 FT_-I
4

¥ BEE TR B : 7
= TQ ARP: — LR J
émég ARF: Hardware type = 1 {(10Hb Ethernet) & B

~LJ ARF: Protocol type = 0800 (IF)

~Lj AFF: Length of hardware address = 6 bytes
I L8 ARPP . Tanoth Af rreotosal -ur]H-r*rr—ti—r = 4 hwteas _Ill
4 k

gooooooo: 00 10 a4 b f= 84 00 =0 fo 00 11
ooooooio: 0§ 00 06 O4 00 01 00 =0 £ OO0 11
oo0oooazo: 00 0 00 00 00 00 O= Ob &9 2= 00
ooooaooso: 00 o0 00 0O 00 o0 00 00 3c do 41

J
Expert » Decode f Matriz 4 Host Table A Protocd Dist. b Statistics £




ST SR AT

D fe 2 F IR 0 8 25 150 B 00 A U 3E A7 HH i R B B R . fESE R B E
43 %)~ Capture->Define Filter fil Display->Define Filter.

o A T DANR A R 1k B 1P bk RO WSO B AT A A T I
gt ot

%t-F Matrix, Host Table, Portocol Dist. Statistics 2524t 7 = & 1% ki,
WENEM T EEREAS T, iR, DS AR P R Bl
ANEVEHNAT .

2.4 FEHKREHL
EARIKE

FEAR IR P
1. BERKJEHZR, U5 MAC ATH i MAC HibEHEATHE 3R, A7 2otk
HIZESHN, 1: 00EOFC123456.

2. IP EH3E, 0 P MIEHE IP BT/, AT AN SRR A=, .
10.107.1.1. WiHRIEFE 1P ZHZREME N ARP S5 SO # i e

ZIX
£k

21X
Eanmaxry Address IDatn Pattu‘nl h&vu‘medl Bnffer I Seltings Fol:
Bddress Inown Address: (Tragahlal

SEAHH IS
IR
IP)Z 3%k

Station 1 | i Station 2 =
1 | 00edfzl 23456 B 1
2] /\ N
<
A eemmm Sl
| L R —
O =l

WE | B | Profiles...|

R IRF N
f£ “Advance” TUIH T, {RATCAGwEEARMI PR R, Wl



ST SR AT

1T

Smrlu'_vl hddrazs | Date Pattarn HRdwanced I:Huffnr l Settings For

aF

O efault

w|iTornal -
WICEC Error :I
W Tubber =

fE | BE | Erefiles...

K11 =izes

1
o)
F
i
<A
0
-

1

"

&
———

(SRR
FE %A

1 A SR A G R

FE VB FER AR AT DL R OR 5 ZE AR SR A, R AT AR AN I, TR
N RBWGZIEAE, R .

FEMBRMWUR B2 AE N, ARATRUER, 251 A F L RFIEAMERIRSC.
FEARIRWUZ A FRAE, ARn] A 2 R4 _EAT R B ORI 2 S A 3R

FEORAF I PERRI 25 P42 41 “ Profiles™ , RWT DLKER 24 Hl 15 & A3 JE AL, 3t
ITORAF, AEAER T AR T, ART DA SRR ORAF A 3R A F

fEERIREMS
7t Data Pattern ', {Rv] DAgmEAEEmiIRA&1E, W HE:
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ST SR AT

Define Filter 2=

Summaryl hddress Data Fattern |Advanr_'ed| Buffer I Settings For:
D efault

IR A
Rip=!

B TRATHER:

s R

Add AND/OE | Toszele aWD/OR | Tocele wor | add wor |

add Patternl Edit Fattern I Delete I Evaluate I
/ 7\ =
AR RS D Wil | Frofiles.. |

R A ITE T LLSEIUR 8 R0 38, HARZ I RS AR, A REERT
WXAMAZ, EAWME DBEE KSR,




ROTHOE

HIE WOTBUE

3.1 HIEMRLKIE

Sniffer AR SCRIE T REM LTS, 0N A2 A& B AR & -

?@-}_-Packet Generator _IDIﬂ

e

Animation Detail | =
4| | i

LR, IR BB SCRIEI AR . s SR Z . AT A3
TR

Send new frame ilil

Configration | Eiﬁlﬁlfﬁ
—Send ———— ~Send Type o
" Contirmensly g Delayll il
(:Il time (= 100 % of network PR

Size: |E.u B E R
e
b fe 84 00 =0 £ £<E§ = 1

FIAERER

anIo: & 04 00 01 00 e0 fo 00 11 OF Oa Ob ek fo | . __......._. -
00z0: 00 00 00 00 00 00 Oa Ob 6% 3a 00 00 00 00 OO QO | (....... il
0030: 00 00 00 00 00 QNGO 00 3c doc 41 1f L

W= |

BB AR WU LK, ARG WNEERSZ LR, — AN — NIRRT e
B, W ZE NetXray SCEFRTLAMERT I, M “Decode” TiiiH, AIE I
ST I R B R R
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ITE

3.2 RMIBIRC KR IE

R 3R B (RO E R HRORE RO, R BB T te WR 2 AR

WA R AR

_loix

Source Address

Mo, [Status |
1 5

p Find Frame. .. ALT+F3
Find Hext Frame

Dest Address

Eircon?BFE
Huaweil0Oll
Xircom?BFE
Huawei10011

o to Frame. ..

3
o to First Frame —I
E‘? Go to Last Frame = :I
Marle Current Frame sy
o to Marked Frame Mb Ethernet)
(IF) =
4 I Save oSelected. . . : : b
——  Select B .
goo STt MARER fc 00 11 05 :él
oon . . fc 00 11 05
0o Define Filter. .. 69 3= 00 00 =
nnn Select Filter. .. I~ A~ A1 1 F_I_I
4 3
Y Exp Display Setup. .. et A Statistics

Send Current Frame. ..

Send Current Buffer...

Add Frame to Flt Lib. ..

Create New Filtered Window

RN RIR PO, H Bbs A4 BTSSR, 8 “ Send Current Packet” ,
KR KB, ZIRCH AR CEFE A ER] “RiggmigsE 17 |

1o X, REBESE, MRS RIRERCEEE T

FOEREXA RN LSRN BRI, ATABCE RGOS, Wiy 0, M

DL bR R FEREAT i o

3-2



P2 BT RE

FAE ML ThER

P2 MR T RE BRI ZI MERR I 48 St it, W2 BRI 2, I ENg AN
ZEE I IR, X A4~ Dashbord Al ART, HAhIjREn] LASE
FELH B, BUERRAE MBI, BRAEf

4.1 Dashbord

Dashbord 7] DA% 28 IR T3, 8 M AR S0 SE AV . e B p
R LATH 28R BT e

% ] ynhboard : =100] x|
B—— =
Gaugs | Detai
o0 I002FEE11H 200547 & Shorf Term © Long Temm
[ B[ Fachersis
10O
RO I 45 .
. [ szt iz
5 [= M| Emorsis
* - 4 N N > [ [ | Oroosts
10 ﬁéﬁﬁ‘@@ﬁ .
Giitihs P
[ M|Eroadzasisss
194z 18 19:54:18 2000647 [ Mnwhicazss
[1Detall ErTors
O Size Distribution

4.2 Application Response Time (ART)

Application Response Time (ART) & A LA ¥ TCP/UDP R ZF2 5 7R
it AR 55 i S 1], 30 HTTP,FTP,DNS 253 .

%t 5 TCP/UDP i B s ] i3 8 7 54 R

TCP For each socket, ART stores the sequence numbers for packets sent
by the client and waits for the corresponding ACK packets from the server.

4-1



P2 BT RE

It then measures the time difference between the packet with the stored
sequence number and the packet with the ACK to arrive at the response

time.

UDP For each socket, ART measures the time between packets going from
a client to a server and the next packet going from the server to the client.

T Application Besponse

=10l x|

|.-'-‘-.\.ng!3|:| |E|EI?.;FIS|:| |MinH3p |Ma:-:F

I@ ESewer Address |Elient Address

& SUFFORT

o & OMC-SERVER

SE =M%l ar bl
R R
%77 R

m |.)< |" n’ :

JR PR AR A B
Bl SN
M PR B <

Wi
M. |

w27247 huawei co 4 2 1 3
B 27247 huawei co Hw-STUDEMTET 1 1 1 1

1 1 1 1

b [ HTTR AfnS F

Fs




B AR SRRV A

BESE BERHRCURE R

REFEN: HIHIRCYE. DRI IP P, ARP #3i. PPPOE
Bl Radius B IMERD AT T IR RAIR, B e T4 Sniffer 3
PETEFM AT P B T REAE R 85 AR RS 4 W DG — 25 T . 6 A
W ] DLE I PR SCRS AN Sniffer 1/ 3R A 4R SO0 EE 27

5.1 HEHRTE

KRR, T ZEME R, HARZIRERABIIRE. & JZRKA AR
EQUPEENDE

R 2 Telnet FTPFle-mail%s:

f& 51 = TCP #1 UDP
Y] 2% J2 IP ICMP IGMP
g = Y IR R B 1R

#-8§ DIC: Ethertype=0800, =ize=229 bytes

% IP: D=[10.65 A4 255] S=[10 .65 A4 140] LEN=195 ID=4372
f& UDF: D=138 S=138 LEN=19%

®-25 NETE: D=KEVC<1E»> S=CWKZ Datagram. 105 bytes (of 173)
m-%3 CIFS/SHB: C Transaction

@-%E SHEBMSE: Write mail =lot “MAILSLOT-BROWSE

E-H¥E BROVSER: Election Force

U K FTRAE Sniffer FIERLZE 43 il x4 — AN 2 I SGHEAT AR 20 B o B %
JEXRL “DLC” 5 MZGJEXT R “IP” 5 fEEXF R “UDP” 5 N Z X%t i
A2 “NETB” 25 200 Sniffer a] DL A 22 PSR AT P40 45 M1k Al D
IR TR 45 0 R IR B K

5.2 UKL

Ethernetll LA M i 45 £
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HE ST VR

Ethernet_lI

Ethernet_II IR MM SC &5 8928 H 19 MAC Hilik (6bytes) 5 MAC
Hihik+ (6bytes) FEWUEA (2bytes) +¥#i 7B (46-1500bytes)+ 1
4% (4bytes) .

Sniffer )

=B [ R o — DLC Headsr ————— RAIINE TR

~3onc -

Q DLC Frame 4 arrived at 15:01:30.9407; frame size 17103 (0067 hex) bytes.

L3 DLC: Destination = Station Xircon7BFES4—~

M DLC.  Source = Station Huawei00110 HHIMAC

~I3DIC. Ethertyps = 0200 (IE HubE

w3 oL I
H-¥ IP: D=[10.11.104.254] S=[1?2 5
-] © D=1609 S5=21 ACK=23440176 SEUFIUSURES271 LEN=49 WIN=17520
[+ . R PORT=1609  220-Serv-U FTP Server w3.0 for WinSock ready...
00000000: 00 10 ad4 7b fe 54 00 e0 fc OO 11 05 08 00 45 00 .. &% LB .. . E.
00000010: 00 59 4d 3f 40 00 7c 06 90 7o ac 10 01 ca Oa Ob . YM?@. | 7.7,
00000020: &8 fe 00 15 06 49 3= 9f 0 d7 01 &5 ab 30 50 18 h?. . I:&ive?F.
00000030: 44 70 6= 06 OO0 00 32 32 30 2d 53 65 72 76 2d 55 Dpj...220-Serv-U
00000040: 20 46 54 50 20 53 65 72 76 65 72 20 76 33 2e 30 FTP Server v3.0
00000050: 20 &6 &f 72 20 57 &9 fe 53 6f 63 6b 20 72 65 61 for WinSock rea
00000060: 64 79 22 22 Ze 0d Oa dy.. ...

Sniffer 2 FEAMIRIR ST AT E S0 R FRAVIS 18], FE MRS s o oK,
FE 53 T T N 3R A3 T ARG R A AT 5%

JRE M MAC HihETERRDAE 1 rT LK AT 3 9T M2 Bl ik, 7
Bl 2 %% 1P bk w E phoe, AT DU I AR EE %
A BT B a4 R F), 2 00e0fc AN, 010042 y Cisco 4545,
WIR T EEF VRN MAC Hubik FH RS CE MRS HE sl 1k MAC #iuhik, 78 7R [
FI A% 2 o8 B Rz ik i 16 3EH4a 65

i

8 5% iz 1],

IP M2% k1 Ethertype FBUK#E I EE WML SER - B A 45 0x800 A IP
Wi, 0x806 A ARP .

IEEE802.3 LA MK S 4514
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HE ST VR

5.3 IP Y

8bit 8/16bit

IEEE802.31ii 45 1)

Q DLC: Fram= 1 arrived at 12:13:38 . 8809; frame =ize i= 64 (0040 hex)
Q DLZ: Destination = Multicast 01802000000, Bridge Group Addr

B DLC: Source = Station Cisco ECI9CH4
~LJDIC:  #02.3 length = 38
-3 DLC
=% LIC:  ————- L1LC Header ————-
~Lyric

-4 3 LIC: DSAP Address = 42, DSAP IG Bit
M ILC: S5AP Address = 42, S5AP CR Bit
Q LLC: Tnnumbered frame: UI

00 (Individual Address)
00 (Conmand)

&N IEEE802.3SNAP MiZify, 5 Ethernetll /ANl &2 H A5 Hidk J5 i
FFBARR A L E IR ik CKE. 327 LLC T2,

IP 3858 N 1P sk +3tmg, Hrboh 1P iS4, B4 1P i
W EBENEZ —, KT IP R ERIES B R . XEAHT IP
PR — N5 .

A 4——IPv4

HEACE: AN 457, K60 7Y

TOS: IP a5 B

B BT, Bk 65535 FIT

R IPRSChR IR B

bR b 3 HRE, R EURALRI I Eeky
MF (More Fragment)
MF=1, JGImitH 73 v e
MF=0, 7 8 Erm)s—1

DF (Don't Fragment)
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HE ST VR

DF=1, ARVFrH
DF=0, ¥4 h

Bfife: 70 e HAEE o b A AL B, B 38 13 HukE, AN 8 °F

=

it
g

: TTL (Time To Live) %3 TTL=0 R
BN 857 (¥ 2 T b R ST

1: ICMP

6 : TCP

17: UDP

89: OSPF
BRI 0F 1P S 8 AR B A
JE P ke 1P 4R SCHIYE Mk
H 1P itk 1P RSCHI H Bk

=% IF; ————— IF Header ————
"ng IF:
w£3 IF: Version = 4, header length = 20 bvtes
w£3 IF: Tvpe of serwvice = 00
w£3 IF: agoa. ... = routine
-3 IP: ...0 0000 = normal delay
w£3 IF: ... 0., = normal throughput
-3 IP: ... 0., = normal reliability
w£3 IP: .... .0, = ECT bit - transport protocol
-3 IP: ... ...0 =1CE bit - no congestion
-3 IF: Total length = 166 bytes
w£3 IF: Tdentification = 32897
-3 IP: Flags = 0%
w£3 IF: 0.0 ... = may fragment
-3 IP: L0 o000 = last fragment
-WEBIP: Fragment offs=st = 0 bvtes
-3 IP: Time to live = (4 seconds-hops
-3 IF: Protocol = 17 (UDP}
w£3 IF: Header checks=um = YALS (correct)
w£3 IF: Source addres=s = [172.16.19.1]
w£3 IFP: Destination address = [172.16.20.76]
-3 IF: Ho opticns
-y IF:

A Sniffer X 1P M E #BHIRID T 458, A IP 1 35 %A 7 B X N,
TR T S FBUE AT RN & USSR i E RSP (Protocol)
TR SN 0x11, @il Sniffer fihis o dri& i -+t 17, 1X3& UDP
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B AR SRRV A

B e HA 5 BB ARG & SCRT LA 3L, X R B SO AR ) LU A 28 X i
B A 7 ) R AR AR R 5

5.4 ARP 1Y

DL N ARP 4R 451

REf=eE i 2R

L vy 12 e
D FE fifmd 4 R ERL S
FEuh Tt
(G0, RHAA RS
A Euh this Hhht
({0, FIPE4FET)
H 4= -t
(N, ARG
H #r bt
({40, FIPE4FT)

ARP Zr 2 HAE IR — 7B

HTYPE (REARER) . X/ 16 thir B, HIkE UEIT ARP M4 K
KM AN IR I T SRR R IR 4 — AN, i, DK 1,
ARP A] {5 FH{EATAT X 2%

PTYPE (¥MMEED . X E— 16 tfrr B, FIskm Xl i aL. i,
XFIPvA B, XA FBE /2 0800. ARP A HFATAT = 2 il

HLEN (BEAFKRE) o 12— 8t 7B, FokE LA AL i 4 B 3
BRI Bilan, X LR MEE 6.

PLEN (WK EE) o X2 —A 8 LhRFT B, FIkaE S LAF35 N s )28 i
KRR, i, X IPvA PR SUXAME A 4.

OPER (¥AE) . X2 16 B, HRE AR, B X TH
KA. ARPIHR (1) , ARP [HIZ (2) .

SHA CRIZBGREMMAE) o X —DATARRKE 7B, HIRE R
HhERIRRE . B, X DOKRPRAS 7B 6 7.

SPA CROESEHMCAL) . RN AR T Br, IR SR 4
B, 1P MBBEIKEE. KT 1P B XA FER 4 K
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B AR SRRV A

THA CEHARBEAR#INE) o X2 — NI KB, FISRGE SCH bR B ik
P EE. Biltn, XFPUKMIZA 7B 6 7. X ARP iRk, XA
FEOEA 0, BOYKIESANKE B ARV B AL .

TPA CHARPRMHIME) o X2 — R KEFE, FHRE X H 25k
(B, 1P Hbab) AU, X IPv4 Bhil, XASFEUR 4 F7ATK
@ DLC: Frame 16 arriwved at 14:24:09 9803;

-3 DLC: Destination = Station Xircon?BFER4
-3 DLC:  Source Station Huawei001105

framne

-3 DLC: Ethertype = 0806 (ARE)
Q oLC

=% ARP: ————— ARP-RARF frame —————
]g ARE

Q ARP: Hardware tvpe 1 (10ME Ethernet)
Q ARF: Protocol type naoo (IF)

Q AFF: Length of hardware address & bytes
Q ARP: Length of protocol address = 4 bvtes
Q ARP: Opocode 1 (ARP request)

-3 ARP: Sender's hardwsre address = 00EOFCO01105
Q ARP: Sender's protocol address = [10.11.107.254]
Q ARP: Target hardware address = Qoooooooooon

Q ARP: Target protocol address [10.11.104.159]

M DLC:  Frame 17 arrived at 14:24:09 9804; frame
-3 DLC: Destination = Station Huawei001105

-3 DLC:  Source = Station Hircom?BFEZ4
Q DLC: Ethertvpe = 0806 (ARP)
Q oLC
=8 ARP: ————— ARF-REARF frame —————
Q ARE

Q ARP: Hardware tvpe 1 (10Mbh Ethernet)
Q ARP: Protocol type naoo (IR
Q ARP: Length of hardware address = & bvtes

Q ARP: Length of protocol address = 4 bytes

L3 ARP: Opcode 2 (ARP reply)

L3 ARP: Sender's hardware address = 0010A447BFER4
Q ARP: Sender's protocol address = [10.11.104.159]
-1} ARP: Target hardware address = OOEOFCO01105

[10.11.107.254]

Q ARP: Target protocol address

LTS Sniffer ARSI ARP 18 SR AR ZHR LI 451 o

5.5 PPPOE #1MY

PPPOE f&i/)

Ta] BR PR AT AT REFE PPPOE i 30/ B K3, — K2 PPPOE % ik
3k, H—HE PPPOE K (B , X+ PPPOE it SCH#i 8+
N B S 1H L RE T AR % . R EY PPPOE B4R ST 144 =



B AR SRRV A

012345678890 1234567089012345678501

Mg s 8 & W D

= F AR

o EIEIRCCRITIAN) 4 ROARRAIR, PR g T BB E, XA
W 7S 0x01.

o BRI 4 AR RANE, PR FREE, XA NS ETE
79 0x01.

o ARESIGFH 1 ANEAT, T PPPOE AN R BX AN o i P9 28t A
—HFEH

o 2D A 245, AU RSP SIS R B2 ID ST E
HURIE, I R A A6 ZIE 78 9 0x0000, — HLEHLIREL 1231 1D
Ja s IBAAE G SR A RSO I AUA TSR A ME— ) 215 1D {8

o KON 2 /M7, HREER PPPOE $dE i ST b i 8 R 2

o BRI, AR NEEAE, £ PPPOE IR BGZS A £
WESHIR KA. 7£ PPPOE HI R I B, Z3 N & 1H 7812 Tag
(brid) 5 TM{E PPPOE & 1EMBL, 37 1) 2 PPP I3k 3.

ISN 8850

Radius

172.16.20.76

A SR AR S 1 1
K i, Radius Server IP #ifik 4 172.16.20.76. PPPOE F /' Radius
AL HA RN
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Bl AR SRR T A

FPPOERHE
Mo | SH Source Addres: Dot Addrass Cummarp 0 B4R
(/1 [H|¥irconEFDCOY | Broadoast PEFcE: : Dieccwary Bt
]2 Buaver000000 | EircomeFDCDY  |FEPoE: : Diecowary
[ 2 KirconsELIZ09 Huaw=iD0OO000D |FEFcE: :© Diecowary
]/t HuaweiOdOooooo TircomEFDCDA | FEFoE: @ Dizcowery
| & Huavei00000d |EircomGFDCDY | FEP: LCF Configure
O] 6 Rircon6FDCDY  |HuaweiOOD000D |FEF: LCF Configure
| ? HuaveiOooood | EircomeFDCDS  |FEP: LCF Configure
i HircontFDCDY | Humee=i000000 |FEP: ICP Confiqure
o Buarei000000 | XircomeFDCDY | PEP: LCP Confiqure
10| |Buaver000000 |IircomeFDCDD  |PPP: LCP Coofiqurs
11| |¥1rconeFDCDY9  [Huawsa00000D |PEP: LCP Confiqure
[1| 12 |Huawei000000 |IircomeFDCDY |CHAP: NESSACE TYPE
(]| 12 Fircon&FDCOY Huaw=iOO0O0000 |CHAF: NESSAGE TYFE
(] 14| |Huavei0O0000 |IirccmFDCDS | CHAP: NESSRGE TYEE
(0| 15| |Huaveioooonl | IircomBFDCDS  |FEP: IPCE Configure
O 16| |#ircom&FDCDY  |Huewsi0Q0000 |FEP; IECE Configure
17| |Fircon6fDCDY9  |Humeei000000 |PEP: IPCE Configure
18] [Huaw=1000000 |Iircom6FDCDO  |PEP: IPCP Configure
19| |¥1rconeFDCDY9  |[Humwei000000 |PEP: IPCP Configurs
20| |Buawei000000 |IircomeFDCDD  |PEP: IPCP Configurs FPPOE
O] 21| |¥1rcomeFDCNY | Huawsei000000 |PEP: IPCP Configure Reguest IFCPH AT
[ 22 Huawsi000000 LircomeFDCDA | FEF: IPCE Configure hol f£firx
[]|23 H2B8498 [10.10.10.255]| BROWSER : Lnnounce Host HZE339
(|z4| |H28699 [10.10.10.254]| T"HF - Frhn
(0| 25| |[10.10.10.254]|H25899 I[ZHE . Echu o=l

LKy PPPOE MR I BL 2] PPP LCP 11 , tAIE IPCP H) B B BeFl PPPOE

ST B HIE R

PPPOE kI B, PADIFKC, Sniffer ffid4E Mt KR

[ER- [ i c R — DLC Header ————
Q DL
Q DL Frame 1 arriwved at 12:42:13 4172: frame =size iz 60 (00
Q DLC: Destination = BROADCAST FFFFFFFFFFFF, Broadcast
M) DLC: Source = Station EircomeFDCDI
~LJDLC: Ethertype = 886

=% PFROE: ———— PFPoE Header J————m
-} PPPOE
Q PPPOE: Ethernet Type = (0=z8863 "D =covery Stage"
L3 PPPOE: Version = 1 PPPOE
L3 PPPCE: Typs = 1 PADHR
Q PPPOE: Code = PPPoE Actiwve Discovery Initiation (PADI) packet
L3 PPPOE: Session ID = 0
LJ PPPOE: Payload Length = 14
Q PPPOE: ——— Tags In Discowery Stage ——
Q FFPOE: Tag Type = Host_lnig TLVHRSCEH4 o
LJ PPPOE: Tag Length = &
Q FPPOE: Tag Values = 0080C7eFDCDY (Hex
\_j FFPOE
Q FFPCE: Tag Type = Service_Name
L PPPOE: Tag Length = 0
L3 PPPOE: Tag Valus = NULL p i
Q PPPOE: [26 Unknown Bytes of data]

PPPOE 21k E%, Sniffer @40 T s .
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B AR SRRV A

-3 DLC: Source

H-¥Z ICHE: Echo

5.6 Radius MY

Radius i 3 faif

FrifE Radius Wil 451

L3 DLC: Frame 24 arrived at
-3 DLC: Destination = Station Huawei000000
Station XircombFDCD9
-m£3 DLC: Ethertvpe

12:42:44 0771; frame =iz

BE64 :
=% PPFOE: ———— PPPcE Header ———- bt
L3 PFROE
-m£3 FFFOE: Ethernet Type= (0zx8864) "PPP Sez=ion Stags"
-3 PPPCE: Version = 1 PPPOEN X
-3 PPPOE: Type = 1 36bytes
L3 PPPOE: Code = 0
-m£3 PPFOE: Ses=sion ID = 14336 PPPOE
L3 PPPCE: Payload length = &2 Session D&
-m£3 FPFOE: ——— Pawvload In Se=ssion Stage—-

=-&) FFP:  ———o Point—-to—Foint Protocol ———— PPPHMY Sk
% EFE: 2bytes
-3 PPE: wd )

Frotocol = 0021 {Internet Protocol

#-8m IF: D=[10.10.10.254] S=[10.10.10.2] LEN=40 ID=60428

AP
3L

0-1-2-3-4-5-6-T-0-1-2-3-4-5-6-1-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-T

1 Code

Identifier

Length

Authenticator

[=C B T s . T = B L

Attribute - - - - - - ;

Code: HFEM; 1779; 878 RADIUS B HIZEA,

9 Radius futg =

1  Access- request UNIREPN

2 Access- accept

3 Access- reject

WE
UNE R



B AR SRRV A

4 Accounting-request Th iR
5 Accounting-response TH B e
*11 Access-challenge IE PR

Identifier: BARiR; 177, BUEVHEN 0 ~255; T VLI KA Fm0 N
£, [A]—2H i SR AL AN ALY 1dentifier MARIE .

Length: BKE; 279 BEMPIAEEIIKE.

Authenticator: 16 Fi&; HTIIF RADIUS AR5S 284% [l Sk )ik R DL K 2%
Hio R G2 o

ZHET- 7> P Rl
1. #REGE7---Request Authenticator
A KR ST 250 4 Jm ME— F BEATLE «
2. TN 5GIF ---Response Authenticator
FHAE A AR S, FH T 2 e S AR SR
Wi % 56 11E 7 = MD5(Code+ID+Length+ii 3K 16 i 7 +Attributes+Key)
Attributes: J&E

0-1-2-3—-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7-0-1-2-3-4-5-6-7
1 | Iype | Length | ¥alne ;

K10 JEMgat
J@ I TLV 519 .
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HE ST VR

ISN 8850

Radius

172.16.20.76

XA

&N i PPPOE, Radius Server F1 BAS 22 H AIE F 28 FN R 2k it
.

Mo 54 Source Address Dest Address Summary
11 |M/[172.16.19.1] |[172.16.20.76] RADIUS: Access—Request Id = 25
)2 [172.16.20.76]([172.16.19.1] |RADIUS: Access-hccept Id = 25
)3 [172.16.19.1] [[172.16.20. 78] RADIUS: Accounting-Request Id = 26
(1] 4 [172.16.20.76][172.16.19 1] |RADIUS: Accounting-Responsze Id = 26
115 [172.16.19.17 [[172.16.20.76] RADIUS: Accounting-Request Id = 27
(1] 6 [172.16.20.76][172.16.19 1] |RADIUS: Accounting-Response Id = 27

X 1: BAS i#iR Radius Server iAF# .
k3¢ 2: Radius Server [A]3 BAS A Ei# S H5C.
3 3: BAS i 3 1E RIR I

3 4: Radius Server 11 27 S 3L

I 5: BAS THRERR L

L 6: Radius Server it 3745 R R R

AR BLFE O -4 SCHE SR AN 2 38 1 1P Hihik+Radius Pl 1D 5t
AT EERR Y o
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B AR SRRV A

BASH#

3% TIP: L=164F S=1012 IEN=1(¢

3 ;_"E-;.EHI.&U% o LadIUD IEEDER ————- Radlusqu_F
Bt Zode -1 {iccesz Tequocssh A
L RIS Teentifer = R
BE‘;DIL'S Longtk - 133
FalTU5S A lli=e | oaloe = ZATSFTARATANSAFET A1 07475 F1710A
N WP
I DAOTUS ALl ilules [ulloe RadiusE T B TLVEE
a Balls  User—bzne = 'zzst I, Sriffer BTEk B
: DadITC LA Icecatif-er - 1 e Fil o
Bnmn‘c LT Challoige - 'ezilA.zlr ' 3ciaI” P e
: Fal TS =rewi m=Tyi= - 5 1 Frenrmld i =

gh‘;ulL‘:ﬁ broanzz Pratocol - 1 (FPA)

; - 2S5—TF-& e = 7F 05 = ;
8 RS e T A 74F Sniffe R EERRHT Bl
Al i - - = -1 e u w| = ) h
Y TADITS BAG-T oL - £72447044, 2h uld Lo Loluood %;ﬁ/@lﬂﬁ‘ﬁﬂﬁﬁ
D Fa 1ll= MEa—=-rt=lype = |k iwl- . - InN71tA ASHCJ&ﬁﬂﬁ’ QHHEE'E
% RADIUG: Unknown attribute D7 AU ASC I BRE#R 1=
B rars BASROEE
nooonoyo: oo LuoJuouw Ul oud bk sz 0 LeoaL suoJb e ko2 0 00 40 dzh
0ooonnen: us Lk o4 uu Ve vz ood Jboud LLoJd lu BF 24 v oLz 0 Lt o000 W=l
0ooonnen: b- o wooad 4l 4 4o L4 Fh ke v ooz bt A odd sL 4z ot=Ll: subks_ot=L
poooooa0: 1kt A2 04 4 4l choak Le A 4= o2q dd dd - dd porE o fLR I=eH
poooooeO: ++ - 4k ik A

FEERT BAS KR Radius IAiFiER (Code=1) L4 . Radius
WK EAE UPD iz B, X B IREA T FER RIS

N A PPPOE CHAP iAIE 2 1 Radius AIEi# >R ST PPPOE H CHAP
NIER) Challenge i 3C. @it ELA T LA H BAS K Hif#) Challenge 18
N “26fe8768341de68a72al276771elclca” 5 PPPOE ' CHAP iAiFid
FErh BAS k% PPPOE I /) Challenge f& & — %1,

-1 RADIUS:

-0 RADIUS: Attributes follow

-~ RADIUS: User-Hame = "test"

Q RADIUS: CHAP Identifier = 1

Q RADIUS: CHAP Response = "Hx. @ 0% Vad 1Hes"
-} RADIUS: CHAP-Challenge = "&blhd . zlri' ggidk:
Q RADIUS: Serwice-Type = 2 (Framed)

Q RADIUS: Framed-Protocol = 1 (PPE)

Q RADIUS: WAS-IP-Addres=s = [172 . 16.19.1]

Q RADIUS: WAS-Identifier = "ESE"

BAS’k % Radiusfi]
CHA P-Challengels 4

00000020: 14 4c 07 14 06 6d 00 92 b7 df 01 19 00 8a 26 fe
0o0000030: 87 68 34 1d =6 8a 72 al 27 67 71 el cl ca 01 06
ooooondn: 74 65 73 74 03 13 01 48 78 2= 8b 1d 45 fd 03 Gt
00000050: fa 64 a8 80 48 a2 bb 3c 12 26 fe 87 68 34 1d e6
ooooooen: Ba 72 al 27 67 71 el =1 =2 06 06 00 00 00 02 07
oooooo7o: Oe 00 00 00 01 04 06 ac 10 13 01 20 05 45 53 &2
00000080: 05 06 34 00 72 9c 3d O 00 00 00 10 57 28 73 6o
ooooonen: ef 74 3d 31 33 3b 73 75 62 73 ko Bf 74 3d 30 3b

AAAAAR D i [ IR I T T T B T - ¥ -
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B AR SRRV A

285 CHAP: ———— CHAP Header ——
-0 cHaP:
Q CHAP: Code = 1 ({Challenge Packet)

1] CEAP: Identifisr = 1
Q CHAP: Packet length = 21, DOES NOT EQUAL ACTUAL 42

-1 caip: BASHEPPPE P
) CHAP: ——— CHAP data —— Challengefiy
- cuap:

) CHAP: Value Size 16
@ CHAE: Challenge Walue = ZaFEsybda41DEREAY AALAYBATIELILICA
0] CHAP: Name =t

00000000: 00 80 cf 6f dc d9 00 0 £fc 00 00 00 B3 64 11 00 eEEF I
00000010 00 33 00 17 c2 23 01 01 00 15 10 26 fe 87 B8 34 6. .7..
00000020: 1d =6 8a 72 al 27 67 71 el cl ca 00 00 00 00 OO0 |#fr?gg
0aoooo30: oo oo 00 00 00 00 00 OO OO0 OO DO OO DO OO 00 0O .......

NN PPPOE H /&N BAS 148k CHAP % 5 (¥ FH P 265 F1 BAS K 4
Radius Server HETE KA SCH 7 Fb% J& YRk teis . v LA H7E Radius
IMELFEF, BAS #4-F Challenge J& A1 H F N & (%559 & 45 Radius
HATIRAIE .

=% CHAP: ——— CHAP Header —-———
-5 CHAP:
Q CHAP: Code = ? (Responze Packet)

) CHAP: Identifier = 1
[0y CHAP: Packet length = 25, DOES NOT EQUAL ACTUAL 38

I CHaP: PPPOEF] /' kR 4:BAS
: ff92: 1L CHAPHI S R F1

L) CHAP: ——— CHAP data ——— i

-5 CHaP-

-3 CHAP: Value Size = 16

M) CHAP: Response Value = 48782E8B1DDSFD03G6FAG4A88048A2EE

- 10) CHAP: Mame = "test"

00000000: 00 e0 fc 00 00 00 00 80 c7 6f dc d9 88 64 11 00 W& .
00000010: 00 38 00 1b 2 23 02 01 00 19 10 43 78 22 8b 1d .8 .7,
00000020 d5 £d 03 56 fa 64 a8 80 48 a2 bb 74 65 73 74 00 iE.VEH
00000030: 00 00 00 00 OO0 OO 0O 00 0O 00 0O QO ...l

- RADIUS: Attributes follaw fﬁf&@%ﬁ;ﬂﬁ%

- RADIUS: Ussr-Hame - 'I'test" ¢ 15 PHPPP B

iy RADIUS: CHAP Identifier = 1 Tl F e nfRadius i
RADIUS: CHAP Response = "Hx. |0 Vud'| o

Q RADIUS: CHAP-Challenge = "&blhd. zlri'ggidk"

B RADIUS: Service-Type = 2 (Framed)

gooooozo: 14 d4c 07 14 06 &d 00 92 b7 df 01 19 00 8a 26 fe
goooooan: 87 68 34 1d e6 8a 72 al 27 67 71 el cl ca 01 06
gooooo4o. 74 65 73 74 03 13 01 48 78 2e 8b 1d 45 £d 03 56
gooooosn: fa 64 a8 80 48 a2 bbh Sc 12 26 fe 87 68 34 1d eb
goooooen: f8a 72 a1 27 67 Y1 el =1 ca 06 06 00 OO0 00 02 07
gooooo7o: Oe 00 OO0 OO0 01 04 06 ac 10 13 01 20 05 45 &3 &2
gooooosn: 0% 06 34 00 7e 9z 3d 06 00 00 00 10 57 28 73 6o
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i F AT S A TR IS T BUS SR &R, O R LA B AR AT 2

B

NI PPPOE I/ Radius WIIE 1) Sniffer # 3R {145 5

# |

chap—client. cap RadiusServer. cap
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