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Introduction to Apache Shiro
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> Supporting Features
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Apache Shiro Tutorial

Your First Apache Shiro Application
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‘hazlewood: ™ /shiro-tutoriald mvn --version '
iApache Maven 2. 2.1 (r801777: 2009-08-06 12:16:01-0700) E
EIava version: 1.6.0_24 ]
1Java home: /System/Library/Java/JavaVirtualMachines/1. 6. 0. jdk/Contents/Home ]
'‘Default locale: en_US, platform encoding: MacRoman ]
'05 name: “mac os % version: ~10.6.77 arch: "x86_64" Family: “mac E

BAE, TEIRISC 24t A —AN I E %, B, shiro-tutorial JF7E1Z H 3% F{&4F FIE ) Maven pom.xml 3044

pom.xml

<?xml version="1.0" encoding="UTF-8"?>

<project xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://maven.apache.org/POM/4.0.0

http://maven.apache.org/maven-v4 0 0.xsd">

<modelVersion>4.0.0</moderVersion>
<groupld>org.apache.shiro.tutorials</groupld>
<artifactld>shiro-tutorial</artifactld>
<version>1.0.0-SNAPSHOT</version>
<name>First Apache Shiro Application</name>
<packaging>jar</packaging>

<properties>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
</properties>

<build>
<plugins>
<plugin>
<groupld>org.apache.maven.plugins</groupld>
<artifactld>maven-compiler-plugin</artifactid>
<version>2.0.2</version>
<configuration>
<source>1.5</source>
<target>1.5</target>
<encoding>${project.build.sourceEncoding}</encoding>
</configuration>
</plugin>

<!I-- This plugin is only to test run our little application. It is not
needed in most Shiro-enabled applications: -->
<plugin>


http://maven.apache.org/maven-v4_0_0.xsd

<groupld>org.codehaus.mojo</groupld>
<artifactld>exec-maven-plugin</artifactld>
<version>1.1</version>
<executions>
<execution>
<goals>
<goal>java</goal>
</goals>
</execution>
</executions>
<configuration>
<classpathScope>test</classpathScope>
<mainClass>Tutorial</mainClass>
</configuration>
</plugin>
</plugins>
</build>

<dependencies>
<dependency>
<groupld>org.apache.shiro</groupld>
<artifactld>shiro-core</artifactld>
<version>1.1.0</version>
</dependency>
<!-- Shiro use SLF4J for logging. We'll use the 'simple' binding

in this example app. See http://ww.slf4j.org for more info. -->

<dependency>
<groupld>org.slf4j</groupld>
<artifactld>slf4j-simple</artifactid>
<version>1.6.1</version>
<scope>test</scope>
</dependency>
<dependencies>

</project>

The Tutorial class

BATVE BT — AN e AT N H AR e, IR, FoAT T 75 EE 1) 3 —NHA public static void main(String[] args) /772:H Java
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Tutorial.java 3C1F:

src/main/java/Tutorial.java
import org.apache.shiro.SecurityUtils;

import org.apache.shiro.authc.*;

import org.apache.shiro.config.IniSecurityManagerFactory;


http://ww.slf4j.org/

import org.apache.shiro.mgt.SecurityManager;
import org.apache.shiro.session.Session;
import org.apache.shiro.subject.Subject;
import org.apache.shiro.util.Factory;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

public class Tutorial {
private static final transient Logger log = LoggerFacutory.getLogger(Tutorial.class);

public static void main(String[] args) {
log.info("My First Apache Shiro Application");
System.exit(0);
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Test Run
BUAHIAVN AL R T, WEEIRIIZAEI0E PR H 5% FHAT L F a2 38T, AL %

mvn compile exec:java
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Run the Application

Ihazlewood:~/projects/shiro-tutorialS mvn compile exec:java

... a bunch of Maven output ...
1 [Tutorial.main()] INFO Tutorial - My First Apache Shiro Application

Ihazlewood:~/projects/shiro-tutorial\$
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Enable Shiro
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java.lang.SecurityManager.
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Configuration
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Many Configuration Options

Shiro [1J SecurityManager SZHL K FiT A S HRp AL AFER 2 3545 JavaBean 1. 1X LT Shiro
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shiro.ini
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Tutorial INI configuration

Uzernames,/passwords are bazed on the classic Mel Brooks™ film "Spaceballs™ :)

Uzerz and their (optional) assigned roles
username = password, rolel, roleZ, ..., roleN

' [users]

'root = secret, admin

iguest = guest, guest

ipresidentskrooh = 12345, prezident

Edarihelmet = ludicrousspeed, darklord, schwartz
1lonestarr = vespa, goodguy, schwartz

Folez with az=zigned permissions

roleName = perml, permZ, ..., permi
p i N
troles]
radmin = *

'schwartz = lightsaber:=
vgoodsuy = winnebago:drive:eagled
]
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Referencing the Configuration
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1 - - - - . - - " -
'public static void main(Stringl[] args) {
p

log. info ("My First Apache Shiro Application”):

- . . . —_ e N . - . [
Factory<SecurityManager> factory = new ImiSecurityManagerFactory( classpath:shiro.ini )
]

SecurityManager securityManager = factory. getInstance() ;

SecuritylUtils. setSecurityManager (securityManager) ;

System. exit (0) ;

___________________________________________________________________________________________________________
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Using Shiro
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Subject currentlUser = SecuritylUtils. getSubject(: :

...........................................................................................................
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£5510N S£5E10n = currentEEEI.gEtEEEsion[}:
£5510Mm. etﬂttrlhute( "zomeEey”, “aValue” }; 1

Session J& ™ Shiro 45 E LB, EFEME T KIS IRE T 5 HetpSessoins AT, [T —SAMOLFAL LR —
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.......................................................................................................... .
1if { !currentUser. isduthenticated() )} { .
E Lbllfct uzer principals and credentials in a g:i specific manner ]
! 5 5W 1 rm, %509 certificate, OpenlID, etc. '
! e/password example here since 1t 1= the most common E

UbernameFasswnrdTDken tcken = new UsernameFasswnrdIDken( lonestarr”, 'c~pa ") !
]

this iz all you have to do to support *remember me’ f{nc config - built in!}: ]
token. setRememberMe (true) ;

currentUser. login(token) ; 1

___________________________________________________________________________________________________________
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‘try 1 1
! currentUser. login( token ) : 1
! if no exception, that'= it, we' re dome!

i} catch ( Lnknown&ccounthceptlon nae ) | E
i username was=n t in the system, zhow them an error meszage? '
'} catch ( IncorrectCredentialsEzception ice } { ]
! password didn t match, try again? 1

} catch ( LockedicccuntExcEptlon lae } {
account for that username 1z locke

;::.
m

— can’'t login. Show them a messzage?

. more types exception: to check if you want ... ]
} catch ( &uthentlcatlonEzcEptlcn ae ) { ]

'.'.l’.'E..'.‘S':".E: condition — error
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Handy Hint
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EOT U, AT

t//print their identifying principal (in this case, a username): :
'log. info({ "User [ + currentUser. getPrincipal () + °] logged in succezszfully.” J; E
P14 AT AP At AT 2 75 4 45 1) A

'if ( currentUser.hasRole( “schwartz’ ) ) { :
i log. info("May the Schwartz be with you!” ) ; '
'boelze |

! log. info( "Helle, mere mortal.” ) ; E
i !
FATTE BT LA W ABATT R 5 A DR AE — /M R B ) S b dE AT 44

if { currentUser. isPermitted( "lightzaber:weild” ) ) |
log. info ("You may use a lightsaber ring. Use it wizely. ™) ;
I else {
log. info("Sorry, lightzaber rings are for schwartz masters only. ") ;

2R, FATAT LASRAT AL 58 K 10 S A R AS 2 ——FI W L 2 75 RE 0 U7 1) 28— S R R S5 R RE D -

1f { currentUser. isPermitted( “winnebago:drive:eagled™ ) )} { 1

log. info("You are permitted to "drive’ the "winnebago’ with license plate (id) 'eagled’.

“Here are the keys — have fun!”); :

}oelze { E
log. info("Sorry, yvou aren’t allowed to drive the "eagled’ winnebago!”);

N, XTI
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:currentUaer logout() ; //removes all identifying information and invalidates their session tho

Final Tutorial class
ERIN BRI S, R AR R ZE Tutorial ZE304F . 1M EERAEIEE, HIRER T oA 2 4
A (BLE INIBLED -

Final src/main/java/Tutorial.java

import org.apache.shiro.SecurityUtils;
import org.apache.shiro.authc.*;




import org.apache.shiro.config.IniSecurityManagerFactory;
import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.session.Session;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

public class Tutorial {
private static final transient Logger log = LoggerFactory.getLogger(Tutorial.class);

public static void main(String[] args) {
log.info("My First Apache Shiro Application");

Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:shiro:ini");
SecurityManager securityManager = factory.getInstance();
SecurityUtils.setSecurityManager(securityManager);

//get the currently executing user:
Subject currentUser = SecurityUtils.getSubject();

//Do some stuff with a Session (no need for a web or EJB container!!!)
Session session = currentUser.getSession();

session.setAttribute("someKey", "aValue");
String value = (String) session.getAttribute("someKey");
if (value.equals("aValue")) {

log.info("Retrieved the correct vliaue! [" + vlaue + "]");

//let's login the current user so we can check against roles and permissions:
if (IcurrentUser.isAuthenticated()) {
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr", "vespa");
token.setRememberMe(true);
try {
currentUser.login(token);
} catch (UnknownAccountException uae) {
log.info("There is no user with username of " + token.getPrincipal());
} catch(IncorrectCredentialsException ice) {
log.info("Password for account " + token.getPrincipal() + " was incorrect!");
} catch(LockedAccountException lae) {
log.info("The account for username " + token.getPrincipal() + " is locked. " +
"Please contact your administrator to unlock it.");
}
// ... catch more exceptions here (maybe custom ones specific to your application?
catch (AuthenticationException ae) {
//unexpected condition? error?



//say who they are:
//print their identifying principal (in this case, a username):
log.info("User [" + currentUser.getPrincipal() + ]" logged in successfully.");

//test arole:
if (currentUser.hasRole("schwartz")) {
log.info("May the Schwartz be with you!");
}else {
log.info("Hello, mere mortal.");

//test a typed permission (not instance-level)

if (currentUser.isPermitted("lightsaber:weild")) {
log.info("You may use a lightsaber ring. Use it wisely.");

}else {

log.info("Sorry, lightsaber rings are for schwartz masters only.")

//a (very powerful) Instance Level permission:
if (currentUser.isPermitted("winnebago:drive:eagle5")) {
log.info("You are permitted to 'drive' the winnebago with license plate (id) 'eagle5'.
"Here are the keys - have fun!");
}else {

log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");
//all done - log out!
currentUser.logout();

System.exit(0);

Summary
A BUIL U B HAEFE IV T R AT 48— DN EARI R AR 7 B0 E. Shiro LA Shiro B 23 THHLE:, Subject 1

SecurityManager.
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Apache Shiro Architecture
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Shiro '8 H CHIBTHHATL X LEME & . R PLRCARLER T AT RN ki DA R B 2R, Apache Shiro J1
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High-Level Overview

R MR 2R, Shiro 28R4 3 N EEIMES: Subject, SecurityManager Al Realms. NI RE R R TX
SEAH R A A B R, T L BRA T & 1E R e — A

AP%‘E:;'O" @ (the current ‘user’)

Shiro
SecurityManager

(manages all Subjects)

(access your security data)

e Subject: TERANFIHAEF CLHEH], Subject SLFT Fg— A UETHATH A R E 24 “IE” . % T"User"
— T A — N 11— Subject AT BLig—AN N, (HEGE AT AR 28 =77 ]k %% » daemon account, cron job,
B HAR S AR ATT AR VS —— AR b2 0 1E 5 A 2047 28 B AT 25 78

FITH Subject SEBIFIHE SR E B ( HIXZDAIH]) —A SecurityManager . 24/R5— Subject 22 LI, FFLEAT
HAEH#:4k N Y SecurityManager 28 H. [\ E subject 1132 BHAF .

e SecurityManager: SecurityManager #& Shiro ZEMJIFOHE, FEEA—FF “LRAP G X GRIMRA N HI0 22 e
LA R — DR RIE . SR, — B SecurityManager B[N EXT REIC AR B4 — R T, A e st
BEOR, HNHBEFIFRN G L-F8 AT i R >Rk 4L 2 Subject API.

PAH J5 2 VELN T 18 SecurityManager, (HE ZFZEINIRE], MIRIES —4 Subject #H175C BI, L) I
FE B S5 1 SecurityManager AbFE T Z 5 () Subject 4 tAE . X RIAE FIRTHIREATRAZE.
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Shiro 4t 73BN AT i) Realms HIEH: — o2 & ¥iiE (RIHR) , W LDAP, KAKIEEE (JDBC) , SUARAL
B, RN VSR, DR Z . ARATBHEARE 2R Realm SEBRAR B 52 UK EURIR, G AERA
Realm R A R K o

G HAh N B4 —FE, Shiro SecurityManager #5541 Realms A2 WAT 4 F SR 35 B 224> A1 5 4 B4 SR A8 2 Subject S
B .

Detailed Architecture

TEER T shiro I OLIIREE, IR R R R R 2 4

C/C++ PHP Flex Standalone
c# Ruby Silverlight Web MVC Application
.NET Python Swing

|
|

( Subject ) ( Subject ) ( Subject ) | ( Subject ) ( Subject )
|

m‘/ lzLocal / In-floy

{ )

S|
°
S
=
w

Security Manager

Session
Manager

Authenticator
Su:-uegy C a Ch e

Pluggable Realms (1 or more) - Manager

Authorizer

STV @O ~T< QO

Subject(org.apache.shiro.subject.Subject)
HHT S PAFAT R B RSk T, SB=J7 RS, cronjob, S555) By ARE MR .

SecurityManager(org.apache.shiro.mgt.SecurityManager)

un EJA, SecurityManager #2 Shiro ZEH4 (RO . BHEAR b —A ORI P, B R A B R AL A DR O
EATRENE —EMTH] 1) TAE . B BN N AR P [ Shiro BRI, PRI & R0 G AeT AT A4S FH P ) 22 4
Ak,

Authenticator(org.apache.shiro.authc.Authenticator)



Authenticator & —PNXHAT LT H PRI G0 IAE CEF3) 2k ATt tE. A— P 2088, %224
#% Authenticator $14T. Authenticator KITE WA 5 — N8 A Realm B SRAAEFA S 7 /K S B . Xt
Realm " 3RTG 04 8 FH R I6UEFH 7 19 S A0 SR BRAIE Y f SE A2 ARATT BT U Fra At AT 142 o

e Authentication Strategy(org.apache.shiro.authc.pam.AuthenticationStrategy)
WA 1E—A Realm #HC &, | AuthenticationStrategy H<= WM fiX L6 Realm ¥ & B WA IF 2R il ThEk,
RWCF AT (Blan, R —> Realm by, THARMKIIRM, R MIZZREY? 2 G HTH K Realm
WA ? B E A TR ? )

e Authorizer(org.apache.shiro.authz.Authorizer)
Authorizer & 51 5T 7E SRR F s F P 0 I 2 i A 204 o e — Pl 2400 8 FH P o T 0 Fe VA S s L)
L5 Authenticator #H1EL, Authorizer tHA1E QAT B 245 & B IR U7 i A ECBRAARR(E S . Authorizer {81
A5 SR AER M P F 7 e A S VAT 45 € BN 1

e SessionManager(org.apache.shiro.session.SessionManager)
SessionManager /178 Qi fa] 261 28 S R 7 Session A= E 1R AT A 3045 1 7 2L — A 58481 Session
RS, XAEZRHESE TR — A IR (5 ——Shiro 47 REAEATRATIAEL T AL E B F Session IRIRE T,
RIS A AT K Web/Servlet BG EIB 25 8%, “ERRF 2 FH & A B Aol 2% 2318 8 BEOR SR LRI RE I G AR AR 56
SessionDAO MJAF1E S VI B IR R AE P A 2> i S H .

e SessionDAO(org.apache.shiro.session.mgt.eis.SessionDAQ)
SesssionDAO X3 SessionManager $1{T Session £f A L (CRUD) #fFE. X o VLA B A7 o4 N Bl 2
PER=REIINE i dle s

e CacheManager(org.apahce.shiro.cache.CacheManager)
CacheManager £l & 31 FE HAh Shiro ZHAF{$ F¥) Cache s2fl2Eay B . KN Shiro BEAE 1T )V £ Ja & B IR,
TSIl WA EH, SRR — R RIS ThRE, FRAE [R5 A 1X S B VR £
VERE . ARATELACTT USRI/ BAR MV I A7 7 i BE W 3 N B Shiro SRRk —ANPRad K R0 F P ARG

e Cryptography(org.apache.shiro.crypto.*)
Cryptography F& 5 1 Mb 22 4 HEZR [ — MR EH AR K M8 - Shiro [ crypto B4 & & 5 T F A BLAR 1) cryptographic
Ciphers, Hasher (X4 digests) LASANFRIGDasSEILAGE . B 26 SRR MRS O 51 BL 5 1
A5 FAN 5 1 BRARE AR AR FH Java A 535 65 SRR 09 N R RNIE & AT A& — ANk AR ) B A Bk 1 314 « Shiro
f) cryptoAPI filfk T SR Java ML, FEAEINE N TE 3l A 5 T

e Realms(org.apache.shiro.realm.Realm)
i LTIk, Realms £ Shiro FRHI N FHFEFP I 22 8dl < IA4H G “RyE” B “E3E7 . BEh L5%4
FHIR R a0 R PAT B A BoiE. B s) AR (U7 151D B Pk P 2 B, Shiro N—NERE AN R
FEFECE M Realm W RV ZIXFERI AR T4 o VR O] ARAR 1) 75 ZERC B 2 > Realm GHlE — MR — > Realm),
H. Shiro ¥ 9 53 AEAI RO EATEEAT 0 BP0

The SecurityManager

[X1 4 Shiro [1) AP 5 il — 1~ LA Subject A H O ZRAE T 20, R 20N FHART I &N SR D, iR B4, 5 SecurityManager
BT H (HEZEHF RN A S AERER)D « BMEL, T SecurityManager A& Wi TAEHI455%
FRAREER), JCHEE NN IR FELE — 1 SecurityManager [ {5

Design
WIFT ik, AP SecurityManager #0447 224 A I8 B A B AE A P RES . 78 Shiro FIERIA
SecurityManager SZHI T, IXALFE:



e Authentication

e Authorization

e Session Management

e Cache Management

e Realm coordination

e Event propagation

e "Remember Me" Services
e Subject creation

e Logout

DY E P

HIX RV 2 DD RER 2R B — N — . iy L, A e AR 08 R M0 T R 2o R R R, R — DR
Hh B — AN B — R SR

N T WA E R R AEECE /o4 YE,  Shiro FSEIRERE S L R TF—— B T Witk B BEEL,  SecurityManager
SEEL (LA ERE RGN JFEAMIRZ FiE. M/, SecurityManager SEHL = ZLEE N — NN EHK N “Feis” 4
, TAEURIFTA PAT MBI E /A E M. XM “E27 MRIHABTE B 22 -,

EORAAS2br EPATZ %, 1H SecurityManager SEHNTE (AT B DL K anfa] Bip A 2H A5 SR 52 i E R KA T N o

SecurityManager SZEFNZH 44K /& 3 %% JavaBean ), ‘B FUVFR (EIEANECEALH]D @ bRUER) JavaBean [
accessor/mutator /772 (get*/set*) #Aaith H & XAl HddH . IXEBREE Shiro B2 A4 MERERSHE B & AT N
AR 25 2 B B S .

Easy Configuration
H T JavaBeans A2 M, 18I0 3 #F JavaBean XU L B FIMLAI AT LUR &
S B € X HRCE SecurityManager, 1 Spring, Guice, JBoss, 2545,

A 18 oRK 8 Configuration.

Lend a hand with documentation

A BEASCRS T LA B AR SR Apache Shiro BTt AR, SRATHIEALE A KIS 9 230 dn RARAE S B
Shiro BiH, EHEBN, ¥R, SERNSCRRIRA TR EZRMTT . S — SRR 7 IRATIM B, A
it T Shiros

DR TS P SRS e T B0 7 VR L AR B P iR B F P RIS TR

Apache Shiro Configuration

Shiro ¢ BETFRAENEAEAE MR N AR, ARl 500 dm AT B AR 2B R A A SR o |l TR BE I 2 AR,
R 2 RENFEH T eI E. AT O0T18 A Shiro %0 HT SCRFIIBCEHLA -

Many Configuration Options

Shiro [£] SecurityManager S FL S it < 45 244 3T 2 Fe 45 JavaBean [ . iX {#145 Shiro JL-T-Re 4 FI AT AT Fic B A% 2, 20 regular
Java, XML(Spring, JBoss, Guice,%5%5), YAML, JSON, Groovy Builder markup, A5 £ HIHCE .



Programmatic Configuration
B1%—> SecurityManger FF3E R4S I F L 7 IR 4 X6 1) o 1 R 1) 7 v 2 )t — A
org.apache.shiro.mgt.DefaultSecurityManager JH-{0 &8 RIS . 10

1Bealm realm = inztantiate or acquire a Eealm instance We 11 discussz Realms later.
1
]
iSecurit;MEnEger securityManager = new DefaultSecurityManager (realm) ;
]
Hake the SecurityManager _1_._1hh avallable to the entire application via static memory
Securlt FUtils. setSecurlt rManager (securityManag erl'

___________________________________________________________________________________________________________

AN, AE 3T, RS EAHNAE 17— & & V2 R IE R DD RE 4T 1 Shiro A, XL A KA
! ?

SecurityManager Object Graph

IEWIFE Architecture & 15 R —FF, Shiro ] SecurityManager SEILSET b2 — MR E 2 4 IR E AL B UL
X G E . BAEAIERZNE JavaBean 17, RA] LU FAEAT IR E A1) getter £ setter J72:KACLE SecurityManager
DA e R PR SR

Blan, WRARMERECE SecurityManager SEISRAE F H 2 X I SessionDAO K€ ffill Session Management, /R LBt #k
£ [1] SessionManager [f] setSessionDAO 774 H.#1% B SessionDAO:

1DefaultSecurityManager securityManager = new DefaultSecurityManager (realm) ;
iSessiDnDAG zsezzionDAQ = new CustomSessionDAD() ;

' (DefaultSessionManager) securityManager. getSessionManagzer () ). setSessionDAl (sessionDAD) ;

B B A, RAT AL & SecurityManager 5% G B AR (AT 5697

B2, BAEhd TR, EIARARRRK LI M AR AR E. DN EREAeE e Es
PR L R R -
o CEFREAR TG — AN ERESI . XS, WRARA T E TR SEIURZE TR B AT DA B A
o T Java SRR M, RTT EF RIS get* JVEIRAUINT SRS 2V EATEAR I SEHL . Gnith 22 (1) 4t i H I
B, TUKET, FAERAISEE SRS i B R
e SecurityUtils.setSecurityManager J7 VA 7E— VM B2 7S B Hh SE4I4L SecurityManager S25], VM R4S 5451
TELE VT2 NIRRT A R AE RIS, e 5]k —2em@l, 452> E A Shiro S H R FAE R —A JVM iz
170 WERAZSH R — AR HRRF HG], A R — S NA7 T A 7.
o BFMPRAEEAR Shiro FLE RS, & EARE W IRIRIIN HFE T

R, BRI A2 B, HENRERIETAE AL Z RS R A2 A M ER, W RETFHLN . H5IREIN
MIREFPANE — A WAERZ BRI 1847, RS R T SO I BC B2 0 7 ) A P A B 152

INI Configuration
KEZHNHFEF RMAIE T XCARMECEZ 85, RS MO B AR, R IEIEEAZZE Shiro [ API BN RS B
5 PRAR



T AR — AN 2T SO 138 AR AERC B L BERETE T A58 T DA /NI S = 7 (i TAE, Shiro STHRF INI A& 2R A 2
SecurityManager X R B L HC R INL B F I, STRE, HXERR, E&5RKZHNHER.

Creating a SecurityManager from INI

PLUF 2PN T anfar 3T INI L B A9 SecurityManager 14511 .

SecurityManager from an INI resource

FRATHEE D — INI BB 4261 2 SecurityManager 26 . BATAT AN SCAE R S8, classpath, B BTG RIS file:,
classpath:, B¢ url:f#] URL H 3R B Y . A5 >R FH Factory 21X classpath #2 H 5% '~ ] shiro.ini SC 31 [F] SecurityManager
S5

Eim;crt org. apache. shiro. Securityltils:

'import org.apache. shire. util. Factory:

'import org.apache. shiro. mgt. SecurityManager;

vimport org. apache. shiro. config. IniSecurityManagerFactory:

Factory<SecurityManager> factory = new IniSecurityManagerFactory( classpath:shiro.ini”) ;
ecurityManager szecurityManager = factory. getlnstance() :
ecuritylUtils. setSecurityManagzer (securityManager) ;

L7 L

SecurityManager from an INI instance
WRARFEEE, INIBCE AT LLE I org.apache.shiro.config.Ini 258 FH4mfE 75 20618 . Ini 22K TNRE 5 DK
java.util.Properties ZEAHAL, (HiAIT section K, ‘BRI IE SR 70E,

filn

'import org.apache. shiro. Securityltils:

vimport org.apache. shiro.util. Factory:

vimport org. apache. shiro, mgt. SecurityManager:

iimport org.apache, shiro, config. Ini;

vimport org. apache. shiro, config. IniSecurityManagerFactory:

Factory<SecurityManager> factory = new IniSecurityManagerFactory(ini);
SecuritvManager securityManager = factory. getIn=tance () :
SecurityUtils. setSecurityManager (securityManager) ;

LAE, FRATTEE Q] AL IND FiC B A2 — A SecurityManager 1, FRATTEF RIS & WA € L — Shiro INI Fit & ¥ .
INI Sections

INI A FR— N CARBE, B8 T HME—a 4% i) section 2R /{E X, R JEHEAS section ME—, T AEAEEA
L& (5 IDK BHEARED « ANidfE section #A] LI EAE B — 1 )@ 1 2 Yo

FERATREE LLEUY 247 (# - a2 "hash","pound" 8 "number" 75 ) Bi5r5 (";") FF4h.

PLF 72 Shiro REWS PR AR section 5] 1



Shiro INI configuration

EEREEHE TS

[main]

£ Objects and their properties are defined here,

£ Such as the securityManager, EKealms and anything
i

glze needed to build the SecurityManager

[users]

# The "users’ =ection iz for simple deployments

% when you only need a small number of =tatically-defined
i

zet of Uszer accounts.

[roles]

# The "roles’ =ection iz for simple deployments

% when you only need a small number of =tatically-defined
£ roles.

[urls=]

# The "urls’ =ection is used for url-baszed security

£ in web applications. We 11 discuss thiz section in the
£ Web documentation
[main]

[main] section F&/REC B N L) SecurityManager S2451] FATAR & K EZLAE (4l Realms) FHE T .

BeEXT RSB, 4 SecurityManager BAE T E AMKIALIT, A A IN TRk A2 — RN 31, BRATILRERE AT 44
PRAEXS o EIE I — mUR LA X R IR B AR, AROR 2 KDLV AT AR 2 3545 o Shiro A XL 56 1R f] B 50 AR 2
{734 T E B AL o

B R B R R 95 N0 MO, BRI 554 A Spring/Guice/JBoss XML S fF# K, B4
LRI RN TRV S S HIBE R S M0 e, ORISR B P B AL FRERT A, (5211 45 Shiro 7
UFH,

NTBRRIRIRE, KA —NE R main) BB RG] 5. AT T imiHe e rgess, BRI, UEE
e AR 2 s 2 EA B

'myRealm = com. company. security. shiro. DatabaseRealm E
imyRealm. connectionTimeout = 30000 ]
imyRealm. username = jsmith ]
Emfﬂealm.pass¢crd = secret 1
'myfealm. credentialsMatcher = $sha2dfMatcher

Defining an object

115 2% T TH [main] section 4 2L:

[main]
myRealm = com. company. shiro. realm. MyRealm



X—475H116 T com.company.shiro.realm.MyRealm S (R8T 0 R 524, FHAH 12X 48 ] myRealm 44 FK, LU
— S5 FHARCE

W HAZ LB I R 528 T org.apache.shiro.util. Nameable #211, U] Nameable.setName J7 ik S 7EA %247 (1E
A& myRealm) FXT % Eif .

Setting object properties
Primitive Values

{7 B P S 1, RT DAGHE S {8 P 4 5 R A 5

Eh}iealm.ccnnecticnIimecut = 30000
'myRealm. username = jsmith E
A B Hh 3 ST R A0 O 7V TR

;
[
1 - - o A

'myRealm. setConnectionTimecut (30000) ;

'myRealm. setlUsername (" jsmith™) ;
1

XEARENR? ERERTA B RA G Java Bean 1] POJO.

EEE, Yk EXEEER, Shiro BRiA# FH Apache Commons BeanUtils k58 i EEIKE 5. Frbd, RE INIE
FESCAR, BeanUtils 18 Ui ] 2< #4675 B (B B IERA A R 26287, SR )5 VR FH AR S [ JavaBean ] setter J7v%,

Reference Values
WERAR T R B IMEA R —NRGEN, TR — MR WA, Re]UMEREITTS (S K5l HZHE LHsL
. 5t

1sha2bbMatcher = org. apache. shiro. authe. credential. Sha256CredentialsMatcher

'myRealm. credentialsMatcher = $shaZbitMatcher

IX ] F e AL @ IS SRR sha256Matcher SR A7 8 SAFIIXT G, S8 J5 18 BeanUtils 7 myRealm SAs] 15 B %00 R i
i1 myRealm.setCredentialsMatcher(sha256Matcher) /77%) .

Nested Properties

£ INIFC AT IS5 A M s, T Do Dk R IEDRAS B AR i B N R X R @ . Biln, IXAECEAT

(i@ BeanUtils) 351 AT [ A2 44 .
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ok 5 VR B 3k 7 R DA A2 7 Sk in ki IR . object.propertyl.property?2....propertyN.value = blah

BeanUtils Property Support
{T-1"] BeanUtils.setProperty 7775 S 711 J& METRAE #/E AR & 1E Shiro [J[main] section H T.A{E, fL#5 set/list/map JT 2K
fti. %2 W, Apache Commons BeanUtils Website [ SCR4FRELEE 215 ..

Byte Array Values

BRI A S 06 PR 15 B AR S ASRE A FH SO S 2, BT DAFRATTA6 U8 I SO AR R 1) 715 24 . RERE 45 7€ IUME /2 — > Base64
TR BRI, JE—A 16 SEHI gL I A7 R . BRIAE Base64 /& KN Base64 Jihth A 75400 I SUA SRR IR
H——EWE —MERMmILER, BEREIRI token ZRRZEFLM UM ISCARED -

*cipherKey’ attribute is a byte array. By default, tezt values
r all byte array propertiez are expected to be Dasebfd encoded:

[l =g
n

ecurityManager. rememberMeManager. cipherkey = kPH+bIxkdD2deiilxcaaald==

oW
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froey
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Collection Properties
List, Set Al Map R R EATLAT @ M ——EB/E N — MR EBME. XT Set Ml list M5, HFEd
B FRE BN RIS

juilay
Ft}
p“ﬁ
H
(&
Jm
P

5 4N SessionListener:

sessionlistenerl = com. company.my. Sessionlistenerlmplementation
sessionlistener? = com. company.my. other. Sessionlistenerlmplementation

securityManager. sessionManager. sessionlistencers = 3sessionlistensrl, H=es

m
(=R
=]
=]
=
[=R
%]
—+
n
=
m
I~
[}

XHF Map, ARIEE —RHNHIE S 70 MR s-Exs, A s-Ex s g5 R E -

.Dh ectl = com. company. some. Claszs
iobject? = com. company. another. Class

]

1
1
1
1
|
i . 1
anlbject = some. class. with. a. Map. property
1
1
an0b ject. mapProperty = keyl:%objectl, kev?:3object? ]

1

1



1E_FTH 17, # Sobject 51 FH X G0 J& T-78 map I RF R E keyl, tHil /2, map.get("key1")iR [F] objectl.
PR ] DA HE B R et FH LA X 52

EanGhject.map = fobjectEerl:%objectValuel, JobjectEevZ:3ocbjectValuelZ

Considerations

Order Matters

ETH R ING S L) E AR T EE B 5 TR, (HE A HABEE T text/XML HOBC BALH] 5RO . AEAE L AL
¢ T LYY e RO B ARG i !

Be Careful
FFANXT G RS20 4k DL R B MBS 20 BE B2 4 B B AT THE [main] section T HE B A I FE SR HRAT 1 o 3 BUTE B AT e &AL %
—/™ JavaBean [1] getter/setter J7E VA, Bk, IXE77 % DARRE IR 4t 8 H

IR SR &R, E IS IX A

Overriding Instances

AT 5l L B s R SRS . BT DABEBIR B, 5 —/ myRealm 72 UK & B 64— A

LI
Emriealm = com. company. security. MyRealm
]

oo _
'myRealm = com. company. security. DatabaseRealm
]

XK S8 myRealm N — com.company.security.DatebaseRealm 245, H.2 Fi RSB K ANk CJR] B b2
AEIL I

Default SecurityManager

PRATBE AT = BIAE E iR 2352, SecurityManager S22 IR A € X, BAUAEHILEE —MREE M

___________________________________________________________________________________________________________

IXSEKA securityManager SEf & — MRFIR F SEB) ——& C 8 N RSEEIL FHAES IR, BT DARAS 75 B 0138 H R sk
B4k BAR SecurityManager S22 .

2R, ARARE SRR E VKB SR SeB, ARAT LU E SURE SSEIL, =0 E Y "Overriding Instances” 17 H Tl
SE 1

___________________________________________________________________________________________________________



AR XL [ 2 B——Shiro [ SecurityManager SZELE AT g HIAL I, FLE BT UL ST ] S B ST E
W R AR AR A MG, REAR R AR E & (B P AR

[users]
[users] section FRVFIRE SL—ALFHASI A K P o IXAERER 0 44 /A B0 i P BlOR 7 i P AN 7R B2 AR 1847 I B B A5 Hb
BRI 2R AN LR 22— M+

r [users]
‘admin = secret
‘lonestarr = vespa, goodguy, schwartz

ydarkhelmet = ludicrousspeed, badguy, schwartz

...........................................................................................................

Automatic IniRealm
V58 X AEZS i [users]EX [roles] section H5<> H Bhhfil &% org.apache.shiro.realm.text.IniRealm SZFlff) 6%, FfEe7E
[main] section 1] H H44 4 iniRealm. ARA] LUAE b [ AT ik 9 AR X S —HERECE E .

Line Format

7E [users] section H1 [FJEFATHB L AUERIE A T THI A% 2
username = password, roleNamel, roleName2, ..., roleNameN

o T AMMMERM A
o TESESATARIE A MERM P RIRLE . R U .
o AEMTETEIDE I SRR EA R 2 B iz P Rt da . Mt g T IE.

Encrypting Passwords

WRARA A [users] section F &M RATCAN), ARTT LMER R EZ IS 5% (MD5, Shal, Sha256, %5%%) SKifEAT
e, FARAFERF RN ELE. BB T, BRI 16 HEfIgeS, HrT LML Base6d Zwi% X E: 16
B gmASKACE (WD .

— HARFRE T SCARELHAME, /R UF Shiro IXELHESE N AT R AT LS & 7E [main] section A FE U 1) 22
iniRealm 3kfdi B 4@ 1) CredentialsMatcher SZERSR T N B AR BT S 58 [IWS 75 B

'zha2b6Matcher = org. apache. shiro. authe. credential. Sha2b6Credential sMatcher

vinifealm. credentialsMatcher = $sha2bbMatcher

= zha?bb-hazhed-hez-encoded password, rolel, rolel, ... E
2bb80d4537hb1da3e38bd303612a855686bdeleacdT162fefia2bfe9Thf527a25b, rolel, rolel, ...

___________________________________________________________________________________________________________

PRAT AABARAT HoAth X R —#E4E CredentialsMatcher FRCEARMTEIE, LURBLURIG A SHE0E, F10, F87€ salting 72 3 4%
A F B 75 AT 2 D IR 5 154X . 155 L org.apache.shiro.authc.credential.HashedCredentialsMatcher [1] JavaDoc 3K 5
U B R AR RS A SRBE, A0S E AT VR AT Be A F B

Blhn,  WERARE #7552 Base6d b AEERINA 16 I, 1A LS 5E 15 ] -



::.%rue = hex, false = basefd: i
1sha2bbBMatcher. storedCredential sHexEncoded = false

___________________________________________________________________________________________________________

[roles]
[roles] section FLVFRIEE X AT [users] section H I (L SRR B K . F 4, XAE R HE A HH Pk s -
MK R T BAE IS AT I s S A 2 3R R R IR K. LR 2—AMF:

;
'[roles]

"admin’ role has all permizsions, indicated by the wildcard ™«
radmin =
# The *schwartz’ role can do anything (%) with any lightsaber:
ischwartz = lightsaber:« '

The *zoodzuy’ role is allowed to *drive’ (action) the winnebago (type) with

'# licensze plate " eagled’ (instance specific id) ]
vgoodguy = winnebago:drive:eagled
.

]

Line Format

E[roles] section HREANAC BLAT W0 SC—NWILSS LIS S A € 2R RR (1B /AH -
rolename = permissionDefinition1, permissionDefinition2, ..., permissionDefinitionN

permissionDefinition & — MERE T, (HRXZHBNBEHTE
org.apache.shiro.authz.permission.WildcardPermission #& X\ F4FH, N T 5 TR R G, %2 W Permissions SCHY
SREUEE £ 55T Permissions S AR U] A EATT5Z 2 145 2

Internal commas
HEFER, WR—MILH permissionDefinition 75 EL4% N HIE 5 43% (fFl4, printer:5thFloor:print,info) , K7 2 H
PG| 5 GZ0E X, DL G iR AT -

"printer:5thFloor:print,info"

Roles without Permissions
WRIRE AT BER IR GBI A, IRATE EfE[roles] section A AJHEABATIZ ok, WIRARAKEIITE . R 7€ XAE user]
section H1iE A 24 0 2 LB EE M AN AE B AR

[urls]
1% section M B HIEIN/E Web 775§ ffiid .

Lend a hand with documentation

PATA AR W] A B AR F Apache Shiro FIT) TAE,  FRATTHI AVALE A Wr el F19 F@ iz« SRR AR 35 By
Shiro W H , EHEBE, ¥R, SEERINSCREBIWRIANTEZRHTT . KR — fFERERH R T AT IR,
ik 1 Shiro.

TR TS P SR e T B 10 7 V2 R L R B P iR B F P I TR



Authentication (F3%E)

Authentication

Authentication 52 fif 5 4y 6 I (L R ——RINEW] — > Sepr B2 AR AR il i A T2 e T — N IE H 2
ISk, AT SR — S S R UIME R, DL LEARIN R G R 08 B AE AF 0 S e R

RIS FIAEIESS Shiro,  LUAINT e AT 75 A0 FRE 7 FUYI A DL AC

e Principals(£1/7)/& Subject [f] ‘identifying attributes(bn 5B 1)" o Principals( & £) AT LR AT Al BE S5 B
Subject IZ:7PH, W4, WK, HIF%, SRS S TFRITMS MESE) F5%. LSR5 RIXFER
FRARIR Subject FARIREF, Rk, feld B9 RIEEAT B0 38 UE 1) Principals( £ 43) 2 X0 B LT K 3R,
e M — o ) —— 18 A& P 4 BT IR

Primary Principal %X Shiro A] LML FEAT ZHE N Principals(£173), {H Shiro BIEE N FHEFH —MATIN < FE
)" Principals( & {7)——— AN 8 — BEAE R FH AR P P S E— 4571 Subject. X 2 — NP 4, HFIRAHIE
B TE R ZE0N F R I A BRE—F P 1D,

e  Credentials(#5iiF )il # /2 A B Subject KB MFAZAE, & HRAEA—FECFAERMIEYS, HiFEFse b
BEH BN OIE . — 2% W, credentials(FE1E) 51 14 %65, A= V0HRFEEOE Wnds SO B4 4,
PA K X.509 iE4i.
principal/credential Fitx & W12 H P A AE S . FH 2 A2 B AR S 4, 2R & DU G By 75 0K 1) & 43 1)
WERH o G SRERAS B RS 5 SRR R ARDUL AT, S AR 7 v] MR ORREFE BRI A SR = A AT i B A A T2
e, RO HAN N R ROZAS RIS [FRF 150

Authenticating Subjects(%1IF Subjects)
I0IF Subjects I FEH, 7] LLA RO/ i A=A R 2D 3R
1. URZ£E Subjects $E3Z ] Principals(&47) A1 Credentials(f£iIF);
2. $&74Z Principals(&17)F11 Credentials(FE1iF)3EAT B 13 46 1IF 5
3. WURIRAZHT), W ARVEVI iR, A EHTEEAT S ek s B ALV 1A

Step 1: X£E Subject [ Principals(Z4)M1 Credentials(f£1ilF)

//Example using most common scenario of username/password pair:
UsernamePasswordToken token = new UsernamePasswordToken(username, password);



//"Remember Me" built-in:

token.setRememberMe(true);

LEIXFIFERAE LR, BAME I UsernamePasswordToken K 32 R LA P 44 /305 1 S A B0AIE 1. X2
Shiro ] org.apache.shiro.authc.AuthenticationToken [z [ , 42 Shiro fX& $& 22 ¥] Principals(& #3) Fl Credentials( /%
UE) (1) B 3 B8 0E 58 G0 B A 1) 8 A2 1A — AN S8

X HLFE B B B2 Shiro AU RAE Wi SR B AE B - WVFSRIS O 8iE A2 i FH P $R S — A HTML R H,
i B HTTP Sz, sl B &M — Swing 8L Flex GUI 2543 f, Bl ilid v 1753, W& Fill
4= B2 S Shiro [1) Authentication Token HE& B ANEE 1 .

AR LA RN S Ak AR B 0K Authentication Token S ——"¢ & 5 B TE K1

AT 1 AT B shiro SR IS IER) ST eI MRS . KBRS T H 7, WERA
SR [ BN AR I, Shiro RERSICAT I IS4 o A TPRHAE JA T 57553 18 Remember Me 5%

Step 2: A Subject i) Principals(543)f1 Credentials(%£1F)
E Principals(&7) M1 Credentials( 5 ik ) #7 U & DL K #5451 48 A AuthenticationToken SEf1 f5, AT 7E BIEA XA
token %5 Shiro KT B IE 1) S 43 56 IE 223k«

Subject currentUser = SecurityUtils.getSubject();
currentUser.login(token);

TERE TR Y BTHAT I Subject J5, FATTZRS — N H—W login 7R, IEBZ BI3RISH] AuthenticationToken
SEIME LA E

LA login Tk, ARGBAIL T S HIGIEZR.

Step3: AbEERLIIERRIK

WA login FiEIR EIFEML, Fs —RANTIrME—Y) ! % Subject 2B IUE. M ARBERFLE LIAZ T
e 4k 2 N2, W HTA 325X SecurityUtils.getSubject() i 1H KR [RIAAIE Ji5 ) Subject S2451,  [] s AF4AT %6t
subject.isAuthenticated() i) F K¢ [F] true.

R WA SRR R = R B AT AW ? Bilhn, iR & AP 3R A4 7 AN IERRK 365, BIX VT R RGTRIRER %
IRERAARATTRI ™ HeBE ?

Shiro $il5 =5 12 1TH AuthenticationException JZIR&5H4, BI LAFR H 22 MU s ) R IR . AR mT AR — A
try/catch Bl login J7VAEL R R, SRS REHEAT AT URIEE 10 S5 5 b AT A LR IO o 43 2 -

try { currentUser.login(token);

} catch ( UnknownAccountException uae ) { ...

} catch ( IncorrectCredentialsException ice ) { ...

} catch (LockedAccountException lae ) { ...

} catch (ExcessiveAttemptsException eae ) { ...

}... catch yourown ...

} catch ( AuthenticationException ae ) {
//unexpected error?



//No problems, continue on as expected...

WRIA R HBATEEAER, 7TLLHE 2 X AuthenticationExceptions AN EAAR) 7 5 T

Login Failure Tip

EIRUR A AT DA LUK 5E B S A L SOBE, IR AT 238
W, Fe A e R R R s RO B g A P, 4,
“HNRIA P A 8. 7 o XFRR R OREAR (S SRS R
7% A R B A

Remembered vs. Authenticated(ic{F: &% L IAGIF)
Wi BB Frs, Shiro SCRERR 1@ S SO BT A “adE TR MMES . IERHETS R 142, Shiro Xl
fEFRI Subject Fd IS IHIERY Subject 1F T FEHA I X 43
e Remembered(idfF3): —Mic EFI Subject AEELZ R, mHAE A Fi &4 1D (&
subject.getPrincipals();23E 1) o (HRX MRS 73 1D RAEZHT session HAIAIER] . W15
subject.isRemembered()i% 5] true, I Subject #Z I\ N2 #1043 AT,
e Authenticated(ZIAIE): — N EIAIERT Subject 2 $87E 24 BT Session W iDL IGAEL T (M2, login
FTEVE IR B AT 5D o W5 subject.isAuthenticated ()i [A] true JUJIA A Subject T 3@ i 56E »

Mutually Exclusive( H.J¥)
Remembered Fl Authenticated /& H. /& f{l—— & HFH— N AHEU B — A NER, RZIFR.

RFTA XX ?

“CE IR XA ARG UE R BB R, R, A — MIUALRIE Subject CLAIEBARA T AATT T
Ui e

YA P RS i SN B, DAEREAEAAE: i Er S0 1D 24 XA T ReR i, (H1E
ISR INEL R UE L E R Subject [RFRIAEMH . — H. Subject I8 I0HIE, B TEA AU N
FBAER, BT BN S LA 4T session HHIESL.
JE N TR BV 2858 A SR Be B ST 2 T 90 F S 1D I P25, 158 € XK, (HE4aARIZIN
1T U ERAE, B AR P @i BT — A O GIE 223k Ay AR IE B B 1.
B, — ARk AW — A Subject 1] LU W 5545 B R 1Z ) LT e 2 BT isAuthenticated(),  TTAN &
isRemembered(), VLLRIUE—/N T BAFIRZ SEI B 47

— UL B

IR AN 2 s S L, A BT U Remembered Al Authenticated 2 [8] [X 7l ) 5 2244 .

EE 515, ARIETETS M) Amazon.com. PREEEFINFAM T LA B EWREIEY % . (BRI ELHEE H 25T
2, HETEN. SWERE, O3 7 HEARE, TRREF T HAE.

B RARTAERIBHR, IREIREWRE A 5K, TR&KIRIAIE] amazon.com. iX—IX, Amazon “itf3” {R/&
W, A TARBIXGD UL, FRAR ARG — LA i I FE . X Amazon T &, subject.isRemembered()
$iR 5] true.

fH2E, AR5 AR - R BB VR EIME FH-RAE BONIRBATIK I 2 Rk AT A8 ? )R Amazon “idfE” R
(isRemembered() = = true), EANBELRUEVRILZSLFR ERIR (Blan, WEF—FEFHEEMSEHRTEEND .



i ot

FrBA, FEAR RS PAT 5 T BTG R A5 B EBUBAT N2 1T, Amazon F i LEARE 5%, e ATTRESS CRUEARI S 4
G, RS CEuiiZsz, R Amazon 1fi 5, isAuthenticated()FLZEIR [l 2 true.

IXFR LAEVE 22 A B Aok AR B R AN S, By LIRSS ThEE PN BLAE Shiro W, IXAEARELRERIFH Bk N
PRI RS T« BIAE, TEIRAE A2 isRemembered()ifs & isAuthenticated () i& Hil AR AL AN T A i 6
PRFKHRE, 1H Shiro F4EHrIX —FEAIE L LA /R 75 EE -

HEAT B 0 BIE 1 S I S B U A S AN ER RS . 24 Subject 58 7 5N AR B G, YRAT LAE A
subject.logout() KRBT A M IHANE .-

currentUser.logout(); //removes all identifying information an invalidates their session too.

YR logout, AEATHIA I Session #OKG 2 K20, 1 HARAT B &4 22 2 25616 (5, 7E Web SR
H1, RememberMe cookie tK MR

£ Subject {144/, 1% Subject FISEEIHE ARSI, 248, BT Web MHFER, & nf LLEHTH T login
WR F A
Web Application Notice  HHT-7E Web B FHFEFACME B 44 2 K HE Cookies, SR Cookies A HETE Response
committed Z BT HEMIES, T PAsR 21 AE I FH subject.logout()J& 37 BB 2% i FH 7 55 5 ) 31— AN 5 A0 B Bl T T
IXFERERS PRAUFATAT 5 %2 4 AH JC 1 Cookies I HE M TUHA 1) —FE M BB - X /& HTTP cookies ¥ BEFR i1, 1714~/ Shiro
1.

AR

BIIAEALE, BATR T T aife] WS AR P ARRS s 36AE — ™ Subject. FLAEFRA T KBS — AN GE 22 I
i Shiro W2 KA 4.

BFAIRHA T Architecture —E ARG E, IR ¥ T 5 Authentication A X WAMFR I BoR. BANEFER
FKNEZ R ) — AP ER:

@ Subject | .login(token)

(2)

Security Manager

LDAP | | ActiveDirectory
Realm Realm

Step 1: M HFEFACHS A Subject.login 77323, A&k G 1 AL 2 B P 1 Principals( £ £7) 11 Credentials(%
1IF)f AuthenticationToken SE4] .

Step 2: Subject Sffl, JHH /& DelegatingSubject (EXT-28) ZFEN LTI SecurityManager i1 i H
securityManager.login(token) ¥ 4f FL 1EF 56 UE TAE .

Step3: SubjectManager 1EA—/NEEAL) “OR " BILHRGER 73, U token DL ] B O Z3HE25 N B
Authenticator SZ41iE ik il ] authenticator.authenticate(token). 1% i % /& —)> ModularRealmAuthenticator SZ41,
TR SRR — B2 A Realm £151. ModularRealmAuthenticator 45)ii |- 4 Apache Shiro 24
PAM-style iz (HH7E PAM ARiEH 44 Realm #FZ&—~'module") .



Step 4: WIEMNHAMEFFEE T —LL A Realm, ModularRealmAuthenticator S24514 1| F it & 1K)
AuthenticationStrategy >k & 3] Multi-Realm NIEZiR. 7 Realms #f S IE T < /1, HARIAILLE,
AuthenticationStrategy #% i F {# H.GE0E X 51> Realm HY4E RAEH N . FATT S Lk &30 & 3

AuthenticationStrategies.

Single-Realm Application
R AEH N[ Realm HACE, T EHHAH——IA LEN—AH— Realm M HAEH
AuthenticationStrategy.

Step 5: HF/MACE N Realm FISRTBBIE & /& 15 S FFHE2C 1 AuthenticationToken. U157, B4 SZHFE Realm 1)
getAuthenticationInfo J5 5K 2 LB & HE2C [ token 4%l . getAuthenticationInfo J7 5 Bt AR — M E
Realm M —M S Ik 22k, IATHAEA AP & F] Realm BIEAT A

Authenticator(I\iIF £§)

WIHTHTIA, Shiro SecurityManager #7152 R f# FH — ModularRealmAuthenticator 55 .
ModularRealmAuthenticator [E]4 3 1 #.— 1] Realm LI FBEEZ AN Realm )R

fE— ¥ —1) Realm N, ModularRealmAuthenticator ¥ EL 51 X /N . —F) Realm. W15A PN
DL Realm it &, B AuthenticationStrategy S5 R i FEixX Se 24y ] B B, " I FRA TR 4A
AuthenticationStrategies.

WRPRAEBCE SecurityManager it —/NH %€ X ) Authenticator SZF, VRA]LLTE shiro.ini H 4, 1]40:

[main]

authenticator = com.foo.bar.CustomAuthenticator
securityManager.authenticator = Sauthenticator

RAEAESZET, ModularRealmAuthenticator 1R A e /& i& FH T R 25 FE M.

AuthenticationStrategy
B— NN HAERFEE T AP L ER Realm Bf, ModularRealmAuthenticator fKZE PN #5 HY
AuthenticationStrategy ZH - AcHf 72 X Le I\ E 223 1 Al D Bl 2R W 46448
Blan, R HAE— Realm JilE—~™ AuthenticationToken %2, {HRTA HAMAIA RN, XBA 2RI S
PrERIE A 7 B AT I Realm S0 E DA B NFEF TG ? 82, Wik —4> Realm RiERY), 2
5B BEH— P H A Realm? AuthenticationStrategy & T-FE 7 75 B AF H & & IR E
AuthenticationStrategy »& — MRS FIHM, EAE S SE 2 o in) 4 Ik GX 4 R38BT 77 BT
REBYAENTTESED -

1. {EAEAT Realm i H 2 B g 1A ;

2. fE—NEE) Realm 1 getAuthenticationinfo 77 V2% I FH 22 i 37 B 4 11 1 ;

3. fE—NENY Realm ) getAuthenticationinfo J5 4 B 2 J 7RI 4 i 191

4. {EPTA I Realm 4 FH S 1 1)
74, AuthenticationStrategy 1 57 N&E— AN A1) Realm VS 85 KA ©A1T “HHGE” 2] — R —]
AuthenticationInfo B8l . X# /5 ALK Authenticationinfo 32415k /& M\ Authenticator S5 [B] f¥) & PA & Shiro
AT H SRAXCFE Subject B 3 1D BIME C(EP Principals(& 7))

Subject Identity 'View'
I RAEAR BN FH RS e A ] 21> Realm A dl J5ERBUK 7 BT, AuthenticationStrategy #2 i 24 VR o I &
I REMS AN FHFE T AR 1Y) Subject ¥ S0 AL 7 BN .

Shiro & 3 M EAKH) AuthenticationStrategy SZFH -

AuthenticationStrategy iR
class

AtLeastOneSuccessfulStrategy | 415 — (B %) Realm UL, NIFEAKRR)
SRR R . R EE — AN UER T,



YU AR A R

FirstSuccessfulStrategy HEE A RIHIGE R Realm IR [8] FI15 BB #
. B st— ) Realm B 2NE . WIHREH
—ANIGAE RS, AR SR R

AllSucessfulStrategy N T BRI AR KT, P AR E I Realm L2056
WER T GnSRBAE — AR, AR 24 %
.

ModularRealmAuthenticator ERIA /& AtLeastOneSuccessfulStrategy SEHl, KINIX & i 7 2. SR,
PRI, R AR B — N ANFE T %

shiro.ini

[main]

authcStrategy = org.apache.shiro.authc.pam.FirstSuccessfulStrategy
seurityManager.authenticator.authenticationStrategy = SauthcStrategy

Custom AuthenticationStrategy

R ARG @R H © ) AuthenticationStrategy JRSZH/RH &, ARAT PLE
org.apache.shiro.authc.pam.AbstractAuthenticationStrategy /f A H & £ . AbstractAuthenticationStrategy 2% H 5/ 5
TG JREAT N, IWEE— Realm & IFF45 R E|— B —1 AuthenticationlInfo SZf.

Realm HRHIENRTF

TR AR E P — /&, ModularRealmAuthenticator #+5 Realm S PLIEAR AN #4738 B,

1E SecurityManager "1 L4 it B 1 T ModularRealmAuthenticator X} Realm 2451 (U5 1] o 24347 — M IES2 K0,
B JIZES, XN SCFFR A AuthenticationToken ] Realm & F Realm [f] getAuthenticationinfo /5
o

Implicit ordering(F& 0 HEF1)

28 H shiro [ INIECE SCIFA& 20N, ARMAZECE Realm 403 AuthenticationToken FIY, VRABZE I . 151
i, £ shiro.ini 41, Realm K2z EVEATIAE INI SO rp g SUUFRIINFPAAE SR 2. Bt @& dd, X+ N[ shiro.ini
NIE

blahRealm = com.company.blah.Realm
fooRealm = com.company.foo.Realm

barRealm = com.company.another.Realm

SecurityManager tR#EIX =~ Realm KALE, fEINUEZRIA], blahRealm, fooRealm F barRealm H44% 8 L[
FBAN MG

XEARAFEROR, §E N AIX—17 2 -

securityManager.realms = SblahRealm, $fooRealm, SbarRealm

XM, IRFFATREX B SecurityManager ff) Realm J& H——FFAN € LUFH realm ¥4 H B Mg n 2
realm )&% .

Explicit Ordering({Z/~HE51)

AR ARAR BB I E X Realm IS BT, 2B EA TR0 & LI, R LA E securityManager FJ& MHEAE A —
MRS B B0, A BT E L, (HARAE blahRealm S5 /5 B 1E KT AN 25—



blahRealm = com.company.blah.Realm
fooRealm = com.company.foo.Realm

barRealm = com.company.another.Realm
securityManager.realms = SfooRealm, SbarRealm,
SblahRealm

Explicit Realm Inclusion 41k 2 I E securityManager.realms K&, RA 5| FAH Realm FKH=1E
SecurityManager TH{ACE . X ERERBEGETE INI SCHF A 2 X5 A realm, (HUZSEPr b HBEMTH 3 MR A
iX 3 AMES R realm ()@ 1P 950X 2 RS realm EASE 1], Frd o] R R0 realm #4518

Realm IlE

AT G | Shiro P EZE TAERAE, MR T —MAEZERE U =R . W3 TAER, BRI — 5
— ] realm #E V7 i) & A SR (k2 'Step 5'2 ), B4 5 1E Realm #1711 Realm Authentication #5743«
Lend a hand with documentation

PA A AR v AFE B AR AR FH Apache Shiro BT TAE,  FRATTEARLEA BT o8G5 A9 1z S0 . Wi 2R iR
HHB) shiro UH, 1HHBEN, ¥ &, S RINCRBWRIACN TR E T o 805 — s B R 7 3RAT

Bk, MR T Shiro.
DT R AR PR SRS B 17 BRI 7 R e LR R B H P e iR e F P s AR

Authorization (#ZA0)

Apache Shiro Authorization

Authorization

BB SORPE Vs IR, Xt BEIR AT R 8 BRI R . Hem) i, P AURAE N AR PP T A4
BRUSE BT ZH P RS RVEDTRIZA M, g, A5 I, SETHRIX G ITEINL? X2
RAE IR T RES U5 1] 1Y o

BRRER



Apache Shiro FIIEBRACRFE 2 A BUR FEIEMTITER . EATMRA FAEH TXAT AR, H B #R R T DAERL
FIFEFE AT 24 0 — M X R A7 AR 75 B A _EiA 1 B LA K 2 Subject 51X S8 B HEATAE LI 7T Bt I A 47
He

R 1 ) () — 245 5

o TP A

o T5FE"/user/list' M 71 ;

o FTERICAY;

o JMEEFF jsmith's

REZHBHR SR M) CRUD (AR, BRI, 58T, MIERD #AFE, (EARFTNRRE B S AT S AT LI .
FEARRIME S, S/ VR AT A B T BRI T N

FEA GRS, A B2 1A e IR BIVF AT A BB T BT AERAT AR R IUE 0. EA MU R AE — A R 2
P B4 B TR A

Permissions represent behavior only

VRIS S ATy CH BRI RIAT ) o« EATA R R AT IXFE AT J9.

S CHPD Rt a4 BURD 5 & — AN BAERT7 o0 Beas P AR IE F o 308 2 B B A e ) A A 1
RTER, I HAS[F R R R AR AR K

By, APRAEHES R —DMAES, ZAOAT S —ADEE A GAE SRR B RN AR AT A — 2]
DA 3L — N i B P A, A% 38 1) SR IBC SR 1220 P 1 AT F P e Qb3R5 1% AR .«

U] 4537 FH P LB T DA AR 22 A48 A —— I F R e s G A I P ) S SR SR A

AT JE #0018 Shiro AN E — > Subject f& 1k L VHLEH 4 .

B AL

P b ARG 5 PR B AR — BRI ON, SO, 4RSS BIAT N (BT, B, MHRRAESE) o fEX
SeRE LN, eI AT DA E AR AR A SEBIRAT v ——Biln,  “MIBR” (AT HIP AN jsmith i) “ R
(BRI o £E Shiro, RAREJIRIE SR LEF ] REASIA B RS HRLIE -

AT AE Shiro ) Permission SCAY HEE I 20 M0 VAL PR AL BEFNVF ] 7S BRI “S6 207

At

f e — M SR, EEARR AT BT X EAT RN IR — DN AT R e sl AR . A

(Ol R RCE PR, R, @i, FRRRS T S AT DUEJE TS Rl A .

AP RERTL P th, I H Shiro SCREX MM

o BRXMAE: REBNMHMAOCEN - NERME: REMHBRPGEET - M s 7 —HiTh
(WP « A 1RAMAE, EREZ0 ERAD A XPRFRITIT A A, BRICY o f7AEH 1
M) A4 T A

Potentially Brittle Security

BN LU ARl T B 73, R € mT RESRINVE 22 BRI 4 A0 B i) A

Bt AR AR ARSI BN B — A, B T MR EIAT R ? AR ANIR [ BIREAAD, BSOS P

BAIRBTA B R 2 LSO 22 A R e 38, BRI I RE R U L AN T Dt HA U B0z S A (H

Frik, 21 A, KRENHER, Bt S RaE R, ERNHAEFSE .

TOF A a7 BB N FHAR PP T RE IR AT A & (B, VFA—A> “admin” BIA G “HAMN” BIMAE) o HETE

R BRI G B S AR, X AT RE R R N FH AR e B A A i S e R ), I HORAR BB B — R 2B 4

W

o BRAB: A RRMOAT R LI ARG S A . (EEMER R, WARRF (L shiro)
YA 5 — MR A L R & o B R BRI R RE S R T RO B DT, S8 S i —
M i CREBURRERU 4

Shiro [21BASR (2 b BB AN 3800 6, TSR IE OBk v oA S5 T O 2 b S R 1 5 e



Resource-Based Access Control (3 T % JJ5 (1) 7 il 42 1)

1 55 W [#] B2 Les Hazlewood [ SCEE, HTH RBAC: J& T BE I (1) U [l 4% 1,
Horp AR IRN A BRI 20 B COA R B AT TEIRARED b 7= A AR A 5
W) T AN R IH () B 2007 4 B B4k

Users(F )
R s B4R S M AP A RN SR IEWFRAICZ 151811, Subject A4 /2 Shiro 1 “H /7 M.

FEVFRIFT (Subjects) ZEARAGNFIRRFP AT S Le A, il R SARATA fy Al SRR T ELREAOBLR o AR B
P27 BB ASAY 5E LT Subject A& WHAT 4 Fo VRIS S EAN 1

P, EIREEERAR A, VIR N SERRIT User 38, I HARE S FORU R4 User Sl B33, IRt iF A 70 fid
BURS f s, R arBcmess s, i oeEmk, R Em a7 FBR2ECS B OrIM . 568 7R "Group" IR
PORAB LRI . RS /R—— A AR 5 A = e

PRV EHE R 5 SCPAN T8 3 R AR TAE R o Shiro fKEE Realm SR EZILFE 4 /R (¥ B AR 2L e HL 40755 SCIE S —Fh Shiro fE
i 2R g AR 3

BAT— 2 )UK T L Realms A& WHATff 33X — 211

B2, PRI Realm (RS2 Il 2 5URIEHEIE (RDBMS, LDAP 25) #EATH#(E. FTLL, RIF realm #iie 5 Shiro & 75 1F
TEMEERR . FEVRI BBV 25 4 A5 X _EARAT 7843 3% H1IBL

Authorizing Subjects(#Z B [¥] Subjects)
£ Shiro FHATERALATLLA 3 M7 A:
o Y EMRAG——ARAT LATEARE Java ARG H A if F1 else BRI Z5 M AT IRAUAL 2
o IDK W7 ME——AR AT LRI BLE MR LA RN Java J5i%s
o JSP/GSP AREEFE——ARnl A il 3 T A L FIAL R ¥ ISP B GSP DI H o
Programmatic Authorization (% f25%42)
VT 7 B B LI 7 ORPAT B A B LA A2 7 305 24 1T Subject 549148 B,
Role-Based Authorization (3% T 1 (. {2 A%)
TR ARAE AT FE T 5L e e U e g ks v i, R DABRAT M e
Role checks(ff 146 £)
N SRR U ] PR AR 2 2 BT Subject & B HHAE —ANMth, FRATLATE Subject SE41_F 1A F AR K ] hasRole* /1%
fan, FIWr—> Subject & SIHA —NFREAE CR—/) M, AR LUEE A subject.hasRole 777, FAE HAHR
R SRV 2

Subject currentUser = SecurityUtils.getSubject();

if(currentUser.hasRole("administrator")) {
//show the admin button

}else {
//don't show the button? Grey it out?

}

AL TH A A B Subject IR LA, — T IR 1K) 75 22

Subject vk PR

hasRole(String roleName) IR [1] true W15 Subject #E4rBC T8 E M, 75 NR[E] false.

hasRole(List<String> roleNames) | 1z [A] true W15 Subject #{HC T A fe e M, BN [A false .

hasAllRoles(Collection<String> & Bl —AN 57772 80b H 5 —%0H) hasRole 45 R HIEUZH . A HERERIIR S RF £ M
roleNames) BREPATRE (Flw, HEE X —NMEROMED .

Role Assertions(fi Al &)



MR A AAT R AE R FI W Subject s A — AN, URA] DR SN S e AT — AN TUW B (AR 1B AR
AT Z A WIS Subject ¥ A FUIHRI A7, AuthorizationException B+ # I H o G e A1 THAR M, W5 BT
AT, FF B U ARk 2k

4

Subject currentUser = SecurityUtils.getSubject();
//guarantee that the current user is a bank teller and
//therefore allowed to open the account:
currentUser.checkRole("bankTeller");
openBankAccount();

I A hasRole® J7 s Ky — M Aba AR T LIASAIA I, o TR 75 044k F ©.16 AuthorizationException 11 5
T[] Subject AFATIMIZAE (AR KT
A JUAMSRE VAR T 6 €210 Sublect 72071, T T-URH T 2

Subject /7% iR

checkRole(String roleName) LR B, 1R Subject #i0EC T HREMI A G, AZRITERI L
AuthorizationException.

checkRoles(Collection<String> LR A, G0 Subject #i4rEC T RTE TR B, AIRITE R H

roleNames) AuthorizationException.

checkRoles(String... roleNames) 5 1Y) checkRoles A iEIRURAAIE, 1H IRV Javas [ var-args 2RS40,

Permission-Based Authorization(3& TR [ #241)

UITHT AR AEFRATT AR 1 A 8, A4 — AN S 4 1 5 SR AT U [ 28 )l ik e T AU SR A o JE T ROR A4, T
B SIRPIB R T R GETIRE (AR R PO RIR ERIAT A BB BRI — i, & TR AR 2
TEARI T B8 AR B 5028, 1T AN AR 75 28 A ISR XU I 25038 o I T R AR AR /D 2 2 e 6o LU AR AL ) 22 T A € I B2 AL
A,

Permission Checks (X FE 46 7)

WERARAE TR, B —A> Subject /& HE VAT, R0 LAV & Fh isPermitted* VAR F . AT EEALR =224
PIAN 77 R——ZE T 0 G B PR 549 BRAR AR 745 5

Object-based Permission Checks(J& T X % (A fE A 2x)

AT B RAG AT 1) — /N 4T 7 V2 524K org.apache.shiro.authz.Permission 42 E ) —/NS2fi],  FEHEE AL 825 BRI PR
SEAF ) *isPermitted V2%

Bilhn, WEHEELLIEN: EHAER -GN, BEAME—ARIRAT laserjetdd00n. FATHEERE ZEA A YT P2
W FCVFAEZAT BN EAT BRSO AR R AT VAL T “H4TEN” 3282 /. IR ORI PRAG A AT LA AR X R 3R
ji:

Permission printPermission = new PrinterPermission("laserjet4400n","print");
Subject currentUser = SecurityUtils.getSubject();
If (currentUser.isPermitted(printPermission)) {
//show the Print button
}else {
//don't show the button? Grey it out?

}
FERXAGI T, AR B 1 AN HEH 55K B SEGI 2K U5 ] 2 S 2 (] —— BR BT 9 A REF1 2 2 TS N it s
.

X QIR A G,
o IREGPER KR A

o RARRVEARPRB AR £ 22 IE H

o VRALE SRV AT RRITIE . CRORRIE VAT O, 35T BURSE 10 implies 735 R T HATH)



o URABLRAEAPR s e 2 ML FTRR Fr SR A HERA 1) (o, B VRBUBR T DAAE RE 05k T H FR3sASE R (14 T H 2 PF

HEIERD -
A JLANMRBETE T H AR A Subject 773k, HUR TR 75 2L
Subject /7% ey
isPermitted(Permission p) IRIE] true WISR i Subject M S0 VFHRAT S B4 B ] A PR 561 4 A2 1 B AR

&, BNERE false,

isPermitted(List<Permission> perms) | i 8] — 55 A S A0 H 3k —BUW isPermitted 45 R INE . AT TEREMIHE midn
RFEPATHZIE (P, HEE L DEROED .

isPermittedAll(Collection<Permission> | i [A] true #151% Subject #% 70 VF T A 18 € AR, 53R 7] false.
perms)

String-based permission checks(J& T 4T 5 (AL [R5 2%)

BT R RABR T LRIRA I (gt 8824, fRURAT N, @SS ZESE) , S0 R SRR R e &
B S CRTFRI 1. M5 R A IR A R R AR S 45

filhn, BT rFTERAL R b, FRAT AT DAEE R IT S 2 AR A (R R T A A A PR A 7

Subject currentUser = SecurityUtils.getSubject();

if (currentUser.isPermitted("printer:print:laserjet4400n")) {
//show the Print button

}else {
//don't show the button? Grey it out?

}

A0 s 7 AR E B SR SR A A, AR AR ) B4 B 7 —— 4T ROl (BEURSEALD , 4T UTA) , A&
laserjet4400n (SZf5) ID) ——#BH — AN F 57 H KRR,
AR ] 7 2o T — AR E S BRI =, & i Shiro BRIAMK)
org.apache.shiro.authz.permission.WildcardPermission SR E X, HAFKRZHASHEEE B DI,
Wi, LEASE CRED 2T AR fafk .
Subject currentUser = SecurityUtils.getSubject();
Permission p = new WildcardPermission("printer:print:laserjet4400n");
if (currentUser.isPermitted("printer:print:laserjet4400n")) {
//show the Print button
}else {
//don't show the button? Grey it out?
}

WildcardPermission token #i & FIA4IE #1 (K)4& 2UAE Shiro ¥] Permission SCES FRAR N I [ 2

B 7 b T4 5 BRIA T WildcardPermission #62X, /AT LAGI AN FH B O 4F £ b R A SRR B0 ) i . FRATTH
7E Realm Authorization 1X— 15 118 W] £

F TR AR RE IR, B TR DHEE I — ML, T B R SRR/ 5 T . sk 0, IR
R4, INRARHEE NERIAT v 55 R ras AR ROVE ], VRS SEBLIR B R T AR AL
RS R o FESERR, KHEBIr Y Shiro £ Hl 7 O 1 s G £ 05 T A d 197 20, B SR AR IR e B 75 SR 4 R T

— NI
BIET X R RR B 75—, A 7R B (RO SRR T 47 £ B R Ao 2«
Subject J7 vk ik

isPermitted(String perm) | & [F] true 415 1% Subject 8% F0VFHAT FEBNE BT M) B 455 Ef BB 48 E ) B2, A5 R [a]
false.



isPermitted(String... &\l —AN 57772 80b H & —801 isPermitted 45 B HEZH . A MERERER S R Y2 755 5
perms) PR & T Eg AT (B, M e X — MR EI0ED .

isPermittedAll(String... | iR [A] true W1 1% Subject #% LV FTA 48 E K FAT AR, & NHR[A false .
perms)

Permission Assertions (£ [R 7 =)

YE AR — M /RAERFI T Subject 28 SO VLS (1) —FP B A, AT DLFE B B REBAT 2 BT 17 5 b 7 35 At AT T2 75 4
HIARAPR . 15i% Subject fEAHE S0, AuthorizationException S35 Erax et il ot S Al Al T an T (4 So vF,
T HPAT, PR U AR AR AL

4

Subject currentUser = SecurityUtils.getSubject();

//guarantee that the current user is permitted
//to open a bank account:

Permission p = new AccountPermission("open");
currentUser.checkPermission(p);

openBankAccount();
B, FIRERR A, 8 AR ER AR

Subject currentUser = SecurityUtils.getSubject();

//guarantee that the current user is permitted
//to open a bank account:
currentUser.checkPermission("open");
openBankAccount();

AL hasRole* 772 1) — M AL A ARRS A] AR 137 Vs, H T URANTR 2261 /R B C 1Y AuthorizationException 4154
LT Subject ARFEBUAAAF (R
A5 JLARBE VA T PR Subject W35 777, IR THRIN T 22

Subject vk ik

checkPermission(Permission p) IR [E, A5 Subject B RVFFIAT I
SHAE BT 0] 45 4 e IR PR S48 418 o 1) 5%
W, AEREE

AuthorizationException 7 o

checkPermission(String perm) Gk A, G Subject #f FRVFHAT I
BIE BT 1) 9 5 € 245 B AR 5 € 11
T, AIREIUEH I H

AuthorizationException 7 o

checkPermissions(Collection<Permission> perms) | “Z#f iR [7], 405 Subject # F0EF AT A )
BURR,  ASSRR T il

AuthorizationException 7 & o

checkPermissions(String... perms) 1 _ETH Y checkPermissions J7 120 R AH
A, (HRAEH B2 EET 7R AR .

Annotation-based Authorization(ZE: T 1EEKI#ZN)
& 1 Subject API I FH, Shiro #&fit Java S+{EMEIISES, WRIRE R CLIEM AR AL B BHE T



configuration(fic & )

FEARAT LME T Java VEREZ AT, ARTEEAEVRIN FFEFE o JE A AOP SCHF. HARIIAER YFZ AR ) AOP HESE, {HAE
&, FEN AR i — Ml AOP bR

XTT Aspect) T &, ARPRT] CARIEIFAT1H) Aspect) FIZRBIFEFT o

XF T Spring BT &, ARF] LLE B IATH Spirng LERSIAYS .

The RequiresAuthentication annotation(RequiresAuthentication JEfi%)

RequiresAuthentication JEfEE 3K 24 A Subject 222 7E 247 [ session HH il I8 1IE I8 1 A GEW I MR B 28/ 5249/ 75 74077 1) B
WH

il -

@RequiresAuthentication

public void updateAccount(Account userAccount) {
//this method will only be invoked by a
//Subject that is guaranteed authenticated

}
X I8 H A A T4 N ORI ZE T Subject 11245
public void updateAccount(Account userAccount) {

if (ISecurityUtils.getSubject().isAuthenticated()) {
throw new AuthorizationException(...);

//Subject is guaranteed authenticated here

}

The RequiresGuest annotation(RequiresGuest 73 fi#)
RequiresGuest JE MR E R 24 A [ Subject /& —/M"guest”, WHLE UL, MATLAETEZ I session Hi% A HIRAE B0
A BERBCT AR 2/ SA51 /77 80 1e) B5ER FH o
(LUE
@RequiresGuest public void signUp(User newUser) {
//this method will only be invoked by a
//Subject that is unknown/anonymous

}
T A [F] T4 TR AT Subject 1)
public void signUp(User newUser) {
Subject currentUser = SecurityUtils.getSubject();
PrincipalCollection principals = currentUser.getPrincipals();
if (principals != null && !principals.isEmpty()) {
//known identity - not a guest:
throw new AuthorizationException(...);

}

//Subject is guaranteed to be a 'guest' here

}

The RequiresPermissions annotation(RequiresPermissions J:f#)

RequiresPermissions 1 2E3K 2 A ) Subject # o vF— N MAUIR, DA HATEEMR I T 1%



(LR

@RequiresPermissions("account:create")

public void createAccount(Account account) {
//this method will only be invoked by a Subject
//that is permitted to create an account

}
T AR [ T T OREE T Subject (1248

public void createAccount(Account account) {
Subject currentUser = SecurityUtils.getSubject();
if (Isubject.isPermitted("account:create")) {
throw new AuthorizationException(...);

//Subject is guaranteed to be permitted here

}

The RequiresRoles annotation(RequiresRoles JE /)
RequiresRoles 123K 4 HIT 1) Subject A I A48 MM . WRAATEA, WHZITEE AT, 10 H
AuthorizationException 53 & Br 2 i il H

filn

@RequiresRoles("administrator")
public void deleteUser(User user) {

//this method will only be invoked by an administrator

}
T H A A T4 T R A EE T Subject 324K

public void deleteUser(User user) {
Subject currentUser = SecurityUtils.getSubject();
if (Isubject.hasRole("administrator")) {

throw new AuthorizationException(...);

//Subject is guaranteed to be an 'administrator' here

}

The RequiresUser annotation(RequiresUser 7+ fi#)
RequiresUser {3 fif 75 22 24 i () Subject 72—/ FHFEF FH P A Bed i i 28 /<9 /7 Ui IRl s . —> “ N RSP
FH P 785 SCR— M C A Sy, BUAE 41T session HHHH T I 48 UE B AN , B 7E Z BTl session H1f#)'RememberMe!
i AT
@RequiresUser
public void updateAccount(Account account) {

//this method will only be invoked by a 'user"

//i.e. a Subject with a known identity



T AR R T T ORI T Subject (11248 -

public void updateAccount(Account account) {
Subject currentUser = SecurityUtils.getSubject();
PrincipalCollection principals = currentUser.getPrincipals();
if (principals == null | | principals.isEmpty()) {
//no identity - they're anonymous, not allowed:
throw new AuthorizationException(...);

//Subject is guaranteed to have a known identity here

JSP TagLib Authorization(JSP TagLib 1#%4%)
Shiro $#2t 7 —/NH T2 1SP/GSP LTI % Hi (3£ T Subject RS MIFRZEE . X LA E Web 7 JSP/GSP bR g

T‘:‘JI:IZ/\O

Authorization Sequence(IZ UM F)
AERATCLINIE T 7T 400 Subject AT HATIZAL, iEIRANVE B JIBUR K, Shiro W& K EH 4.
FATRH T Architecture IB—F IR REMIE, FH+ R T 5 authorization FRMHFRE Fox. FANEFARREN

R AN PR
@ m .isPermitted*/hasRole*
(2)

Security Manager

Step 1: W FHFE 7 o HEZLACHS 18 F AR/ Subject [1] hasRole*, checkRole*, isPermitted*, B{# checkPermission* /7y [t 45
A, AR AR i 7R AL PR B A (0 ARER .

Step 2: Subject ]S4, 18 % & DelegatingSubject( B2 )R HFEF 1) SecurityManager 3833 FH securityManager
H1JLT- % HAH [ #) hasRole*, checkRole*, isPermitted*, BX checkPermission* /7 vk HA84A& (SecurityManager SZHI
org.apache.shiro.authz.Authorizer 2171, b€ X T T4 Subject HAKKIFZR T

Step 3: SecurityManager, 1EN—NEEAN “frip” HfF, 28 /K EWNET org.apache.shiro.authz.Authorizer
Sef5)iE I P Y authorizer &% H 11 hasRole*, checkRole*, isPermitted*, %3 checkPermissions* /5. BRINTEIL T,
authorizer £ /& —> ModularRealmAuthorizer SEHi, & SCHFUMAEATHRAGRAVE L FZ 1) — D ELZ A Realm 5241,
Step 4: TMACH 1) Realm #AG 25 /& 75 S HL T AHI] ) Authorizer 1. #1542, Realm %% [ f#) hasRole*, checkRole*,
isPermitted*, Bl checkPermission* /7K 18 F .



ModularRealmAuthorizer
WHTFTIR, Shiro SecurityManager [ SEHLER A & 18 Fl— ModularRealmAuthorizer =245 . ModularRealmAuthorizer [7]
FESCRFER—M) Realm, DLJZIFLL Y 24> Realm [FRIH
X TAEATHAEAE, ModularRealmAuthorizer H4 3 [ N &R 1) Realm 84, HILERINTF 58— MEITr L H. 4
Realm 5 ELUJREWI T
1. f% Realm H OS2 T Authorizer #:101, ‘B [K)%&> Authorizer Jji% (hasRole*, checkRole*, isPermitted*, I
checkPermission*) K% i F .
1. Wi Realm A RER T, %53 H K2 L AuthorizationException [T AL 45 I F 5 o SRR AT B HRAL
TR, FIEHEARIAR T Realm B AN S HZAZAUIRAE AT T 1) .
2. MR Z Realm (1777272 — MR BT R hasRole* B isPermitted* (4814, Jf HAZik[EME N true, H
B LR B [, RT3 SR 1) Realm ERAFHEFERG o IXFAT AE MR EPERE R — P AEAE, WitRiZAT
FBE—> Realm fuif, IXEWRFE 1% Subject 2 V1) XA F T L RBOR, & — b HR 2 BRI BEEE (1)
THOLN, — VIR B SOV 1Y), 12 2 22 U e 2 A TR 2R 2
2. ISR Realm A2 Authorizer B2, "B <>k 2%,
Realm Authorization Order(Realm [¥JFZAIi7)
FEEERRHNLE, BHEZASMIE, ModularRealmAuthorizer ## LLEACIN A 5 Realm SEBI3E17 28 B .
ModularRealmAuthorizer ##i SecurityManager AL B 3K 755 Realm SE (U5 1] o APATIRBURAIER, &2 D%k
&, AR5 —A 3 25281 Authorizer #2111 1¢] Realm, i ] Realm % H ] Authorizer J5¥% (Ul hasRole*, checkRole*,
isPermitted*, BX checkPermission*) .
Configuring a global PermissionResolver (fi. & 4= J=) ] PermissionResolver)
HPATR T FHFHFIRRAS A AR, KZE Shiro FIERIA Realm SEH B 0K 2 77 55 3 P il — AN SZFR ) Permission 5K
%, TEPATHUR implication %5 2 A
1XJE KN Permission J& & T implication AR TFAL I, 1A 2 H N equality £ 7 (JL Permission SCRY A R £
implication I equality FI%f L) o Implication 2248 bl i = 447 B LL A BE 0% 58 45 O ZEAR RS AR TR . R, K £ %L Realm
B, B R A B PR 4 A AT AR A AR A PR 1 52451
R T A BX R, Shiro SZHF PermissionResolver [R5 . K2 %L Shiro Realm [1FSEEL{# | —~> PermissionResolver
PASEFRAATTA 2 T 455 B AL R 1 Authorizer $2 VAR SEI: 2SI AR —Fh 7 VE7E Realm FAEIAATE, BORHEH
PermissionResolver %745 B i 4 il — MR S48, FE A Fpor AR PATRI 2
FTH Shiro Realm FSZELER A 2 N B H WildcardPermissionResolver, ‘& K Shiro 1] WildcardPermission 7757 83 #% 2.
Wi ARAE A H T PermissionResolver HISEHL, VRN T X H CHIBPR A8, 1 HAREZE G L E W
Realm SEf 7 FFiZiEE, FRA] DL AR PermissionResolver i3 B A4 MK, IXFEFTH I Realm REL A — ML E
Bltn, fE shiro.ini H:

shiro.ini

globalPermissionResolver = com.foo.bar.authz.MyPermissionResolver

securityManager.authorizer.permissionResolver = $ globalPermissionResolver

PermissionResolverAware
IR AR E — N4 R PermissionResolver, 4/ SRELULTEC B HY PermissionResolver ] Realm (A2 SEEI
PermissionResolverAware % [ . IXAELRIE 1 L B Y S0 BE W8 9 BN SCFRZAC B 1Y Realm Ko

1 RARAEAE F 4 B PermissionResolver BiARANAE#Y PermissionResolverAware 2 AL, AR\] ARG & 2CHL B
— /M PermissionResolver SZA51 1] Realm (R — N34 JavaBean ) setPermissionResolver 115715) :

permissionResolver = com.foo.bar.authz.MyPermissionResolver

realm = com.foo.bar.realm.MyCustomRealm



realm.permissionResolver = SpermissionResolver

Configuring a global RolePermissionResolver(fii. & 4= 5] RolePermissionResolver)

Ej permissionResolver 7EMEx_EAH{L, RolePermissionResolver 13 fit /7443 75 B AIAUR 5241, @it —> Realm $ATAL
PRAG A .

SR, 55— RolePermissionResolver G X MNP FRF R & — M Atas, AR — MURFRFH .
RolePermissionResolver REf 7E Realm PWEREF, 4758 — N (44 B4 il — A BAR IR AL BR S o

T AE—NREA F AR AIE A SR SRR IH P ERAS RTE I, 1T RV A A PR A & i B e U

N, VrZ LDAP HfEfit 7 fitass (BUHA) , (HRA KRR AR BARMBIR B T 1A “BBR” BIak
oo —ANEET shiro [N TR BE S A7 (% 75 LDAP i fa44, ILRESEIL— RolePermissionResolver 4% 4k LDAP
24 31— 20 B A PR AT B e 1 S SR Uy [l ] o AUBR R IOIE AR 7 0 — MR B PR, T RE 2 — A o
o

EH T3 o A 48 £ €644 2L PR AR & AR 54 € T R AHAESE,  Shiro BRIA Realm [ SEIL A A &4 .

SR, A SR ARAE 6 R B Cf RolePermissionResolver, 145 2 /AMRAERCE K Realm 5L, AR AT LLEARY
RolePermissionResolver % & N4 R, XFEFTA ) Realm #BEERL H — ML & .

shiro.ini

globalRolePermissionResolver = com.foo.bar.authz.MyPermissionResolver

securityManager.authorizer.RolePermissionResolver =
S globalRolePermissionResolver

RolePermissionResolverAware

W RARAERLE — N4 JR 1) RolePermissionResolver, AN SRIFZILHD & 7 RolePermissionResolver [1] Realm WA 25 SEE
RolePermissionResolverAware 4% 1. IXFELRIE T HC & 4 5 ¥ RolePermissionRosolver S5 G818l 51 S Friz i & 1Y
Realm # % .

I RARA A BB AF FH 4 5117 RolePermissionResolver B /RANAE 4 RolePermissionResolverAware 4% BT A $, AR 7] DA I
B A H AL B — M RolePermissionResolver S240| [t Realm (A — 3% JavaBean ] setRolePermissionResolver
HIv) -

rolePermissionResolver = com.foo.bar.authz.MyRolePermissionResolver

realm = com.foo.bar.realm.MyCustomRealm
realm.RolePermissionResolver = SrolePermissionResolver

Custom Authorizer( H 58 X3FHFE)

WERARE SRR A 24 realm KPATIZAL, I H ModularRealmAuthorizer BRI\KE T B HIEAX, FEEEIRBUT
AFFEARIESR, RRA AT REAR G — > H o UHRACE , FFECE AN SecurityManager .

i, 1 shiro.ini H:

[main]

authorizer = com.foo.bar.authz.CustomAuthorizer

securityManager.authorizer = Sauthorizer



Understanding Permissions in Apache Shiro

Shiro FBLRE SCON—MHUE T BIAAT NEE B A B . X0 — MER FHFEFF R AGThRE TR ), (U 2. BUR
FEAE LA A P R ARG kG, HE T E LT MR AR “AHH A o

EMTIAR “HE” R PATIX LN 1T

— LA PR P45«
o FIFFICH
o WIYE'/user/list' TLIH]
o FTERSCAY
o JHIBR'jsmith'H F

Mg “HE” D Rl “tha” ORRD FERERIRERE o oM A BUR —Fh S8 0% . X IR 48 i@ nd N AR /7
B BARSR SR, I BAEARN AR 2 B 2R R K.

i, BURAT LA & 2 — M, HiZm Eaens e e AP xR o 80 588 R P se e i — 4L
HREXANATT DA i — M, @RISR R, SRE A iz A RS 1M G B .

BRI F P AR AT DA AR 22 AR A —— I YRR PP I 5 SRR phe g e LA AU

Wildcard Permissions
IRPIRLERG] 7, “HATIFSCAE” o “PNE Juser/list DU 7 S5 #2 A AU IRIER) o SR, KX LN HARTE S 7
FRER, FEHIWTH P2 S8 RV HAT IZAT AFE T _E 2R IR AER

Kk, 7 ST AP B AR T s A BRE ), Shiro FRAE 1 5m K BLW 11872, FRATIFRZ N WildcardPermission

Simple Usage
R ARAEZLRS BN 51 A R T EPHLI 7 ], AE75 38 N REREFT BN 2IRE 2 AT EDHL, 17 FAth N mT DA 4 A TR A8 T A
FERNF

— ML RS T H P queryPrinter" BUR o SR SRR AT IS B R TS BB queryPrinter AUPR i F -

subject.isPermitted("queryPrinter")

X URKIEED M4t

subject.isPermitted( new WildcardPermission("queryPrinter"))

Bz A H XL,

{7 AR BR 7455 H3 R REAE T8 51 N TR PP o TAR ARG, (B'E 75 ZRIMAT 18 "printPrinter”, "queryPrinter",
"managePrinter" SRR . ik T DU AE ADE RO 7 P+ BUR ORF IBURME B4 ) X RREIE
BN IR A T T RURR -

(B FHIX MO EARE U P A “FrEFTENER” o« BT XANEA, Wildcard Permissions GEECFFALR) S Hr%
JEIR AR

Multiple Parts
AT AUR S HF 2 IR (parts) HIRES: . 140, VRAT LR 43237 HI P AL BR SRR 48 2 B8 17 B i 431 5



printer:query

FERXAF I E SR MR T, EHRDFEBIR 715 8 10— 8.

TR, 5 R AURR (E IO U, (FTEINL) . 28 B R BT IOIRIE (A o BT AR T4 s

printer:print
printer:manage

XEFRENS S A AR AR BOA BCR R 110, UL EBCR TRV G, KAV AT BEAE VR NI R i A R 5

Multiple Vaules
ARG R ZAME . BRI, B T 4% 7 F 7 "printer:print" 1" printer:query" AR &1, /R AT DAf] B HBFZ FAATT— A

printer:print, query

BRI T H P print A1 query FTEDNLIOEE /7. B T IR T 7 I HANERAE, AR ET DAIE I I FH 7 T 04 0 Sk ) 1
PR B ERITEINL:

subject.isPermitted("print:query")

ZAB R 2R ] true.

All Values
W RARABTE— /M B FI A — F P 3 TR A AN 2 X082 b F a5 B B AME T N 3G . [FFE, T
FCAF IS, BB AT LU EBX — . AITEINRAE 3 N ATREMIEEME (query, print Il manage) , A LME R Af:

printer:query, print, manage

{7 B 1 A2 XA

printer:*

SRJE  AEATS " printer:XXX" A BRAG B ARG IR 0] true . LAXFH T A B AC T LE WA 51 3 1 B A I R
URARA AN S REFF G T — AW B0 A R 258 A P C A R 7 BB PR

B Ja, AR IBECAA PR T4 e o AR 20 P B RC AT token 2 T EARY . 140, G SRARAE S HEAS F P 7 P A7 40t
s CAMXUBGEATEINL 352 7" view " BUIR, A5 AT LUK FEASL -

*:view

IXFEARA X " foo:view" AL PR AG 2 # K 1R [F] true.

Instance-Level Access Control
T FhE WL B B A PR FH V2R B3 S R 1 T I S B 2R . AERXPME DL, AR AN —— S — A R, 2R
TN REE, B R S 1 SE A



PRIk, &R HIF 5

printer:query:lp7200
printer:print:epsoncolor

S ANE LT A 1D 1p7200 HIFTENHLIOAT A . 28 2 BURRE LT 4TENEIHIA 1D epsoncolor 3T EIHLIIAT
ULERARSE TR LERUIR G HI 7, IS AT BERS AR 52 RSB _ERATHF E AT . SRR VR AT LA h i — M

if (SecurityUtils.getSubject().isPermitted("printer:query:lp7200") {
// Return the current jobs on printer Ip 7200
}

XARARBUBR 1) — MR R T7 % ABFRE, NI 3T ENPLE (2 A SL6) 1D REIRIF IS e, JUHRE 2B K9T
EDHLASINEI R SR o A3 F] DA P B EC AT R A -

printer:print:*

AR YR, FOSE RN TR ST EIRL. AREEZ 0] L@ AT U5 10 T 4T EDHL_E R A #R 1F «

printer:*:*

BE— B FTEOHL BRI BT R4
printer:*:1p7200

B FRE E R A
printer:query, print:lp7200

"ROEECAE, TR AR AT T RR AT E

Missing Parts
5 B R R AR T s B E R s B AT AT R B 5 Z DL HME,  #en)ifid,

printer:print

Fhr T

printer:print:*

JFH.

printer

Fr T

printer:*:*

SR, AR R BEN T 45 AL A W& BT, R RE R
printer:lp7200



HAZEM T
printer:*:1p7200

Checking Permissions
EARIUR 2B Ad P AL A7 8o 77 18 BB AA T EPE (Mprinter:print:*" = print to any printer) , {HAEIZ 1T HS B PR A 2 N
PAGE S SWNEZ /€ =RNY YRR

it AR A A A, AATTARST B 6 SCR ] 107200 4T EIHL, AR B2 385 AT IX BUACEERAG 2T A2 75
B ICVFIZAEAL -

if ( SecurityUtils.getSubject().isPermitted("printer:print:Ip7200")) {
//print the document to the Ip7200 printer
}

A A AR B A it e e 1 R P AR AR — I Z K PR R A

PRI, R IRAMEA TR B R A Y EAR

if ( SecurityUtils.getSubject().isPermitted("printer:print")) {
//print the document
}

AT BONEE =AM 3R 01T IR AR ER AT, IR ATRERSIT ENEE(TITEDHL” o (HIFICAE" pinter:print”

2T "priner:print:*" 1] !

DL, 32— AN IER A B WR 2R P A B AT BN BMEMTSTENHLEI AE 1, SUOURATHTEN E 1p7200 A1 epsoncolor
MIBEST, ZEATE? A4 LR — A A S VAR AT ED 2] 1p7200 FTEIHL, RPEEARAT SR 1 HI R (K fE
77!

Pk, IR AEPAT PR E RS, ROATREARR TR/ 98, B fss —Ben] Re e N RE PP a4 1 —
MHRATE, WARIRE R BZESAT 2R, WERA P VAT ENBE T EIPL (& NMRBERT, (BARTRED o RN
L FHRE PR ks fr R AT B L, B BR oL T, R AR

Implication, not Equality
WA TEAT I B BRAS 2 S 2 R AT RE ) BAR, (HAU PR 73 I W] A8 2 T2 PR D AR A 228 e 5 28 255 ) S R A )
) ——T A&l AR A

Wik v, WR—NHPHOE T user:* UK, IXEMRAEZH A AT userview #1E . "user:*" 745 B I ANGE
Truserview", (HETEBEE TG . "user:*" iR 1 "user:view" it & X I ThERT — N BEEE

N T SCRFAS N, BT AR AR G 252 L org.apache.shiro.authz.Permission 4% A S b o 35S AT
WO BRI AR B ATIN AT, BZE B8 I L — M B ) AT R A SR A O R . A AR AR A ()3 e
FFAT N SE2BR_ & 1 org.apache.shiro.authz.permission.WildcardPermission 28528 ¢ . I A2 5 £ ) — Sbiliid 26 & 18 4
Uy i) )38 O AT AN PR -7 o

user:*

[7] I 26 25 MR — > [ g



user:delete

[ B Hb
user:*:12345

[F] I 2 75 %5 55387 1D Dy 12345 B R Pk . 1R
user:update:12345

M H.

printer

255 B AT DR T ENHLAAE

printer:print

Performance Considerations
AR A A P ] B A S LR R A9 %2, [RIIZ AT I 20 & 12 4R A Z AT BN 0 BC AR o 24 F A5 B T R 7 A
MR 5 b, RIEAERR M3 Shiro 2BRIAT WildcardPermission, ‘B BEMSTIAT B2 51845 .

Shiro X} Realm SZILIIERINAT e, XHTHR—MUBRIGUE (1, M subject.isPermitted) , AT 7rBLA1ZH 11
R (FEABATIRIZEL, M, sREEAFCAMA]) FENG S E T MR A . Shiro ML B R Ih G A 57 R
RER R ZFE AR R RE, (HE AR — PR

IXIEHE AR, B P, AERBREAAAENAEF HAFRH 7 — 4G 1& 1 CacheManager B}, 7 Shiro ANSCH#F) Realm
SEI . HELEAH ERT R, AR S B gh F P ST i A E B ey, AT AR (N ] — e 2= 3G

W —A> Realm MISEILE A — AN @R 7 SRR B RUR FF T 20 & 1248, JUH e SR 2T N AR A i A
11, AATTN IZSEILE /E A Realm isPermitted* 51 SZHR K —EB45 » BRI Realm/WildcardPermission 177E {7 #: 78 25
T RZHAHBIH 80~90%, {H'E A BEAEAEIZAT I A K AR 75 E2 A7 i BRI B A2 7 (R s A Al R 7 42

Lend a hand with documentation

PATA AR W] A B AR F Apache Shiro T TAE,  FRATTHI AVALE A Wr el A9 Fe iz ok . SRR AR 35 B
Shiro BiH, EH BN, ¥R, SRR T EZRHTT . SRS — SRR 7 IRATIM R, i
it 7 Shiros

DR TS P SRS e T B8 7 VR L AR B P iR B F P I TR

Apache Shiro Realms

Realm & —/MEEWE VT 1A N RE PS8 1) 2 8idls CTHl T A B RBR) BIALIE. Realm R MR 45 € 0 Bdle 2
e —Fh shiro REWE EARKIA% I, IXFE Shiro RETSIRAL— N — 1) 5 P Subject ZWAE API, o1 2 DA JRA7 1£
BRI RS P 5 R A BSCHE 2 BRI

Realm i FIEHRIE 2 — X —HIX R R, WR A ZE, LDAP H, RS, BdAml% . Kk, Realm
$2 O S B FH B8 Y8R 2 1 APL SR B /RIRAUEEE (Fte, AUBRSE) , W JDBC, CfF 10, Hibernate B% JPA, BRI A
A5V APL.



Realm SCJ5 Ll & — Mg 2421 DAO

PR g 2 e K 22 T 0 A A B O IAIE Sl (AN R AR IE ) DARIRBCEE (i sk R 5 #8> Shiro Realm
REWS PAT B (3 B IE AN

Realm configuration
WHAE F Shiro 1 INIFCESCHE, RAERS B & X% 51 FH Realm, AZAE [main) T AT AT Al S —#F, (HEA14E
securityManager "R P A v e —HHAT R E : @ aREkpa .

Explicit Assighment
HETIZA50 INIEE AR, X2 —MNERNEE k. 28 L —MEZA Realm J5, 1R ENIEN securityManager
X BIEE R

il -

fooRealm = com.company.foo.Realm
barRealm = com.company.another.Realm
bazRealm = com.company.baz.Realm

securityManager.realms = SfooRealm, SbarRealm, SbazRealm

2 3 L AR 58 ) —— R 1) AR AE I — A Realm A B TH T B A0 B ARG o Realm Il HI1EHTE
Authentication # [f] Authentication Sequence 7T T VHEAHIIAN4H

Implicit Assignment

Not Preferred (N 1E7)

XROTVERRE T K AR BIAT N, WARAREE realm 78 SCRINRUT (15 o G UCVRigE S Itk 7532, I8 A e =040 B
EIWEERAT A DB BEAEARKA Shiro WAt % 7 B [k

R T R R A AR B A C B securityManager.realms FJE M, FRAT LA EF Shiro #6301 T B B 47 ) realm
BB EARIRS securityManager .

ERX R 7L, realm ¥ &% eI € LT I K48 IRZ, securityManager S .
W B, XTI K shiro.ini 7~
blahRealm = com.company.blah.Realm

fooRealm = com.company.foo.Realm
barRealm = com.company.another.Realm

# no securityManager.realms assignment here

AR AN X AT R A M R R ROR -

securityManager.realms = SblahRealm, $fooRealm, SbarRealm

SR, SRR ATAD, R realm s X PT B2 2] T EATE B gy Sk A B A B 07 B . an SRR ek
AT XY, VRS 3 Authenticaor 1Y) Authentication Sequence A& WAl S/ H 1]

T IXAN AR, ARARIEIEAIAT Y, BATHEREAE A 27 e o A2 Rl e .



Realm Authentication
MRIRfR T Shiro FIZEE Authentication TAEG, T ARE— DR F12Y Authenticator 5 Realm 22 B 3K &
BT H A RIRE R,

Supporting AuthenticationTokens
E authentication sequence H1 L& HEH|, 47E Realm #7 n] KPAT — MR ER AT, E M supports 7L -
R B4 true, TR A X FEE [ getAuthenticationinfo(token) 514 24k 1 FH .

T realm 2R A HEAC Y token HUZRAY CHE OB KA /2 TS REBE AL HE R . 5 W1, — /N Rets b B A B 1) realm
AT RERE— B R FEAE UsernamePasswordTokens, iXFEEEF M supports J512:3% 7] false .

Handling supported AuthenticationTokens
# Realm SZHF—/MEAZ M AuthenticationToken, H54 Authenticator 2> 1# 1 1% Realm 1] getAuthenticationInfo(token)

Jiide EARMMARET A5 Realm 15 & BHRIR AL AR 1ZTEIL LU T T3kt AT -

RNEZEFPHEE (kP EHNEE) KE token,

T principal 7525 AV G B P £l o

T token SZFF[ credentials VL HD AR LL 77 78 AR VR 1

# credentials JLAD, iR [A—AN0%E T Shiro AEmE FAR MK - £dE#5 1 Authenticationinfo SZ451 .
#+ credentials ANJGHD, NH@H AuthenticationException 5% o

e e

XX AT A Realm getAuthenticationinfo SEEL A i m R ) LAEL . 7EBE 775, Realm AT LA H H MU ST A & AT T AEi
B, e Es T HER R, B IC S, BT A v DS Z B m A i ) S Bk =6 B U R T .

ME— T B AR TA R, WS credentials VLECZE T 1 principal(s), HB-4 iR [Al—/NEZS ] Authenticationinfo S RAX R
K H TZEHEVR T Subject 1K {5 B

Save Time
B Realm $% AT B S BN (A VH #E S 4K 1% . K BN RIEFE AuthorizingRealm R 1) F M A & ML 46 .
XA T H P authentication A authorization T /E 3 4 R B0 BRI A0S /7 .

Credentials Matching
7E_L T H realmauthentication TAEViEH, Realm ANEAIKGAE Subject $E32 Y] credentials (411, , Z4%) WAZIILFCAF
TEHARAFAE T 1) credentials. WIHULEC, WA S0y S uE i Ll, BN SR S0k 0 205 Uk 26 i H 2 (1) S04 o

Realm Credentials Matching

XZRA Realm 1514, EVLECHEAZ K credentials FIHRLEAA 7L Realm J5 & EdE A7 ' 1 credentials, 1A &
Authenticator ff] 51T &4 Realm G A XFANAS E K credentials #5176t X BEBSHAT LY credentials VLHC,
SR Authenticator H & — ANl 1) TAE AL

credentials FIVCHC I FRAE I A N AR T R LF—8, @ E A — R T A EdE . o T ORZE R 2 i\ K&
AL GE | W R 75 ZE K 1E, AuthenticatingRealm A B 2R SCHKF CredentialsMatcher SRHAT credentials X L IRES: o

R P EHE G, & LIRS K AuthenticationToken kAR —1> CredentialsMatcher ) W T332 12 75 VLR
FT A6 1

Shiro 175 F- 2L m] DLLEAR S B H 1) CredentialsMatcher 5231, 21 SimpleCredenticalsMatcher A1
HashedCredentialsMatcher, {HUIFARAE A H & LHIZHEEE —A H 2 XS, ARAT DR i —FF B -



Realm myRealm = new com.company.shiro.realm.MyRealm();
CredentialsMatcher customMatcher = new com.company.shiro.realm.CustomCredentialsMatcher();
myRealm.setCredentialsMatcher(customMatcher);

B, W FAE I Shiro (1) INI G E SO
[main]

customMatcher = com.company.shiro.realm.CustomCredentialsMatcher
myRealm = com.company.shiro.realm.MyRealm
myRealm.credentialsMatcher = ScustomMatcher

Simple Equality Check
fiT 5 Shiro LRI A] I Realm HSZELERIA{E ] SimpleCredentialsMatcher. SimpleCredentialsMatcher $H47 — /38 )
BRI, K TAEIIIK S credentials 57E AuthenticationToken FTH&22 (112 [A] ¥ 5 o

B, #—A> UsernamePasswordToken #{ #2325, M| SimpleCredentialsMatcher 36 1% % A5 s2Br b & R S AERETE L
P 2 P I RS A ]

SimpleCredentialsMatcher MU R B $UAT M LA . EREM AL R 250 H 71, R0 8, FRE
H, FAHM, BN, ESHE M JavaDoc SR £ .

Hashing Credentials
FHAE A7 credentials 7E AR form S AT 546 /A5 388 1 LU, — /N B8 224 (1) 5 s A7 it 2435 P (1) credentials (i,
D) AR EA B EBHE A B EAT R AL .

X RS 7 ) credentials 48482 BLRAR ) form f76ik, M0 HIX N S RHEJFIRME. X052 LAl B 46 LA
SEOy A LA, RIS BITAT QU 24 4 R L YRS P I A2 05 e A A ) A7 i BE 9 5 3K

N T SR IR B R N WA A5 SRS, Shiro $2L T HashedCredentialsMatcher [ SZHLEC & 7 realm _Efi A& Eid
SimpleCredentialsMatcher.

M54 credentials J% salting F1 2 /NS A B AR LF AL KR HE T 1% Realm SCRYMRYE R, H 40T 22 ) 52
HashedCredentialsMatcher K] JavaDoc, HHUE AN FixX Lo gl 75,

Hashing and Corresponding Matchers

Mz, VRUMATIRE G EC & N5 FH Shiro (IR FFE R ?

Shiro #2447 £ 1> HashedCredentialsMatcher T-ZE52H] , VR AIEEMRET realm FHEC B 15 E B SEHSRITEAR hash th 47 A
J* credentials B i FH 104 5 5125

BN, ARBAR I R FAR P o S S AR A B P 4 /30 . BT ESCTR E A SE AR AL, RIS AR B — N
JUIRP, ARAEAE ] SHA-256 S BRI 7 A ERS o PCRE NG A FH P S N R 20 SCAS B i I DR R AE -

import org.apache.shiro.crypto.hash.Sha256Hash;
import org.apache.shiro.crypto.RandomNumberGenerator;
import org.apache.shiro.crypto.SecureRandomNumberGenerator;



//We'll use a Random Number Generator to generate salts. This

//is much more secure than using a username as a salt or not

/]

//Note that a normal app would reference an attribute rather

//than create a new RNG every time:

RandomNumberGenerator rng = new SecureRandomNumberGenerator();
Object salt = rng.nextBytes();

//now hash the plain-text password with the random salt and multiple
//iterations and then Base64-encode the value (requires less space than Hex):
String hashedPasswordBase64 = new Sha256Hash(plainTextPassword, salt, 1024).toBase64();

User user =new User(username, hashedPasswordBase64);

//save the salt with the new account . The HashedCredentialsMatcher
//will need it later when handling login attempts:
user.setPasswordSalt(salt);

userDAO.create(user);

N

RESR AR AS ] SHA-256 BXFIAR A F %05, /R 75 245 1F Shiro i 43& ) HashedCredentialsMatcher PAVLEC /RIS A5 S
Bk, XA, FBATEE T —ABENLAY salt AT 1024 IRIGFHIER, N TEKIZEE GESI
HashedCredentialsMatcher [ JavaDoc FREUE KD o X B /& 58 i T A [ Shiro INI Bt & -

[main]

credentialsMatcher = org.apache.shiro.authc.credential.Sha256CredentialsMatcher
# base64 encoding, not hex in this example:
credentialsMatcher.storedCredentialsHexEncoded = false
credentialsMatcher.hashlterations = 1024

# This next property is only needed in Shiro 1.0. Remove it in 1.1 and later:
credentialsMatcher.hashSalted =true

myRealm = com.company......
myRealm.credentialsMatcher = ScredentialsMathcer

SaltedAuthenticationinfo

N7 IRX— TR, e B2, R Realm SELA AT Al — > SaltedAuthenticationInfo S5 1T A g — /N
i# ) Authenticationinfo 22151 . SaltedAuthenticationInfo 2% B R AE ARG B bk 7 (4, user.setPasswordSalt(Salt); call
above) H i salt AEf% 4 HashedCredentialsMatcher 5] H.

HashedCredentialsMatcher 75 2 1% salt N T BEWSEHEZZ ] AuthenticationToken 3R AT AH [8] P& 75 F AR S AN BT 1Z token
A UCEAR AR BRI AR T BRI, SRR P00 A salting (T HLARRBIZIXAFEM! 1 ! ), BRERAR
i) Realm SZ¥LEE WS 1T 3R [7] ¥) SaltedAuthenticationinfo SZ{54X3R 2515,

Disabling Authentication



W F R R R, RATER Realm X EHEIEHAT S 50IE (B2 B TR A AH Realm BATIRBL , AR AT AT EHE
25 H Realm X 53 56 UE ) S HFiB I A Realm ) support J71£IR [F] false. A5 /RIF) realm 75 B 43 56 E 2 R K AN 2
i E S

2R, BT EAEENS S FR AuthenticationTokens H CUAC B 1) Realm, HISEARAEISAIE Subjects.

Realm Authorization
TBD(f$72)

Lend a hand with documentation

P 1A AR AT LARE B R AR Apache Shiro BT TAE, FATHIEARLEAWT B Fd iz e i SRARAEHS B
Shiro i H, EH BN, ¥R, BERMSCRBRIN T ZERH T . SIS — S BECH K 7 IRATM IR, i
gidt 1 Shiro

DT R AEK PR SORY B 1T S PR 7 VA g FL ROE B P R Is B F P B TR

Session Management

Apache Shiro #2fL & SHEZE T —TC IR : — D52V Session il T4, M B ay 247 B B FAL
N B RSB Web N TR

O VF 2 BEF S 2 IR —— BB Shiro H1IL, IISL07 2 session S, {7 SEHBBARIORLAER 78] Web %5
B E18 #PIR 2115 Bean. Shiro K1 Session S L Tk UL L AR EF I E A0 T e, 1 FL'e AEI AR T
e i

HIEARAE — Serviet B EJB 7 & TP IR IR ALY, U998 N A5 IR A BE 1R A% Shiro 1 Session SCHFITANE A
M. FHZ— Shiro [f] Session SCRFIFIER WU ThREFIZR :

Features

e P0OJO/J2SE based(loC friendly) - Shiro ff]—1]] (4351 Session fll Session Management J71H1) #f5 & 3& T3 Al
POJO SEHL. IXAJLALEARERFA T B T G (F1 JavaBeans HEAAC EA% U (W1 JSON, YAML, Spring XML 5%
PARIHLED HIS i 4. IRt ] DL FAHLY & Shiro 2B SR S 1R F O 75 Sk 58 45 1 5 X session
management.

e Easy Custom Session Storage - [A|’/ Shiro [1] Session Xf % &3 T POJO 1], 21EHHE ] LUR A 5 M AA M EE =
B AR . IX FRVFIR B 8 SRR AR P 2 1 508 1w U A B ——ln, ST 248, BRI B9 A N8 A7
KEFIE, SLH I

e Container-Independent Clustering! - Shiro [ A] AR 25 &) th 5 G2 38 i s AT AT B = T FH I 288 824777 i, 18
Ehcache + Terracotta, Coherence, GigaSpaces, %545, IXEMRFERA] AN Shiro fit B & idiEeE — IR HAL—IX,
TR BB 2T, RSB DA R R T R E . AHRERENEARE !

e Heterogeneous Client Access - 5 EJB B web 215 AN[F], Shiro 21 0] A &R FPumdio R “IL=” o #ilan, —
MR HEFATLL “FH)” M CILZ” [ — P AT Y 2 i 7R Web AR RIFE—H P 3417
ANFRIERR T Shiro DL HAAESE BB 4% S RFIX — Ao

o Event Listeners - {15 U 4% SO VR FE 220 A2 i o B M Wy 26 i ) BHEA o RmT DA X S8 St AT H e SUREH
TR 8947 DA R S i—— o, B a0 s A ARA TR 2 1 e S

e Host Address Retention - Shiro Sessions M\ > 15K ECHITT PR BE 1P thhib BRENLA o X VIR H P AffeE,  I-4E
HOAH R B OB, GRS F2AE 1P 23 FCHf e I Aol 3 I 46 30858



e Inactivity/Expiration Support - BT ANE 2N FE SRS A AR, (HEATT PLAESEIR AT touch() 77k
KREORFFEAT “VEE” , WRRABRE. XA RIACE BB ) EAEEAH, Pl se a8 F 2 i SR
¥, (HAREASA T 5 RSGSHITIEG, IR SEK 21 A R .

e Transparent Web Use - Shiro [{J 2% K, 767> HuSZELFI S #5756 T- Sessions (HttpSession 3 1 FI1E: f) T 4H 5%
] AP Ff) Servlet2.5 M. IX B IR VR AT LAE FHAE I Web N FHFERF F 4 Shiro 2%, FF HARA 75 B AT
fAIELH # Web S

e Can be used for SSO - [T Shiro &> 1% 25T POIO ¥, ‘EATRT LURE 5 MAFAETEAT AT B0m R, 1o Her il my LAES
FRfp “FE=” IR FHERIE. BRATFKZ N "poor man's SSO", I 1 DA SR LML fa] B8 Ak 56, BT HL=10
GRS IR B S IR .

Using Sessions

JUT-5 B HARAE Shiro AR —HE, RIEE S URTHAT I Subject 28 HRIRHL Session:
Subject currentUser = SecurityUtils.getSubject();

Session session = currentUser.getSession();

session.setAttribute("someKey", someValue);

subject.getSession() 7 V5 & 1/ H currentUser.getSubject(true) it PR 4E 77 .

XTI L 243 HttpServletRequest API [, Subject.getSession(boolean create) 7755
HttpServletRequest.getSession(boolean create) /5 V54 % Ml [7] T2 %o
o %1% Subject V44— Session, NI boolean Z% ¥ Zm% H. Session 4% 7. Bl iz [A] ,
o UNER% Subject iB¥% A — Session H. create ZH N true, NIBIE—NEHIS G IR %215,
o W iZ Subject i H — Session H. create ZHUN false, M A& #H <uE HiR Al null,

Any Application
getSession ERBEME LT N AR T T/E, H &2 ZIE Web N HIET .

M R HEZEACRL SR A R — A Session A #6122 A W B IS5, subject.getSession(false) P] LA 2R & HI/EH

BRI T > Subject [ Session J&, RA] LAV ERMVF 2 s, BB EBUIRIT attribute, BEE GBI, DL
EZ. 1S W Session [ JavaDoc 3K [ fif— A A ) ik BERS AT 4 .

The SessionManager

SessionManager, AU, 1ENHFETH NFTA 1 subject & HE Session——

B, MIER, inactivity(Z<R0) S EGAIE, 2555, GnfEHABLE Shiro F IR OS5 /IZHAE—FE, SessionManager t&—~Hi
SecurityManager £ T2 4H 14

ERINI) SecurityManger SZHLE BRI FH 7 B AT F Y DefaultSessionManager. DefaultSessionManager ) SZE$g fit—
NIRRT BT RE BT A ek 215 E 3, U0 Session JGiE, orphan cleanup, %655, X AJ AAEATAT AR 5 HAEH

Web Applications
Web W 2 5f# A [F] SessionManager 528l . &2 0L Web X R43KEL web-specific Session Management 15 5. .

18 HAB Y SecurityManager & ¥ F2H 44— F, SessionManager 7] Ll it JavaBean XUt ) getter/setter J7A7EFITA Shiro

BRI SecurityManager S23 (getSessionManager()/setSessionManager()) _F3REUER % BAH . BCEE a1, G 7efif
shiro.ini it & :

Configuring a new SessionManager in shiro.ini



[main]

sessionManager = com.foo.my.SessionManagerimplementation
securityManager.sessionManager = $SsessionManager

{HM L FF UGB —A™ SessionManager J& — N2 22 AT 55 Hoe RZENAEE A FH15 . Shiro SZEIE] FF)
SessionManager S e 5 AT SE Hill AN AT T B 1, Rl 2 RZ2EU0 T 2. A SCRY At 430 408 e K44 Y Shiro 1)
2R\ SessionManager SZHI, 478 i lc BRI . (HIEVER, FRIEA_E AT PLE) i uli gl AN AT VR AR I 4V .

Session Timeout
BRilth, Shiro 1] SessionManager SEEIERIASE 30 0P S il . Wl 2, WIRATAM] Session BI& 5N E CRYE
. e By R AR g SR B a7 30 438, A% Session BN AN, HA RVERERE A .

YRAT LA B SessionManager ZRIASZHLI globalSessionTimeout J& 14K A T A 415 & SCERIA B ISk A] o 54, 4
SRAPRAELRR I B[] 52 — AN ZNBP AN A2 30 434

Setting the Default Session Timeout in shiro.ini
[main]

# 3,600,000 milliseconds = 1 hour
securityManager.sessionManager.globalSessionTimeout = 3600000

Per-Session Timeout
T H globalSessionTimeout {E ER A& A HT i 1 Session 18 ). AR AT LATERE— A2 i 1) S Atk 32 1) B I Bof R) 3 5 12
B HM 2 1E e i EME . 5 BT globalSessionTimeout —4f, 1Z[H PAZF (ANZFD) AR EAL,

Session Listeners
Shiro Y #F SessionListener &K 0 /R XS R AE E B 1GE H N . FRAT PASZIL SessionListener 3% 11 (5l & % H
i SessionListenerAdapter) F5AHMN 12 ihEEVE B M o

H T BRIA I SessionManager sessionListeners J& 4 & —/ME#, {RA] LLXT SessionManager it B — N8 % 1™ listener 5
L, A% HAMLE shiro.ini T HIES—FE:

SessionListener Configuration in shiro.ini
[main]

aSessionListener = com.foo.my.SessionListener
anotherSessionListener = com.foo.my.OtherSessionListener

securityManager.sessionManager.sessionListeners = SaSessionListener, SanotherSessionListener, etc.

All Session Events

MU S 1E R AE RS, SessionListeners #l 2 B HI—— AU AR X —ANVREE B 21 .

Session Storage



YNGR, E R EE T B R AR — MO E ME T R RS JE R AR Ui ) . RIRE S,
M ADETE R EA YA N, B EMAEET IR DR S 5B R A S MA SBFER . SessionManager SEILZE
FLIX 2L Create/Read/Update/Delete(CRUD)¥:AE N N #B2H44, [FIFS, SessionDAO, St T #diij i %% (DAO) #it

i,

SessionDAO I 1 /& VR AEWS SE I 212 1R 55 VR AR B (A A BAcdfa A7 il REAT IR A o X TRRAE R Y 2 Ul it vl LABE B E Y
b, SRS, RAREHE B NoSQL MIEE 4,  BHAMEATIRT ZAIALE . PRI HIFRFANEAT .

PRA] LIKEATAA] SessionDAO SEHILAE N—N & PERC B 7E BRIA Y SessionManager S5 . 4111, 7E shiro.ini H7:

Configuring a SessionDAO in shiro.ini

[main]

sessionDAO = com.foo.my.SessionDAO
securityManager.sessionManager.sessionDAO = SsessionDAO

SR, IEWNR AT REIIEEIIREE, Shiro C&A — IR SessionDAO I, AR AT LAST R F Bl S AR 75 21135

Web Applications

iR securityManager.sessionManager .sessionDAO = $sessionDAO 1 MVAXFEAE F — /N AL 1) Shiro 2155 B 2 i 74
TAE. Web B HFEF BROIAAE FHAH I 2 i HES, M2 JRHF AN SCHFE SessionDAO [1] Servlet Container [RIBRIA 2315
EELES . WMRARIEIET Web NHFET G F SessionDAO K H & L&A E B 1EHEEE, IREASEAE Ll E — A
HuF) Web xR FILE: . filln:

[main]

sessionManager = org.apache.shiro.web.session.mgt.DefaultWebSessionManager
securityManager.sessionManager = SsessionManager

# Configure a SessionDAO and then set it:
securityManager.sessionManager.sessionDAO = SsessionDAO

Configure a SessionDAO!
Shiro [ ERIAFC B A Hb SessionManagers 1 FI X N 77 Session /7. IXBANE S KL EHN AR . KZE47 N
FE7 AR B B B UL EHCache (LR 30 SCRFERFZMEE O SessionDAO SEHI

HIER Web N HFEFELINE 3T serviet 5251 SessionManager, HIEA XA, X928 Shiro 43
SessionManager [1ME— [ i,

EHCache SessionDAO

EHCache BRIAZ2U&A JE T, HUIRIRAFT HILIARE 21 SessionDAO, B4 5 ZU LR ILAR My Shiro 1)
SessionManagerment & | EHCache 7. EHCache SessionDAO ¥ & 7E A7 IRAF 21, S Fri 2R, & W17
BN L) e XN AR F IR RIEIZ AT AN 2 BN “ BR7 2E R AEF IR,

Use EHCache as your default
WRIRANERS I 'S — A~ H & LI SessionDAO, NI B 7E/R 1) Shiro Bt E & ] EHCache. EHCache ‘SR 4 &bize
ANIETE Sessions,  ZEAFIUEFIARBEAR 7T . 25, EZ I Caching (R .



Container-Independent Session Clustering

WERR B FMOLHI AR 2R, EHCache 22— /MANEERIE R . /R 1] LLE :UHLAE EHCache Z J5 4 A TerraCotta,
A — AL T AR ER NS4 . AN FFHC Tomeat, JBoss, Jetty, WebSphere Bt Weblogic 45 5E H <=1 4
B!

NE1f A i EHCache s2 B A S B4, WHIRIEVRA) classpath 17 shiro-ehcache-<version>.jar 32 (S L
Download T [ Eff H Maven B Ant+lvy)

MTE classpath H1 5, X 55— shiro.ini SEA AR R EAE A FTA Shiro 1247 75 B2 O 2 215 S FF Ol EHCache:

Configuring EHCache for all of Shiro's caching needs in shiro.ini

[main]
sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
securityManager.sessionManager.sessionDAO = SsessionDAO

cacheManager = org.apache.shiro.cache.ehcache.EhcacheManager

securityManager.cacheManager = ScacheManager

& J5—1T, securityManager.cacheManager = $cacheManager, NFTH Shiro K75 B E T — CacheManager. %
CacheManager 1|2 H s B 4% 4% 1% 3] SessionDAO (il il EnterpriseCacheSessionDAO 5ZFj, CacheManagerAware %
FHPERD

SRJ5 , 24 SessionManager £ 3K EnterpriseCacheSessionDAO 255 AL, —) Session i, ‘& f# F§ —> EHCache S £F ] Cache
SEH I A7 Session i .

Web Applications

2fd H Shiro A HY) SessionManager SEILI AN ELE T 70t SessionDAO & — Wi L HE . Web B FHFE 7 BRI 2 T 545
) SessionManager, ‘B §F SessionDAO. HTHRARAELE Web N FHFEF H i H 3E T EHCache IS 1R, FCE —14
i _E iR Web SessionManager

EHCache Session Cache Configuration
ZRi\Hh, EhCacheManager 1 F— Shiro 47 7€ [f] ehcache.xml XK 37 Session LA [X LA FAfi{# Sessions 1F 7 7B
L ER E .

SR, WRRAE AR 227 1 B, BUAEEC B /K H 2 ehcache.xml B¢ EHCache net.sf.ehcache.CacheManager 24|, {175
FLC B AT X R R Sessions B IEff b Ab 2

WRIREFERINE ehcache.xml XA, 1REE 22 T K shiro-activeSessionCache ZZ /71L& :

<cache name="shiro-activeSessionCache"
maxElementsinMemory="10000"
overflowToDisk="true"
eternal="true"
timeTolLiveSeconds="0"
timeToldleSeconds="0"
diskPersistent="true"
diskExpiryThreadIntervalSeconds="600"/>



R AR A A B IR 5 2/ ehcache.xml XX, A ATERIIRIRCEN Shiro AT € X T — NI 2440, 1RA 7T HE
{r2 2025 maxElementsinMemory FJJ& MHAE R SR A B, SR 1, £/ TNHMAMEE TR E S E i etE 28
B
o overflowToDisk="true" - IXffi{R /R HBEFE N AR, SiEAFE K HRes i sl 3R I
e eternal="true" - THIRZEAFIU (Session SLM) KA T HAE M 247 HAERR . XRRELER, KA Shiro T
TR R SE R E SIEAE . R IRATRIX I, A S 1E Shiro A FIEKE I FiGHIX 4% Sessions, X[ fE
5| R JFRA

EHCache Session Cache Name
ERIAME, EnterpriseCacheSessionDAO [r] CacheManager -3k —~44 N "shiro-activeSessionCache" ] Cache. 1ZZEA7H]
name/region ¥4 7E ehcache.xml FHEC &, 1 EAiA.

R ARAEH — NS FE 2 T AR ERINET, /-A] LLTE EnterpriseCacheSessionDAO it & 447, fl40:
Configuring the cache name for Shiro's active session cache in shiro.ini
[main]

sessionDAO = org.apache.shiro.session.mgt.eis.EnterpriseCacheSessionDAO
sessionDAOQ.activeSessionsCacheName = myname

HEHIRTE ehcahexml A —Ii 5 4 FULHL HAR AR B 1T 1 W E TR A overflowToDisk="true" fl eternal="true" .

Custom Session IDs
Shiro ] SessionDAO SZHU¥ P — 4> N B 1] SessionldGenerator ZHA: k7= 4 — 11 Session ID 4R R G E— <
ERIHE . % 1D UG, BARIRE Hi 6 K] Session SLl, 4RJ51% Session i IT SessionDAO #E{F-AE T K.

ERIAIF) SessionldGenerator #&— JavaUuidSessionldGenerator, ‘& HE/ =45 T Java UUIDs [f] String IDs. %52 RES
REFTE AR ISR

MR EAFFEIRTHE, A PLSZIL SessionldGenerator # [ J£7E Shiro [f] SessionDAO 245 b fic B 1% S8, 4,
1E shiro.ini 7:

Configuring a SessionldGenerator in shiro.ini
[main]

sessionldGenerator = com.my.session.SessionldGenerator
securityManager.sessionManager.sessionDAO.sessionldGenerator = SsessionldGenerator

Session Validation & Scheduling
Sessions WA U S AIE, IXAFATAR oA (R B 1) i 2 i AR i 21l Bs A7 i I BR o XORIE 1 Bl s A T A
REFF IR AL FH A 2 18 T S 305 NI

MR LR, AVANALE Sessions #17 i) (52 subject.getSession()) B IGIEE A& S IEEGE . XEWKE,
TR VA AN 8 BHISIE,  Session orphans(IU) L) B2 UG 3 78 21l B s 474k



— AN LA BRI L2 Web SRR 5c: Lo, P B3] Web MHFEFIRAIE T — N2 1ERIRH
s (FOIRURIRE, WYIZESE) o R P AT, N HRRTARE RS NS T ads, WhiTe s
SRR “HNAET SUREURAMER (JRJL) . SessionManager YA FMERIN FH P ASFEASR FARAT TR D S 2%, RIS iZ%4
KB RV CERIULT) .

SEIUL, R EAEE W R, BBl CGORRMERD o ik, A 7P kZduL,
SessionManager 23 £F SessionValidationScheduler [{JH#E . SessionValidationScheduler 41 57 & #AHI 36 1IE £ 1% DA {5

BT A RS,

Default SessionValidationScheduler
2RI ] FH 1Y SessionValidationScheduler 7F T #1455 /& ExecutorServiceSessionValidationScheduler, ‘& {3 JDK
ScheduledExecutorService S5 Hil BAEE .

ERAHL, ZSCIAE /NI AT — IR EGIE . R A] LLE T T8 E — N Y ExecutorServiceSessionValidationScheduler S245| 3135
SEANFE I ERG (CAZFP AN FRATL ) B5AR 8% R B U IE AR -
ExecutorServiceSessionValidationScheduler interval in shiro.ini

[main]

sessionValidationScheduler = org.apache.shiro.session.mgt.ExecutorServiceSessionValidationScheduler
# Default is 3,600,000 millis = 1 hour:
sessionValidationScheduler.interval = 3600000

securityManager.sessionManager.sessionValidationScheduler = ¥ sessionValidationScheduler

Custom SessionValidationScheduler
W RAR A BRI — AN H 72 L SessionValidationScheduler SZHL, fRA] BLIE & B /E N ERIN KT SessionManager SE45) 1 —
NMEtk. i, Esh|ro.|n| i,

Configuring a custom SessionValidationScheduler in shiro.ini
[main]

sessionValidationScheduler = com.foo.my.SessionValidationScheduler
securityManager.sessionManager.sessionValidationScheduler = SsessionValidationScheduler

Disabling Session Validation

TERSERLS, KA REAS SE2AH S iR IR, T REESL 7 — AN T Shiro #8HIERE RN VRBATIE . 140,
&i#f”ﬁ?ﬂﬂiﬁﬁ*’l‘ﬁlkﬁ‘] Cache 9?1&%?%%7?5‘] Time To Live X B R A3 BRIARI&1E. 83 AR & mlE
T RIS SR E shis B —AN 3 U A7 . EIX LB LN /R AT LAOGH session validation scheduling:

Disabling Session Validation Scheduling in shiro.ini

[main]

securityManager.sessionManager.sessionValidationSchedulerEnabled = false



T U B A7 A B H i N TR 2 HRAE, (X 2 AT Shiro (1€ IR .

Enable Session Validation somewhere
WRARIK A T Shiro Ff) session validation scheduler, R ZAUE S HAFIALH] (G RIMTESEE) K47 2 I S 1E I .
X SR PRAE 2190 LA 2 S R B s A7 i M — 5 i

Invalid Session Deletion
IEFRAT BT TR, AT AR RIS UE 2 H RN T BT e R GBI 1) & R eI <A
AR -

BRAML, RSO R Y AT REA S Shiro HANMMIBR G . B, R —ADNRHEF CERHE T —4 SessionDAO #%
R AW, VR IR Fr B BA A B2 IH R TR0 2 A AE — R I 18] A AT T o 30KE Se VR BT BA X B A7 i 2 4T
A RAT, G0, £ LR EE T2 a1h, BN SRS TR, B0 2 R R A A

FEXEEIE A, RAT LK ] invalid session deletion Ti. fil#i1, 7E shiro.ini /-

Disabling Invalid Session Deletion ini shiro.ini

[main]

securityManager.sessionManager.deletInvalidSessions = false

TR WERIRSCH T8, R RIRI & B AR E R MR % IR E ORI 8 77 Gk b B
TR 21!

EFE, RMEREELE T Shiro MIBRTCRHI 218, VRATIIR N2 A% FH F A 2 15 50 /7 :0——ZLd it Shiro FIILA 5E
WLH, Baidd— MR E SRR E 2 CRIpLE] (L _EIR )" Disabling Session Validation"3REUE £ ) . IGIENLHPK &
SR 21l e R DUR BTG R RAS (Ban, A A B SR TR, Eia — IR R AT AR, 555) , R
PRAE oA [ — e pf (AR F-sh MR e T

WRIRBCE Shiro KiLEASMEBRTA I &1E, IR NHR RIS E SR A SRR e I AT, RIGIEH
MAR IR AT i W [ T R 21 !

HAMEEE, 2 SUEMNR AR T-25F session validation schedule (S 1ERHIFEE) o (RN ZS M H—D2ih
IS FE WL —— iR 2 Shiro HEE I E A M.

Sessions and subject State

Stateful Applications(Sessions allowed)

ERIAHE, Shiro [ SecurityManager SZHLH F—™ Subject 1) Session 1 A—Fh S m& Sk A2 K k1K) 51 FI4£4# Subject 15
£+ 1D (PrincipalCollection) FIEGEIRZS (subject.isAuthenticated()) o X3 5 K AETE—A Subject &% J5 82— Subject
HI &4 1D J8id Remember IR 558 R P15

T R Al X AR BRI T S B AL
o ARMTARSS TE K, T B0 BB SRR e m] A S R /3 F /98 B A R Rk 231 1D, HAX 2 Shiro Ak
SR BT AL . A, B Subject.Builder, 1% A ELAREUHZENY Subject JT 5 )
Serializable sessionld = //get from the inbound request or remote method invocation payload
Subject requestSubject = new Subject.Builder().sessionld(sessionld),buildSubject();

X5 K ZH Web BLFHFR T AT 90 'S A2 A BE B EAE L )N T A AHMELLE (R 1977 (8 GX 358 F A& Shiro
) Web SCRFPE H CURIHEZEACHS A SCHE Subject F11 ServletRequest) o



e fLfa["RememberMe" &3 3 T —ANBEMSLESE — IR U5 Rk BERF AL B 1B MG TE 3K . IXHA{R T Subject #10/E
11 543 AT PAES S SR CRAF T AN 75 2 U7 AL SO E R B RN K. B, 72— Web N HREFH, BWHULE
FE U — AN K B % RememberMe Cookie, IR Z B I £ 216 WP 2 BRI - IX 7] 2 — MBIF I PERESE .

Stateless Applications(Sessionless)

BIR FIR BB FRBENT TR 2 HN R 5 AR 1) CGEFERATEED , HIXN T 208 0] e I0IRES B S R 7
KUEANEE R V2 TR IS RE LT K P AREAFAERF ZCRAS, ZFE I T Sessions A (— 4
T HAGEE TRARS) .

{EIX — ER AR — AMER A A ——Subject RIS A REFS T R IR B o X B A X — ZER B FE 7 46 ZiU £k Subject
R TT AR RE— MR BLHAR 75 50R .

XU o il 56 e RS N ATRE P AR BE AR SR/ /T B RS e o B, K2 HTIRES Web N TR Pl W SCHF
X GBI AT HTTP ZEAISIE, VRN DA IERE— MR R M I K o R By AR S LU fR Subject 1
S 3 MRS 12 28— T elH 80 R0, Tl 2 AR A AT .

Disabling Subject State Session Storage
fE Shiro 1.2 X PAJE TG, AR P A5 H Shiro (1) AL S — ¥4 Subject IRESFF AR 1E, W UAAEH I
Subject FJIX—Tji, @ T T AR

1E shiro.ini H, 7E securityManager _Jit & I [ 1 )& 1

shiro.ini
[main]

securityManager.subjectDAO.sessionStorageEvaluator.sessionStorageEnabled = false

KB AL Shiro {1 Subject Il RAF AP A 15 15 5K/ 1 /1 B 1 Subject WRE . W EZ i RIFX MG R AT T 5
P S E, X Shiro K2 X 25 5 I 3K /IR F /1 )2 K1IE € 1Y Subject 52

Shiro's Needs vs. Your Needs
i Sessions 1E A7 fili RME NS A5 Shiro AR S HISCHL. E A B AR Sessions.  WHERAR AT AT ACAS 5 2t 1
subject.getSession()BX subject.getSession(true), —™ session {/3A &G % .

A Hybrid Approach

T shiro.ini Fic & 7] (securityManager.subjectDAO.sessionStorageEvaluator.sessionStorageEnabled = false)iX —47 ¥
2225 M shiro NPT 1 Subject fi ] Session F Ay —Ffsiz 3 50 .

B, WA RR A 7 VENE 2 a0 IR LERT RNZA 218 1 e A 7 X PR GVE LR 45 VF 2 B AR P4 R
Ihb . 5t

e tH¥F human Subject (1 Web JIYEZ5FH D T EITRALR) AR S {E A Session.

e 17} non-human Subject (1 API & P im BES — 07 B FHFRIT ) ASRNOZAI%EE session T B4 15 BRI 22 B Al Ress

(] BB AN E o
o WVFPT M E RALR) Subject BB 5E (L B VT 7] R G AINZRAIRES IR EFEE T, (BT AR RIA Y,
Zo

WIERAR TR EXAMRAT71, ARAT ELSEI— > SessionStorageEvaluator .



SessionStorageEvaluator
TEARAR T 542 H AN Subject REREAE T AR Session R EATHPIRASHIE LT, /-7 LLSZE
org.apache.shiro.mgt.SessionStorageEvaluator % I71, 3451 Shiro Wi~ Subject SZ HFF &1l ££ 4% o

RO REH A TTE:
SessionStorageEvaluator

public interface SessionStorageEvaluator {
public boolean isSessionStorageEnabled(Subject subject);

KT RGN APL 5B, 152 L SessionStorageEvaluator [ JavaDoc.
PRA]PASEBX — 82 1, FEAGET Subject, A TR AT HEMH X — e sg A5 ..

Subject Inspection
{H 52 isSessionStorageEnabled(subject)% I VAR, /R A] LL— B Y& Subject JH15 MR /R 75 22 F RAF W8 I 4 7 .
R AT A WIEE ) Subject J7VE#R 2 AT I (gePrincipals()%5) , {HARE IR K Subject SE 2 B

B, 76 Web N FIFE A, G SR % e i@ 03 T 24 11 ServletRequest 1K EdE , /R AT LAFREN % request BXi% response,
RAIZATHS ) Subjce SEISERR_F 5t A& —4~ WebSubject S :

public boolean isSessionStorageEnabled(Subject subject) {

boolean enabled = false;

if(WebUtils.isWeb(Subject)) {
HttpServletRequest request = WebUTtils.getHttpRequest(subject);
//set 'enabled' based on the current request.

}else {
//not a web request - maybe a RMI or daemon invocation?
//set 'enabled' another way ...

}

return enabled;

N.BAEZIF RN B3 N 1275 R& BIX AP SRR ], A OR A AT 375 3K /18 FH /1 2B SO 50mT A2 R R 24858 T 1Y
Subject SEHLIT. KA Shiro FIHEPESIZR, WIRIRETEBIBEE, N T IRIIHESL/ 38,

Configuration
TEPRSEHL T SessionStorageEvaluator 2 [1)5, YRR LATE shiro.ini AL E & :

shiro.ini SessionStorageEvaluator configuration

[main]

sessionStorageEvaluator = com.mycompany.shiro.subject.mgt.MySessionStorageEvaluator
securityManager.subjectDAO.sessionStorageEvaluator = $sessionStorageEvaluator



Web Applications

I Web B FHFE 7 A BAERE— /NG SR A 25 5 b B F BE T 21l B, ANE RS Subject IEERATIHK .
X2 A5 SCHF REST A& Messaging/RMI AG 42 F A FH ke = A= AR B (R 4R o 491 T, 19, /7 T 1R 24 g FH P CASE PR 0 B 8 14 O
B SRV A 21, (HUE LR AP 27 i F REST 5 SOAP, ANZIMAE SR (BN ENTER— MR LIGIE,
W W, REST/SOAP 1K R 4544)

N T SRR hybrid/per-request ) BE 77, noSessionCreation i Ji& 25 4% %8 N £ Shiro A ERIAH Web B fﬂﬁﬁ??ﬂ? s
120 PE A S BH R AETE =K HA 1B 8 I 218 R PRI TSRS IR SE . 78 shiro.ini ([urls] B, RIEH € SOzt 384 7E
TG e i e s 2 BRI AR S iE K I AN S A o

(LR

shiro.ini - Disable Session Creation per request

[urls]

/rest/** = noSessionCreation, authcBasic, ...

XA RS SRV G AT 215 54, (EARVAELIERE R GBI 2 if . &, — /MG KA 1E
FAER) Subject VA T YA A VEF AT — N, K4 B St & — DisabledSessionException 5 :

e httpServletRequest.getSession()

e httpServletRequest.getSession(true)

e subject.getSession()

e subject.getSession(true)

W —™ Subject ZEVj 1] noSessionCreation-protected-URL Z Hl OV H —2xih, W _Fab i PYFE FH AT AR 2 a0 Tt %
TAE

WJE, EIEREOLT, TRV R R 244 s vr:
e httpServletRequest.getSession(false)
e subject.getSession(false)

Web

Configuration(f &)

¥ Shiro 22 KB FA] Web N T 1) & 6] B 1 7 VE R 7E web.xml FHEE B Contextlistener A1 Filter, FEAFR U132 Shiro
T INIBC B S jﬁ*B 3 B INIC B A% 2058 AE Configuration T INI Sections 75, {HFRAEIX B BA KA 4H— L4 4k
1) Web BIREEH 53

Using Spring?
Spring HEZZH 7 BEAPAT R E - W RARAEH Spring, 1RF 152 5¢ T Spring 5 2 1) Web L & .

Web.xml

Shiro 1.2 and later
1E Shiro 1.2 X UAJGRRAS, FriER) Web B HRE I8 70 R 1H A9 XML B3] web.xml SRATUH4E Shiro:



<listener>
<listener-class>org.apache.shiro.web.env.EnvironmentLoaderListener</listener-class>

</listener>

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.ShiroFilter</filter-class>
</filter>

<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>*/</url-pattern>
</filter-mapping>

XA — Shiro INI AL B SCHAEL R ML B E —A, HEHHS R IR
1. /WEB-INF/shiro.ini
2. 1F classpath R H % T shiro.ini 304

T A EIAEC BT A
e EnvironmentLoaderListener #4514k —~ Shiro WebEnvironment 25 (H P E% Shiro FTFE K —HE/E, B3F
SecurityManager) , ffif3 &7t ServletContext HHAEEH VT in] o U SRAR TR BAEAT A B (% 3K 4 WebEnvironment 5k
5], Rl LLEH WebUtils.getRequiredWebEnvironment (ServletContext) .
e ShiroFilter ¥{ F It WebEnvironment X AT Ar] it 38 115 SR $0AT B A 4 B 1) 2 A A o
o IJa, filter-mapping [15E AR T BTG 5 R4 ShiroFilter it JE, N K2 5 Web W FIFE - F FH DAAf (R AR A
RN,

ShiroFilter filter-mapping
B I A LR AT AT HA filter-mapping 75 B Z BT 5 X ShiroFilter filter-mapping, VAfifR Shiro thEELE P LLid JE 4%
T TAERRGE

Custom WebEnvironment Class
RN LN, EnvironmentLoaderListener #5813 — IniWebEnvironment 5241, 231 Shiro &£ INI SCH B E . 40
RIRER, RAPALE web.xml 145 %€ —~ H € X ServletContext context-param:

<context-param>
<param-name>shiroEnvironmentClass</param-name>
<param-value>com.foo.bar.shiro.MyWebEnvironment</param-value>

</context-param>

X YR B 58 X —NMa] il A f1AX % WebEnvironment S245] FIBC B A% 20 AR AT BN B & XHIAT A BLA B
IniWebEnvironment Gl 72, 558 4 L FRAN R BIEC B A% . Blan, anifE AAELE XML HHC & Shiro TS TE INLHT,
fATTAT PABINZEE — AN XML BI523, 4 com.foo.bar.shiro.XmIWebEnviroment.

Custom Configuration Locations



IniWebEnvironment f 23 252 UFIUINZR INI LB SCHE . BROIAIEOL T, IXANE4 B BhHE T TP M2 E - F4K Shiro.ini i
B GLITD .

1. /WEB-INF/shiro.ini

2. classpath:shiro.ini

R e R B ARA o

SR, WSRARAEICIR I FC B E 5 — L B, IR AT LAZE web.xml H1 H contex-param F8 /€ 1% & -

<context-param>
<param-name>shiroConfigLocations</param-name>
<param-value>YOUR_RESOURCE_LOCATION_HERE</param-value>
</context-param>

BRINTEDL R, 1E ServletContext.getResource 77757 LHIHNI R, param-value & 7] AR ARBTIF . 5140,
/WEB-INF/some/path/shiro.ini.

{EARW AT LLFE 58 BARI SO 2258, W classpath 5% URL 7 B, 8 {# ] Shiro SCRFI&E R BIRATSE, 1 10-

e file://home/foobar/myapp/shiro.ini

e classpath:com/foo/bar/shiro.ini
e url:http://confighost.mycompany.com/myapp/shiro.ini

Shiro 1.1 and earlier
7E Web N HFEF H {8 A Shiro 1.1 55 LR AR 1 8% 87 5. (149 75 152 %€ 3L IniShiroFilter 3148 & — filter-mapping:

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
</filter>

<!-- Make sure any request you want accessible to Shiro is filtered. /* catches all -->
<l--requests. Usually this filter mapping is defined first (before all others) to
->
<!l-- ensure that Shiro works in subsequent filters in the filter chain:
->
<filter-mapping>
<filter-name>ShiroFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

1% SCHIERARIP) INIC B /& —ME classpath i H 3% [ Shiro.ini S3CAF (Wl: classpath:shiro.ini) o

Custom Path
TR ARASKEDEE /R ) INI BE B iUAE /WEB-INF/shiro.ini BY classpath:shiro.ini, 7RA] LLiEE —NHE X RIRA E, g
BRI . WIN—A configPath [ init-param, 48 E TEURA7 H


file://home/foobar/myapp/shiro.ini

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
<init-param>
<param-name>configPath</param-name>
<param-value>/WEB-INF/anotherFile.ini</param-value>
<init-param>
</filter>

AERGI] (A2 EE 20 4 B non-prefixed') configPath {H#1f %€ N ServletContext [ & J5ER1E, Bid
ServletContext.getResource 77 ¥%FT & XHTRE U SR AFEHT -

ServletContext resource paths - Shiro 1.2+

ServletContext ¥R 1% /& —ANE Shiro 1.2 BIREHEH OThRE . 7E 1.2 $i kA f5, FTA ) configPath 58 X AZIHE 7€ —
classpath:, file:B url:H7%%.

B4y classpath:, url:, BY file: BT ZERFEH classpath, url, X filesystem A7 &, Rt a] PU4E & HAhAE
ServletContext BJFA7 & . 4.

<init-param>
<param-name>configPath</param-name>
<param-value>url:http://configHost/myApp/shiro.ini</param-value>
</init-param>

Inline Config
5 JE, AT PR INDBC B R 2 web.xml FRTTTANSE H — /N7 INK ST ARAT LU I A init-param (211X 5,
M A& configPath:

<filter>
<filter-name>ShiroFilter</filter-name>
<filter-class>org.apache.shiro.web.servlet.IniShiroFilter</filter-class>
<init-param>
<param-name>config</param-name>
<param-value>

# INI Config Here
</param-value>

</init-param>
</filter>



PR I BT /N TR PR T R 0 S P R P e R AR e TR B el T BUR BB — At e R AL ) — A% I Shiro.ini
A

o IRWIREGNEE T FZ L ENE, AR webxml IRINARAZE ] o

o RATREAE A T web.xml L& oy 55 22 AL E

o IRHZARE N REARMEK, IRAELREF web.xml fIH 26 IF 5 T 12

o REMNNTIGMIERS, AN shiro fil & 0l e EEZ M5 H .

TR ——A AT A AR 0 5 A &
Web INI configuration

& T 7 E ) Configuration &= 1 fi iR AR UE I [main], [user]Fl[roles]Ti4t, K] LLFE shiro.ini 3C/4F 8 € B A web
FEPE I [urls]) i :

# [main], [users] and [roles] above here

[urls]

[urls] T RVFARML— L 7R FRATT L4 LIS AT ] Web HEZEFANAEAERI ARV . FEARIG RN AR 7 A e X & M 8 38 B ok
JLEC URL #§4%!

RGO RIE, DIREE IR, LEARIE N TE web.xml H5E LAY DE RS HE oG Mt . BIME AR MR AE AR AT Shiro 324
AR T REFFAUAE A 13X, (E e RV B e FH R B A

[urls]
£ urls A — 47k 0T
URL_Ant_Path_Expression = Path_Specific_Filter_Chain

filan

[urls]

/index.html = anon

/user/create = anon

Juser/** = authc

/admin/** = authc, roles[administrator]
/rest/** = authc, rest

/remoting/rpc/** = authc, perms["remot:invoke"]

FE R RILA TR 101X L AT 1 BAR 2 3o

URL Path Expressions
G RS Web NIRRT SCR H A KHT Ant RS 84208 5.

B0, ABBLRAT QR I [urls]AT

/account/** = ssl, authc



BEATEREH,  “ATAR X IR F R H /accout BUAT AR & 1+ 4542  (/account/foo, account/bar/baz, Z545) ik R HL K it
K'ssl, authc' i JEZSEE” o FATEAE F TSI IE 285 .

HEE, A M RRIAER AR TR AR P LR SO E RS M. 1% B RS 0 R R — RARTE A B 5
E TR T, W www.somehost.com/myapp , #AJ5 X4 €& F T www.anotherhost.com (% 'myapp' ¥
H3) , XFEMILEE SS9k S: TAE. AT B R AR & HXT T HittpServietRequest.getContextPath() FIME K [

Order Matters!
URL 23R 1A A g0 e ST 17 4 Wi A& A P38 =K, FF81& FIRST MATCH
WINS X — 50, i, iEFAMREER W NEERE Y-

/account/** = ssl, authc
/account/signup = anon

L AL N )i SR B 7617 ] /account/signup/index.html (Ji 45 'anon'ymous
FEBREVT D, ARSI JE R K A /account/** IR 2R
—/NILHEE TAENRER,  “RHEB” T HARE L.

TEZATAE LT FIRST MATCH WINS [ 5 U 58 SRR It i S e 1

Filter Chain Definitions
S TAURE S RITHIIES SR, FHRPATILEGZIS AR ITE K. BRI & DL A%
filterl[optional_configl], filter2[optional_config2], ..., filterN[optional_configN]

#H:
o filterN 2 —N5E X AE[main]) T [ filter bean 144 %
o [optional_configN]J& —/N I & 465 P IR RE 2 I ER AR, 458 I JESs A R e & U7 /F 8 (RNl JE s,
MR EAARE ! ) o HFZIIERNNZ URL AT AT EZRpE M E, /KA DLZBRHE S, T4 filteNr[]
AR T filterN.

PN RS bR B4 T 8E (XABIFRD , BTSRRIy I S5y € S URIE 5 70 B P, IX R R
HLRENS I IEIX B

e, B IERE T M 7 N E LB K, BIMER R & ER & (B, BT —ANEE R, mE R —A
HTTP $5RACRS, EIERSE) o B, EAT Al B VX IE R4 SHE I XA JE A B 2A R 24 AL

B RBERE R R AR B HAR L B AR H B, Bl [optional_configN]— /M JEE AR ERFH — &7, 42— DX Shiro 1 JEA%
& AT B Th RE .

PR A] DLIXFEM,  an R R ARG /R B &/ javax.servlet.Filter FISZELAT T, BRI e e 125
org.apache.shiro.web.filter.PathMatchingFilter.

Available Filters
FE T Y 2 B T Re e AT 15 g s U Wk E A [main] T 7E [main) T IR EAI 1 44 R A 1 pE g ik e X
4. .

[main]


http://www.somehost.com/myapp
http://www.anotherhost.com/

myFilter = com.company.web.some.Filterimplementation
myFilter.propertyl = valuel

[urls]
/some/path/** = myFilter

Default Filters
MIEIT A Web B HFEFRS, Shiro ¥ aG%8—2F HAIERIA Filter S245], 3 B B HLAE [main) T K ST E AR H
YRATPATE main HFECEEAT, SIEEIRIEER & AR 2 S A AT HAR ) bean Fl reference. f51:

[main]

# Notice how we didn't define the class for the FormAuthenticationFilter(‘authc') - it is instantiated and available
already:
authc.loginUrl = /login.jsp

[urls]
# make sure the end-user is authenticated. If not, redirect to the 'authc.loginUrl' above,
# and after successful authentication, redirect them back to the original account page they

# were trying to view:
/account/** = authc

H a3 ] HI BRI Filter S /&4 DefaultFilter He28 g U, M AR T BUE W CE A FR. EMTE:

Filter Name Class

anon org.apache.shiro.web.filter.authc.AnonymousFilter

authc org.apache.shiro.web.filter.authc.FormAuthenticationFilter
authcBasic org.apache.shiro.web filter.authc.BasicHttpAuthenticationFilter
logout org.apache.shiro.web.filter.authc.LogoutFilter

noSessionCreation | org.apache.shiro.web.filter.session.NoSessionCreationFilter

perms org.apache.shiro.web.filter.authz.PermissionAuthorizationFilter
port org.apache.shiro.web filter.authz.PortFilter

rest org.apache.shiro.web filter.authz.HttpMethodPermissionFilter
roles org.apache.shiro.web filter.authz.RolesAuthorizationFilter

ssl org.apache.shiro.web.filter.authz.SslIFilter

user org.apache.shiro.web. filter.authz.UserFilter



Shiro 1.2
'logout' F1'noSessionCreation' i JiE 241V AV £E SVN trunk/snapshot builds 1. 24 Shiro 1.2 & A BB EA T2 7] F .

Enabling and Disabling Filters

Upcoming Feature, Not Yet Released
ZIREE AW R AT . B IAELAE Shiro 1.2.0-SNAPSHOT builds F1 7] Fl . WHRVRT EiZIN6E, 7 M Shiro (1)
subversion trunk 4w, BE i —4> SNAPSHOT %1% E 3| 1.2.0 final KA.

HH?JZE'?EHLKTE%&%EXM%U (web.xml, Shiro [f] INI %5) FHIRHIB]F, VRIEE7E 2 8E A5 ek m it
JERS, IR JEAREE P AL IR T ORI pEAS

{E7E Shiro 1.2 T8 ) — N H7 D BE R AN i AN B 258 A% B e D4 R im ] Bl Pl B 25 - 2 R s FH CBRIABCED
IBATERKG T — ety . WOREEA, A% e K SL VR R L RIIEL £ FilterChain (1R —ANJu& . KA AL
T FBOC B M Ak A DB AR R RS, B AR = AT PR M SR A b A .

R A EKIIMES, BUONEE TR € F R 8 B — N I DE A L B e S il g i CRRR/K AR HLIEE ) €
HENTTE

Shiro JE 1 & 1] OncePerRequestFilter $ 5 555K 58 X s5 . BT A Shiro FOAS 52 KV PR il A e 18 2% SE B 2R sL X — A,
Rl AN 5 B JE B BERL B e A S S B o Wi RAR TR B SL bk Thae, /RAT LN B S it 8% s gk X N2k
¥

SHIRO-224 ¥4 B AT ik pE s FHIX T aE, AN H ZABLL OncePerRequestFilter 1138, U JRIX X /R1R 5 %L,
15 NIXA issue L,

General Enabling/Disabling
OncePerRequestFilter (X T T2%) SCFF Enabling/Disabling T & 3R ) per-request FE7i .

— AT 1 K 8 a2 — iy g 2 il i W B enabled JE A true B false. ERIAIIHE 2 true T KE
Hoh e A B R T EHATH, RIS B — e s B .

BN, AE shiro.ini /7:

[main]

# configure Shiro's default 'ssl' filter to be disabled while testing:
ssl.enabled = false

[urls]

/some/path = ssl, authc
/another/path = ssl, roles[admin]

IR, VFZIEIER URL AR AR TS B R gt it SSL IERLARIE . fEFF AP 1% E SSL &4 NH ¥ H 2R ). 7EFF
KBS, VRATDAZER] ssl ik yE#S . 3B = i, /R Bl A el — M E B —— X LT3 5 A URL #5152 EK
P A Shiro LB EHE H1H%Z .



Request-specific Enabling/Disabling
OncePerRequestFilter SEPR_E H e I JE 4% /5 FH BAE F /2 22 T'E 11 isEnabled(request, response) /7%

ZITVEERINIR [B] enabled J@MERIME, %@ YEEH K enabling/disabling F TR & B FFAER . WS ARAE B ] B2k
FH— TR bR AR s SR I g8 4%, /RmT U\ I 78 3% OncePerRequestFilter /] isEnabled(request, response) /5 12:3k
PATHE 2 1R A

Path-specific Enabling/Disabling
Shiro ] PathMatchingFilter (—“> OncePerRequestFilter f{J %) REME XS 3 T it JE A4 8 A2 FOC BAF B R Mo IX
RRE R AT LS 8 — N i A 2 T B R AR E BRI B, B T 4& A1 request 1 response.

W R AR T EE R 0 X UL C Y B AR AN R 5 PR AR T B H S SR A W — AN i B 482 502 3 FH I EEE Y, A 2 id stk 78 5
OncePerRequestFilter ] isEnabled(request, reponse) /775, RN 1% &7 i PathMatchingFilter [ isEnabled(request,
response) /7%

Remember Me Services
Shiro K347 rememberMe' Ik 55 U152 AuthenticationToken 528 T
org.apache.shiro.authc.RememberMeAuthenticationToken £ . 1% IR E T — 1k

boolean isRememberMe();

W1ERIZ IR true, Shiro K& FEREA 2l ic A 4 dm AT (K S 43 1D

UsernamePasswordToken and RememberMe
22548 FH 1Y) UsernamePasswordToken 24523 T RememberMeAuthenticationToken 211, 337 rememberMe &%,

Programmatic Support
EA TR rememberMe, AR7] DAFE—ANSCHRAZACE 2R EHEE E BN true. B0, (8 HFRAER

UsernamePasswordToken:

UsernamePasswordToken token = new UsernamePasswordToken(username, password);
token.setRememberMe(true);
SecurityUtils.getSubject().login(token);

Form-based Login

ST Web MRS, authe I JERS BRI & FormAuthenticationFilter. ‘&3 £7Kf'rememberMe' HA5 /REAE N —4
form/request ZH1LHL. ERIAHL, THIEZ request ZH A i 4 N rememberMe. I & — NS HFIX &Y shiro.ini Bt
B HHr

[main]
authc.loginUrl = /login.jsp

[urls]



# your login form page here:
login.jsp = authc

[F B EAR B web form 18—~ 42 N'rememberMe'ff] checkbox.

<form ...>
Username: <input type="text" name="username"/> <br/>
Password:<input type="password" name="password"/>

<input type="checkbox" name="rememberMe" value="true"/>Remember Me?

</form>

ZRiAHL, FormAuthenticationFilter <> 3344 A username, password /% rememberMe [ request 5. WX EEA
&l VR A8 FH ) form Fr R B84, FRATREAEZE FormAuthenticationFilter L BiX 65 ¥4 . Hltn, 7E shiro.ini 41:

[main]

authc.loginUrl = /whatever.jsp

authc.usernameParam = somethingOtherThanUsername
authc.passswordParam = somthingOtherThanPassword
authc.rememberMeParam = somethingOtherThanRememberMe

Cookie configuration
YRA] PLIE I 5E {{RememberMeManager}} ) %% J5 T ) cookie J& KL B rememberMe cookie #2147 TAE ). #lm,
1E shiro.ini F:

[main]

securityManager.rememberMeManager.cookie.name = foo
securityManager.rememberMeManager.cookie.maxAge = blah

&2 I, CookieRememberMeManager & SimpleCookie 1] JavaDoc S 7R HHUE £ [1Ihc & J& M.
Custom RememberMeManager

MNAZIERR], BRINFEET cookie ) RememberMeManager SEIANFF EARII TR, AR AT LG NAR AR = 3R K4 AF 3
securityManager 47, FARAREC B AR AT HAR R 5] H — -

[main]

rememberMeManager = com.my.impl.RememberMeManager
securityManager.rememberMeManager = SrememberMeManager



JSP/GSP Tag Library
Apache Shiro $2fit T —/> Subject-aware JSP/GSP ¥R25 s, ‘& R VFURIEHIURIK ISP, ISTL BY GSP T [ 3£ T~ 247 Subject
PR EATH o IX0FTARYE B A A A B B2 24 i F - B a1 DL TR AR BOIR S 2 AH 29 T

Tag Library Configuration

PRAE P 4t IR SCAT(TLD )WAT AL 7E META-INF/shiro.tld SCAF T shiro-web.jar SCIFHT . EAE AEIFRAE, @ I0N H—47
FIR ISP BT CHAEATRE LRI TR 4D AT .

<% @ taglib prefix="shiro" uri="http://shiro.apache.org/tags" %>

AL shiro AT 2 H LA B shiro FRZEE M 2 250, MORR AT LAFR AT AR BRI 4 -
IAERATET R — %S, IR B2 Wi RIS G UL 1

The guest tag

guest MM TR EE S HINE, 1 2ETH Subject # AN &2 'guest'tf . 'guest' s 45 EAH G4 1D AL Subject.
R, FATHEARIER PR, BT &3t AW 1A 78 B — R I5 i1 82 4E (RememberMe AR 55D o
Bl

<shiro:guest>
Hi there! Please <a href="login.jsp">Login</a> or <a href="signup.jsp">Signup</a>today!
</shiro:guest>

guest ¥R 5 user RSB 4R AH X -

The user tag

user IR TR EE S FINE, 2298017 Subject #A N AE user' i o 'user' 7E_ R SCH A E SCA— N EXT 47 ID
f) Subject, BXZE R INIET B 143 5AIE M8 12 'RememberMe IR 55 1. 1E1E R IX MRELETE X _E 5 authenticated #3252
AN, authenticated FRZE T A K4 o

Bl5

<shiro:user>
Welcome back John! Not John? Click <a href="login.jsp">here<a> to login.
</shiro:user>

usre #3255 guest AR I8 AR -

The authenticated tag

AU 2 21/ P A 2900 2 1E A D@ I 7 S BIE authenticated #2542 BN EE AR, B user FR2E
NIERE . E AR _E 5 notAuthenticated' FRZSAH 2 o

authenticated Fr%& A A 2441 Subject 7EH M HTH) 2 ih s D@ S 1 Sk 4 2 Bl E RN A . B user Fx
ZEHE MRS, authenticated B2l 7EBUB I TAERLH FREA RS 0 1D /2 AT HE

Bl5



<shiro:authenticated>
<a href="updateAccount.jsp">Update your contact information</a>.
</shiro:authenticated>

authenticated $125 5 notAuthenticated FRZEI2 H#AH X -

The notAuthenticated tag
notAuthenticated #2514 2 /R BT AL E N ZE, WIS 4 TT Subject 383 A 7EH 1 FT 2 1 1 Rl D) @ i 38 E

Bil5

<shiro:notAuthenticated>
Please <a href="login.jsp">login</a> in order to update your credit card information.
</shiro:notAuthenticated>

notAuthenticated #7255 Authenticated FR251Z 45 4H I
The principal tag
principal Fr2H 25 Subject B4R (BRiRJEME) SR ZEM RN,

FRAATRR R, WARZKEAE A principal 1 toString(ME R I UL . 41 (1K principal & — AN F4AF R I H
)

Hello, <shiro:principal/>, how are you today?

X CRE D ST T

Hello, <%= SecurityUtils.getSubject().getPrincipal().toString() %>, how are you today?

Typed principal
principal W2 ERINE LT, R 5E 1% principal % Hi /& subject.getPrincipal() B . (B VR AR H — DA T E principal
HE, 128 T 55— Subject [¥] principal collection, &I LIl 2SR Z principal 1% H 118

Bltn, %t Subject KT ID (AR username) , 1% 1% ID J& T principal collection:

User ID: <principal type="java.lang.Integer"/>

X CREHD SE0 T R

User ID: <%= SecurityUtils.getSubject().getPrincipals().oneByType(Integer.class).toString() %>

Principal property

{HI1 5% principal (G 2R\ T K principal B2 _FTH ) 'typed' principal) /& — N2 24 5 G AS /& — AN B 755 £

1 HARA 2 5] H 1% principal LI — M@ MHIZE A IME? /R0 LU property JB SR K KR property 142 FRK HL A
(BT JavaBeans FEZEHT getter 7AiM o BN (= EH principal /&—> User X %) -



Hello, <shiro:principal property="firstName"/>, how are you today?

K COREHD SE0 T R

Hello, <%= SecurityUtils.getSubject().getPrincipal().getFirstName().toString() %>, how are you today?

¥, SERMEN.

Hello, <shiro:principal type="com.foo.User" property="firstName"/>, how are you today?

IXAAR KRR B S AT R

Hello, <%= SecurityUtils.getSubject().getPrincipals.oneByType(com.foo.User.class).getFirstName().toString() %>, how are
you today?

The hasRole tag
hasRole FrZH 2 BRE TR S N E, U4 41T Subject 4% 0BC 7 BARMI M .

filtn

<shiro:hasRole name="administrator">
<a href="admin.jsp">Administer the system</a>
</shiro:hasRole>

hasRole #1255 lacksRole #2512 i 4H 2

The lacksRole tag
lacksRole FREFF < R EFTEL S N A, 104 2417 Subject A% 70 C B AT Mt

Bt

<shiro:lacksRole name="administrator">
Sorry, you are not allowed to administer the system.
</shiro:lacksRole>

lacksRole F7r%: 5 hasRole Fr&5i% HAH < o

The hasAnyRole tag

hasAnyRole #7325 2 B ETE SN, WHRLHTH Subject #i2 AL TIEE—A kA TE S BH ML 5] R H
A BAR A

1

<shiro:hasAnyRole name="developer, project manager, administrator">



You are either a developer, project manager, or administrater.
</shiro:hasAnyRole>

hasAnyRole #5345 H RIIE AT 5 2 12 A X AIFRAE .

The hasPermission tag

hasPermission PR 2 BoR E TR S N A, 0220 Subject “HHA 7 (ZHE) FrEBR. Wted, MR
AHEE I RE
Bilhn:

<shiro:hasPermission name="user:create">
<a href="createUser.jsp">Create a new User</a>
</shiro:hasPermission>

hasPermission #1255 lacksPermission #2518 4540 % o

The lacksPermission tag

lacksPermission FRZEBF2x R BTSN E, IV 242401 Subject WA TIA (Z58) FEmRR. i il, HP%
HHEE RIBE
s

<shiro:lacksPermission name="user:delete">
Sorry, you are not allowed to deleted user accounts.
</shiro:hasPermission>

lacksPermission $1255 hasPermission ¥5%5 32 5 AH I

Lend a hand with documentation

FATA AR W] AT B AR F Apache Shiro BT TAE,  FRATTHI AVALE A Wr el A9 Fe iz ok . R AR AR 35 B
Shiro BiH, EH BN, ¥R, SRR T EZRHTT . S — SRR 7 IRATIM R, A
it 7 Shiros

TR TS P ST e T B 10 7 V2 R L AR B P iR B F P I TR

Caching

Shiro JT &% A1 B\ B A FEVF 2 B AR 5 PR RE 2 EOCE 2. Caching /2 B — RITFIR S — M @ESLAE Shiro HH—IR L)
fE, DU PR st E DR R T RE R

SR1MT, Caching 1EN— M2 Shiro FISEAA G5y, SCIL—NE BRI SATHLS & L 2HELZ OB S AN S o
AN, Shiro FIAFE CRrFEAR 2 — S (B3 API, BOF “A8” FE—DNEERBIEAENLHI =5 (5140, Ehcache,
OSCache, Terracotta, Coherence, GigaSpaces, JBossCache %) . . X f0¥F Shiro Zum H F i B AR E R AT A7) 2%
TERLH o



Caching API
Shiro H =N EE M GAFH
e CacheManager - 15T FTA A7 N EEE AN E, ©iR[A Cache S,
e Cache- 44 key/value X7,
e CacheManagerAware - jii it A8 Z 2SI A CacheManager SR ZEL -5k 5B

CacheManager iR [F] Cache 5, FFA[EIf#) Shiro ZHAFA# FHIX %L Cache SR 22 A7 Wb LA o AT AR SEL T
CacheManagerAware [1] Shiro ZH/1¥ 2 H ahh 2 — /ML & 47 1) CacheManager, 1% CacheManager fgfi% H K3k HX
Cache L4,

Shiro ] SecurityManager 231 J2 A5 AuthorizingRealm SZIL#RSEHL T CacheManagerAware . W1 5EA/RE SecurityManager

% #E T CacheManger, ‘B &RiTRtL&H e ERSLHL T CacheManagerAware 1% Fi A [F] 1] Realm L (00
delegation) . 41, 7E shiro.ini H:

example shiro.ini CacheManager configuration

securityManager.realms = SmyRealm1, SmyRealm2, ... SmyRealmN
cacheManager = my.implementation.of.CacheManager

# at this point, the securityManager and all CacheManagerAware
# realms have been set with the cacheManager instance

FATHAE —ASLEP AT EnCacheManager SE8,  [Alt, GnRARAERITE, S RAATLAMER . Mk, RISl E
T CacheManager (Uf# 1 Coherence %) , FH& LIMAAFRC & E, 1RSSR HIBERTT .

Authorization Cache Invalidation
B¢ J5 15V & AuthorizingRealm 75— clearCachedAuthorizationInfo J5VEBEME 4 21 H , P RIS IR IR IR P 2 471

BRUE S eIl A SGER IR, RS Z VLRSI SRR & A 1 B8 ORBROR T U 3B 1 e 5 4 2k
W .

Concurrency & Multithreading

TODO: AFH ¥

Testing with Apache Shiro

SRS PIX—FB o 48 1 AR FR Tl an e {E ] Shiro.

What to know for tests

BT RATEL M M3 T Subject reference, FRATTAIIE Subject /& “H4RTHAT” H IR € %MWK, Hi% Subject 52
5148 72 2| — AL FE AR R FRATI R0 7E LR AZ AT BA B AT AT B 8] R YEAE AT 12 46

REWRE =AM R PG LU B, N T RS SCRF UG A 4 T IEAE SR AT 1 Subject::



1. Wi E—> Subject S

2. Subject SEA AL E M ETHAT IR .

3. HFELERRPATE (B ZLEPATIHH 2D , 1% Subject IR IR YN E R IR 1 Z R FEFEA T ML IR
Fi {54 clean'.

Shiro 5 N IEAEIZAT R IRE R B S AT S0 E [/ BRIV E AR AL B, 7E Web M AFER T, il )
— MR, Shiro IR IESSHAT IZEH . Hl1 T IAIMEAHEZEAF, AT ZH Sk A CRMHSHESR A
T ILIRE /RRR TN E Z

Test Setup
Hfi I AEAE Q-4 Subject SEBIJE, B AUISELRE . (ERLAE (ALK T H, A test) SERIITIR,
FRATT DA 20 AR Subject L E KARFFLEFLN] clean'.

SEIE A, BARIIRAEZE AT JUnit AT TestNG B2 RERSTE A 1 S 7' setup' Fl 'teardown' B & o FRATT AT DAF FHIX — 2 KR
KA Shiro fE—> “5E3EM” BT H M4 . ATCEAE N HAIE T — MREELER B SR A 8 H
)4t RIS —— i 2 A ) RS 5 SRR B A5 X PR 1A B B A B e U AR AR Rl o A5 FH (AR A5 Hh A A Junit,
{H TestNG tH e TAE/FRIF) -

AbstractShiroTest

import org.apache.shiro.SecurityUtils;

import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.subject.support.SubjectThreadState;
import org.apache.shiro.util.LifecycleUtils;

import org.apache.shiro.util. ThreadState;

import org.junit.AfterClass;

/**
*Abstract test case enabling Shiro in test environments.
*/
public abstract class AbstractShiroTest {
private static ThreadState subjectThreadState;
public AbstractShiroTest() {

}

/**
* Allows subclasses to set the currently executing {@link Subject} instance.
*
* @param subject the Subject instance
*/
protected void setSubject(Subject subject) {
clearSubject();
subjectThreadState = createThreadState(subject);
subjectThreadState.bind();

protected Subject getSubject() {
return SecurityUtils.getSubject();



protected ThreadState createThreadState(Subject subject) {
return new SubjectThreadState(subject);

/**
* Clears Shiro's thread state, ensuring the thread remains clean for future test execution.
*/
protected void clearSubject() {
doClearSubject();

private static void doClearSubject() {
if (subjectThreadState != null) {
subjectThreadState.clear();
subjectThreadState = null;

protected static void setSecurityManager(SecurityManager securityManager) {
SecurityUtils.setSecurityManager(securityManager);

protected static SecurityManager getSecurityManager() {
return SecurityUtils.getSecurityManager();

@AfterClass
public static void tearDownShiro() {
doClearSubject();
try {
SecurityManager securityManager = getSecurityManager();
LifecycleUtils.destroy(securityManager);
} catch (UnavailableSecurityManagerException e) {
//we don't care about this when cleaning up the test environment
//(for example, maybe the subclass is a unit test and it didn't
//need a SecurityManager instance because it was using only
//mock Subject instances)

}

setSecurityManager(null);

Testing & Frameworks

1E AbstractShiroTest 25741 FIACAL{d F Shiro HJ ThreadState & & — /Nt &5 SecurityManager. 1% S84 AR 7L 0 FIHE
BEARS T RARA I, R LA G e S R ARG s A .

KZHfd A shiro TAER T EMIRZEFER — SR Zam 7, JLT RS2 EH Shiro I EH & EEALE], B
Subject.associateWith Fl Subject.execute J7i%. 1XE7775 4L 1E Subject thread association 275 Sk H .



Unit Testing

BT SR MR RS, HARBARID R AEA PRAE N . AR5 18 2 Shiro I, R IEZE A2 IR
T HER% 5 Shiro 1) AP IEMf IE AT —— R AN MO T Shiro MISLILE & TAEIEH GX /2 Shiro & HIBALE Shiro HIAX
Hd 2 DA TR R R ZR V8D ) 5

DK Shiro AISEBLE 55 VR A SEL O A TAF R B SERIR RN CRIie) .

ExampleShiroUnitTest

AT e IE T AR R AN R AT Be i A AR SEI0) X0 TR R I AR T O AT AT API SR i3 2
MRIFR TR XRS5 Shiro TAEFRRIF——R ] LA, Subject SEM, FEAEE ST IE B TR RS, 3
B8 f5 8 A T A AR A S )

HIEG ESCHTA, 7E Shiro Pl S8 2 ZHC AR MK HAT IR (T Subject SEFI (B BRITSEA)) A Z04EE 312k
Feo BRI, BA T 5 ZAS 2 G0 € AL Subject LA OR A FLIIREAT

(X Ma118 B EasyMock, {H Mockito tH [FFEHE TAESIREF) -

import org.apache.shiro.subject.Subject;
import org.junit.After;
import org.junit.Test;

import static org.easymock.EasyMock.*;

/**
* Simple example test class showing how one may perform unit tests for code that requires Shiro APls
*/
public class ExampleShiroUnitTest extends AbstractShiroTest {
@Test
public void testSimple() {
//1. Create a mock authenticated Subject instance for the test to run:
Sujbect subjectUnderTest = createNiceMock(Subject.class);
expect(subjectUnderTest.isAuthenticated()).andReturn(true);

//2. Bind the subject to the current thread:
setSubject(subjectUnderTest);

//perform test logic here. Any call to
//SecurityUtils.getSubject() directly (or nested in the
//call stack) will work properly.

@After

public void tearDownSubject() {
//3. Unbind the subject from the current thread:
clearSubject();



WEWRTE B, A 1&H WAL — Shiro SecurityManager =25 5 it & — > Realm BATAM{GIXFERI A TE . FoATT ) B
B — ML Subject 52451, FRIEIL A setSubject 77K E G0 e BILFE o 1K A CRATART 72 FRATTIARAD 18
BEACRS TR IR AT IEMR A SecurityUtils.getSubject() 1IE % TAE .

TEVERE, setSubject J7VESCHUKEE E VR Subject BIZkFE, HEUPEAAE, BEBEMRIET —ANAF R Subject W H
setSubject B EL B /R I A it A F clearSubject()K & MR FE B Ik

TRHF Subject Z85E BIZ AR Z I 8] (ERAE—ASF I b RS e — B Se i) B TR S AR 75 5K

tearDownSubject()
TESEA5 H 1] tearDownSubject() 7 VA T Junit 4 TERSRIf R 1Z Subject TERANIA T VAT G 85 RR, A8 K4
2o IRBERARBES.—ANHTI Subject S K& ¥ B B 75 EHAT B9 H .

SRIMIX A LR B . Bilhn, ARa] LR IRR TG 4852 — 4S8 1K) Subject 529 Gl setSubject) , a2
14, 1 @Before-annotated /7% (EHUNFRAREG X A, VRA] LAFE# ] @After tearDownSubject() 75 V2R AR 57 X6t
X M 'clean's

PRA] AR B AE B 5 vk iR & M ULHL % setup/teardown 1% #5 5fif ] @Before Al @After JF B R BEARINAEE. T
MR5E )5, AbstractShiroTest HZS7E LIE EFFHES 2K Subject MERFEMRREEE, BN @After JEREAEE M
tearDownShiro() 5 V%7,

Integration Testing
BAEFRATE 7B sR R E, AEFRATI18— 2O T A N 25 7 o B el a2 48 NS AP 3 S SEEt . 1
an, WA B S A SEHLR TS LAE, H B SEIUR Ml e M S .

VRFEIREW AT LLZE Shiro Fp R fa i PHATEE It . Shiro ) SecurityManager SE41| J2 & BT EL-& I Z= 18 (U Realms Al
SessionManager 55) #B& 5 AR/ WAZ IR R BT POJO . IX R VR AT LU RE— ANMRIAT BRSO g -4 5%
— SecurityManager S o SRS EIZITHS, EATHAEH “ESXM” SecurityManager, H -5 R AT H
AHAZ 1) Subject SEBPKE S AEIZ AT fE A

ExampleShirolntegrationTest
N SIS E AR S BT T S LR AR R, HIX 3 AP IRAA AN
1. HAER T step'0', B EL— “HEHZH” SecurityManager 241 .
2. Step 1 Hl{EIEIL Subject.Builder #i&—A> “H LM Subject S, I ESRE FIZAE.

LERERIGNE SIRRRGEE (step 2 Al 3) 5 i il sl v i VE F—
import org.apache.shiro.config.IniSecurityManagerFactory;

import org.apache.shiro.mgt.SecurityManager;

import org.apache.shiro.subject.Subject;

import org.apache.shiro.util.Factory;

import org.junit.After;

import org.junit.BeforeClass;

import org.junit.Test;

public class ExampleShirolntegrationTest extends AbstractShiroTest {
@BeforeClass
public static void beforeClass() {
//0. Build and set the SecurityManager used to build Subject instances used in your tests



// This typically only needs to be done once per class if your shiro.ini doesn't change,

// otherwise, you'll need to do this logic in each test that is different
Factory<SecurityManager> factory = new IniSecurityManagerFactory("classpath:test.shiro.ini");
setSecurityManager(factory.getinstance());

@Test
public void testSimple() {
//1. Build the Subject instance for the test to run:
Subject subjectUnderTest = new Subject.Builder(getSecurityManager()).buildSubject();

//2. Bind the subject to the current thread:
setSubject(subjectUnderTest);

//perform test logic here. Any call to
//SecurityUtils.getSubject() directly (or nested in the
//call stack) will work properly.

@After

public void tearDownSubject() {
//3. Unbind the subject from the current thread:
clearSubject();

WEWPRFTE RN, —ANHARK) SecurityManager S S2BI4k, FEiE I setSecurityManager 7775458 F 4% i 8 0% X6t
HAFAT VTR o ARG IR JT VL REMS 1 FH 1% SecurityManager, 241 F Subject.Builder J5iE i i FH getSecurityManager() /s
%

LB B SecurityManager S48 7E @BeforeClass W B 77EH R B — IR——— T K2 B0 243 A3 4
o WRARAR, ARTTLLENEE—ANHT SecurityManager S8 H-7E AT AT B fige AT ART AT 758 1T setSerurityManager Sk
WEE——Fln, ReIges 51 FHANASEini SO — MR IE /R I 7 R IR 58T SecurityManager.

wJE, 58I ¥ —+F, AbstractShiroTest NG 2TH BRI Shiro 774 (LE{FT/7£1E ] SecurityManager X Subject
SEf)) @I E 1 @AfterClass tearDownShiro() 77 VAR fRIZ A2 E T ANIAZIE 1T i) 2 'clean' [

Lend a hand with documentation

P AR W] A B AR F Apache Shiro FITA) TAE,  FRATTH AVALE A Wr el A1 F@ iz ok« i SRR AR 35 By
Shiro W H , EHEBE, ¥R, SERINSCREBIRIANTEZRHTT . R — m R R T AT IR,
ik 1 Shiro.

TR TS P ST s T B0 7 V2 R L R B P 1R B F P I TR

Custom Subjects

Understanding Subjects in Apache Shiro(¥f# Apache Shiro /] Subject)



ZTCEEN], {E Apache Shiro H7 ¢ B Z K HE & 5l /& Subject. 'Subject'fXAX & — N L4 ARIE, RIEN T H T E €
LA A7 . —A> Shiro Subject SEBIXFR T — N — R HFET H 7 12 RS AERAE .

XA LR
e authentication(login)
e authorization(access control)
e session access
e logout

FAVEAR T LB EFON"User" T IXFE “IRERNL” , HEFRATREANZFEM: RZMNHRETFIAR API 4 FH
H C.I1 User classes/frameworks, AT EFIR LR, tLAh, 7248, "Subject"iX i 3Zfr 2 A AR

&,

Shiro 1] API NN FH 2 3 i Subject A O FETE S RE . Mgl HFE P2 R, K25 HEEF TR A AR
FEWEA AT IEE AT IR P . EAAN R P iE W RE W iE I e 1 S FIMLH] (UserService &) RE AL 7,
{H9 e B A vERy, BB S WA LRI ? 7

mARE 8 SecurityManager T LU $8AT1AT Subject, {H A 55T 247 FH F /Subject 1) 3 A2 FF AL BE 5 AR, BEELW .

The Currently Executing Subject(Z4 i 14T ¥ Subject)
JUFERERET, REEWIRTS LTI AT Y Subject L {# F| org.apache.shiro.SecurityUtils:

Subject currentUser = SecurityUtils.getSubject();

getSubject() /7 ¥ F — AL SRR R AZ N R 7T LUK (8] —ANE N TR P4 A AL B E 3T F P B8 (9 Subject,
FEMRSS 2 BT (U, Web MFREF) , E2ET5 H AT A2 B 1% A I RARSC 1 AT Hods_E3R1S Subject.

BIRIRAS T AT Subject J5, TREENS e L4

UARARAEAEARATT AT session ARAEF XS I P AZAF R Y, AR A4 HOAATEY session:

Session session = currentUser.getSession();
session.setAttribute( "someKey", "aValue" );

Session f&—™ Shiro I EARSLH], BEHEME T KR ZHAIRE H EA HttpSessions A IR TH, (HA —L/MYLF AT —
MERBIX A EATE—A HTTP 15!

WRTE Web WHFEFHNEEE, BRIAAD Session K& &2 T HttpSession ). {HJ&, fE—HE Web i, {FixX/
fd] BLIF) Quickstart, Shiro #52xERIA H 33 FH e [ Enterprise Session Management. X =& VR A LLEERIIN TR
H S FAHIE AP, fEARATE, LB, XATHF 7 R ARt A, H TR 2L session B FHFEFA
FH# s iE £ HttpSession BY EJB Stateful Session Beans. ] H., A% P imH RELEBE 0L I F o im 84 .

FITEL, URBAE AT DLSRHC— A Subject LA ABATTRY Session. % T~ EIEA H R VE G BB AR, an AR T8 fovr
RS H—— xS A AR A & 7

ML, BRI REXT LN X LA A o FRATTI Subject SRR 74 ATHIA T, (HESGRSERR BRI AT e ? e,
AR AL B —— 2 i, BRI Gk A, AR T XA



if ( lcurrentUser.isAuthenticated() ) {
//collect user principals and credentials in a gui specific manner
//such as username/password html form, X509 certificate, OpenlD, etc.
//We'll use the username/password example here since it is the most common.
//(do you know what movie this is from? :)
UsernamePasswordToken token = new UsernamePasswordToken("lonestarr", "vespa");
//this is all you have to do to support 'remember me' (no config - built in!):
token.setRememberMe(true);

currentUser.login(token);

e 7! ElRRAL T,
EARAATT B R SR T /B ARE? AT LA RS 45 R R AP 5 R 5 YRR B EORZE T AT 4

try {
currentUser.login( token );
//if no exception, that's it, we're done!
} catch ( UnknownAccountException uae ) {
//username wasn't in the system, show them an error message?
} catch ( IncorrectCredentialsException ice ) {
//password didn't match, try again?
} catch ( LockedAccountException lae ) {

//account for that username is locked - can't login. Show them a message?
... more types exceptions to check if you want ...

} catch ( AuthenticationException ae ) {
//unexpected condition - error?

R, AE NN AR /GUI RN 51, ATLE T R i B B BonH B n & mA -~ (g, “ERgHERE5ZH-4
XTI o 7 ) o BVFZAFEMERN FE R, S ReT B IR CEE X R, X R ATEEZ Shiro
AR . FRFENR, 1 AF AuthenticationException [ JavaDoc.

W7, BAE, ATE T —NEKAS, JATEAH4 7T LAY ?

Eeo7ud, A AT

//print their identifying principal (in this case, a username);
log.info( "User [" + currentUser.getPrincipal() + "] logged in successfully." );

FATIE W] AT AbA TR 7545 5 52 110 1 €

if ( currentUser.hasRole( "schwartz" ) ) {
log.info( "May the Schwartz be with you!");
}else {



log.info( "Hello, more mortal." );

FRAT3E B b8 A T A AT 75 A BLRRS — A s SR T 1) S AR R AT #R A«

if ( currentUser.isPermitted( "lightsaber:weild" ) ) {
log.info("You may use a lightsaber ring. Use it wisely.");
}else {
log.info("Sorry, lightsaber rings are for schwartz masters only.");

BEAk,  FRATTAT BASAT — AN AR 58 K R SEB AT BRAS B —— & RENS I T F 7 2 15 REAE T ) — SRR FR) BAR S A7«

if (currentUser.isPermitted( "winnebago:drive:eagle5" )) {
log.info("You are permitted to 'drive' the 'winnebago' with license plate (id) 'eagle5'.") +
"Here are the keys - have fun!");
}else {
log.info("Sorry, you aren't allowed to drive the 'eagle5' winnebago!");

/J‘%#ﬁ%’ X ?

wJr, B SE R TR N R A S, Al ATTRT DA -

currentUser.logout(); //removes all identifying information and invalidates their session

too.

XA AR AP LS T 90% (1 Shiro #%3ii FH P 448 Shiro N2 b FE R 4578 o

Custom Subject Instances( E 5&_X Subject 3£4)
Shiro 1.0 FR¥AIN T —ANHEEME, BEMSTERF RGO R A 2 /IR subject SEH

Special Use Only!
PR 2B SubjectUtils.getSubject ()R IRAT 1T IEFESAATH Subject;
B H E X HJ Subject SHF) R NMAERFIRIE DL T 3#E47 .

M-l CRPRIESL” A, X T DURA T

o RGUHIN/GNF——1EAEHIFH KRG LR, REGRAZAIEN—4"system'5k daemon F 7 K AT . A Subject
SRR — AR I ORER R, XA SRS AE LLZ A P (10 admin) SRHAT
SR I B RGE AR T REORIIE utility/system BB AE R —ANE 5@ P LARIRER 5 AT, AR RS 2 — S .
XAFSAIS T 5 T4, IR HC system/daemon 77 &) H & XA B,

o M ——R AT AEAR G Subject S, 7E L EER T LATESE BN A 5 FH o 15 2 [ DA SRS SREUE 2 (1 9 45

e Daemon/background #EFE[#) TAE——2%—> daemon B} background BEFEHATI, BRI RETR EAE N — MR E R
F P RHAT



WRIRELH — Subject SEF, HA BT RRALZA HAMZERE, R ZH H Subject.associateWith* 77k, A &6 &
—ANHTH Subject S .

T, ABRBARIIA T Z A1 H € LI Subject SEEIRIENIL T, LEIRATTE B WAl KA

Subject.Builder
Subject.Builder # il £ 15 JEH 45 5 1) Subject S, TG 7 AITE G AT

Builder & fi] FLIN L RAIE—NEX Y, session-less [ SE4]

Subject subject = new Subject.Builder.buildSubject()

b THI B AR RN 1T Subject.Builder JE 244018 BRECKEIE I SecurityUtils.getSubject() /7 ¥2:45 FH N FH #2524 i 7] 7 0] 11
SecurityManager. R A] LLFR & #7AAI I #4)3 bR 2008 FH 1) SecurityManager SE], W1 SRR TR ZL 116 :

SecurityManager securityManager = //acquired from somewhere
Subject subject = new Subject.Builder(securityManager).buildSubject();

BT HAR ) Subject.Builder 7774 1] PATE buildSubject() 7 7E 2 BU#E IR, EATRIZ AL T Ui #)id& Subject S H) £ R
o i, RWPRIIAE — session ID , AEHUMS “HiH 7 1% session [ Subject ({fi{¥1% session f27E H AL -

Serializable sessionld = //acquired from somewhere
Subject subject = new Subject.Builder().sessionld(sessionld).buildSubject();

[FIFEH, WRAE G EE— A Subject SR R BE—ANf & 1 5 9 -

Object userldentity = //a long ID or String username, or whatever the "myRealm" requires
String realmName = "myRealm";

PrincipalCollection principals = new SimplePrincipalCollection(userldentity, realmName);
Subject subject = new Subject.Builder().principals(principals).buildSubject();

SRIG, ARPT LA FHAIE Y Subject SEBI, AnHUH—FEXS BT A . (HIGHEE:

MIE ) Subject SEBI A TR (L) miE—S TSIl E BN AT (L) o« WERARELEE X
FTATRAARRSER BEA% 77 {1 SecurityUtils.getSubject(), RAZIHALREIZ LT K Subject H—NRFE 5 2 KBk,

Thread Association(Z 2 < EX)
w EpriR, R E—A Subject SEB, FEAE —NERFRA RBA——— M@ 1 0 B RA R AE 2R RE AT BRTR A T 5
SecurityUtils.getSubject() T H & S REIEH TAE. #ifR—MNEFE S — Subject KA = Fligf2:
e Automatic Association( [z Bf)—— it Sujbect.execute* J7 k4T — Callable B, Runnable J712:4> [ 3hh 46
SE IR ERYRE I FEHY Subject, 7F Callable/Runnable 75 FIHT /5 -
e Manual Association(F> 3l JEHk)——15 P LAE 4 Hi $hAT HIZAE T T3l Hi X} Subject SE|#EAT 48 EMBEIRIPE . X
T RESETT KN AR R A H -
e Different Thread(A~[7] f{ 26 2 )——fid i i} Subject.associateWith* /5726 Callable B Runnable /715 Ex 3|
Subject, #AJ5i[H1f#) Callable/Runnable J7VA7E 53— MNEFE P IAT » W1 RARTE Z204 Subject 7 57— EefE Bk
1T TAERE, X2EIERITE.



TR IR N, MR L AURZ K
1. Subject #5E BILAE, FrLlE/ELIERIFTA AT AT IR, Shiro i F1X fiEid B ) ThreadState L,
ML & 7E ThreadLocal Ef— M5 .
2. Subject FFFEIE RUFIRIRE , RIEZAR AT G5 R EHR I . K HAIREFE IR FFT1%, FF7E pooled/reusable £
FEISE TP BRAT AR 2 AT Subject JRZS

R FNRIEAE LR =AW R A TREB BT .

Automatic Association( H 3/ < Jk)

W RAR A FHE A Subject B I 5 7T AR SCER, [N UR AT BB B A2 40 8 ATE B 3 Bl K B SubjectEl’JCaIIableTc
Runnable [ ELEHAT IERZRFTHR E . 7F Subject.execute TFIR[E G, MAT&FEHIRIE S APIRAS SHATRIPRES
—FER) o AW AN AR 2

Bitn, iEFRAME & IR — B AR E RS R KJJHT %‘&#& o MR A N — MR e L P BTG R, H— B2 RS,
PRABH PR ERFE /R3S E sh MR R B 1Ew . R AT LB I Subject.execute* 777 KA 2] :

Subject subject = //build or acquire subject
subject.execute( new Runnable () {
public void run() {
//subject is 'bound' to the current thread now
//any SecurityUtils.getSubject() calls in any
//code called from here will work

1
//At this point, the Subject is no longer associated
//with the current thread and everything is as it was before

4K, Callable RSBl BE US4 SCRF, BT LAUKBENS AT IR [RIELF47 3R 7 -

Subject subject = //build or acquire subject
MyResult result = subject.execute( new Callable<MyResult>() {
public MyResult call() throws Exception {
//subject is 'bound' to the current thread now
//any SecurityUtils.getSubject() calls in any
//code called from here will work

//finish logic as this Subject
return myResult;

};
//At this point, the Subject is no longer associated
//with the current thread and everything is as it was before

X T VEAEAEZLTF Ao rp 2 AR A R #4, Shiro X secure Spring remoting FSZ Frffi i 12 v FH BEWE A N — N EF
JE 1) Subject SKHHAT:



Subject.Builder builder = new Subject.Builder();
//populate the builder's attributes based on the incoming Remotelnvocation

Subject subject = builder.buildSubject();

return subject.execute(new Callable() {
public Object call() throws Exception {
return invoke(invocation, targetObject);

N;

Manual Association (T3 < 5X)

AR Subject.execute* IARESTE EATIR [HJ5 H S HUE BB FEMPIRAS, (HATTRETE S0, REEH O
ThreadState. 4454 w/Shiro I, X JL PSR ARSI KZAEH], (HERLE bootstrap/daemon 15t MEH (E
[ Subject.execute(callable) 13 15 5 WARE) .

Guarantee Cleanup
KT X — WL 2, R a— BRIE ST AR BT S G HE DU ORTE — /N n) E5 5 fd F B i it
IR A — DN AR T

BT BIOE R AE try/finally SRS FE .

Subject subject = new SubjectThreadState(subject);
ThreadState threadstate = new SubjectThreadState(subject);
threadState.bind();
try {
//execute work as the built Subject
}Hinally {
//ensure any state is cleaned to the thread won't be
//corrupt in a reusable or pooled thread environment
threadState.clear();

HEBI) R, X IE&Z Subject.execute* 775 5LR_E Tl )——E A1 R 2 1E Callable 5% Runnable $4T HiJ& H P ATIX AN
W48 . Shiro [¥] ShiroFilter Jy Web N FFHAT ) L-FAH A ()32 %5 (ShiroFilter {1 ] Web %€ 1) ThreadState [{JSZIH,
B TATERED .

Web Use
ANELE— ML Web 15 R 3EFE {8 F ik ThreadState 1A% R,  Web %552 /) ThreadState FISZELH F Web 1
RARE . IR, WifR ShiroFilter 4% Web 1=K LLHfi & Subject [1) building/binding/cleanup R&W 4T I ¥ 58 A o

A Different Thread

WRARA — Callable 5% Runnable SE41 2L Subject KT, 5% B CL3UT Callable B% Runnable (BUXKEFEAL %
AR AT # B ExcutorService) , PR iZ{E FH Subject.associateWith* 7772 . 1% S8 77 VA ORAE S A AT AR Hh AR
B4 Subject, H.i% Subject 72 1] 1 i) .



Callable %1%

Subject subject = new Subject.Builder()...

Callable work = //build/acquire a Callable instance.

//associate the work with the built subject so SecurityUtils.getSubject() calls works properly:
work = subject.associateWith(work);

ExecutorService executorService = new java.util.concurrent.Executors.newCachedThreadPool();
//execute the work on a different thread as the built Subject:

executor.execute(work);

Runnable ¥

Subject subject = new Subject.Builder()...

Runnable work = //build/acquire a Runnable instance.

//associate the work with the built subject so SecurityUtils.getSubject() calls works properly:
work = subject.associateWith(work);

Executor executor = new java.util.concurrent.Executors.newCachedThreadPool();

//execute the work on a different thread as the built Subject:

executor.execute(work);

Automatic Cleanup associateWith* /572 H 3 AT L B ARG BE,  DAHUPRILAEAE R IA ST 11 cleans

Lend a hand with documentation

TAVA AR W] LA IR K AR Apache Shiro BTt TAE,  FRATH BUATEA W SCE Y @iz 30kt . W AR AR #E Bl
Shiro L H, WEHEEN, ¥, BEERMSCRBRI T ZRH T . SR — S8 BECHK 7 IRATM IR, i
gk 17 shiro.

DL R PR SO e T B PR 7 VR FLAGR B P e iR B F P B TR

Spring Framework

Integrating Apache Shiro into Spring based Applications
AT 7 Shiro ZERLEIEET Spring HIR AR FF 77 1%

Shiro f] JavaBean FE &M 156 Ak 1 & &i@ il Spring XML B At 3T Spring AUEC B HLH] . Shiro NAFE P FHE /A
H ¥4 SecurityManager SEBI N FHFER . 15 R, XASR—DESHRG], ENZRH AR TR %18 H
BRI, LB B E S .

Standalone Applications

X HLAE Spring N AHFE HHUR FH B FEFP #1451 SecurityManager )5 fi] 51K 5 v -

<!-- Define the realm you want to use to connect to your back-end security datasource: -->
<bean id="myRealm" class="...">

</bean>



<bean id="securityManager" class="org.apache.shiro.mgt.DefaultSecurityManager">
<!-- Single realm app. If you have multiple realms, use the 'realms' property instead. -->
<property name="realm" ref="myRealm"/>

</bean>

<bean id="lifecycleBeanPostProcessor" class="org.apache.shiro.spring.LifecycleBeanPostProcessor"/>

<!l-- For simplest integration, so that all SecurityUtils.* methods work in all cases, -->
<!l-- make the securityManager bean a static singleton. DO NOT do this in web ->
<!I-- applications - see the 'Web Applications' section below instead. >
<bean class="org.springframework.beans.factory.config.MethodInvokingFactoryBean">
<property name="staticMethod" value="org.apache.shiro.SecurityUtils.setSercurityManager"/>
<property name="arguments" ref="securityManager"/>
</bean>

Web Applications
Shiro #iI45 X} Spring Web SRR /7 I— 3 HE. 7 Web B FHFEFH, BT Shiro I i (1) 7 ANE SR Jitie i — A
TN Shiro I IERS . LIRSS A SRR GRANT,  RVFIGE B & S JEAEE I T2 URL B2 R0k AT

7E Shiro 1.0 2, RAFFATE Spring web N FHFE 7 8 H — AR A B 720, K€ X Shiro I JE48 X AT A E17F web.xml
HR L B R, HAE Spring XML H3E X SecurityManager . iX A $54 N3, BT V/RAS BE R R e & [ 5 76—/ N 7
DL KR FH B 23k 1 Spring ThEEROTEC B RE /7, U0 PropertyPlaceholderConfigurer Bid1 5t bean S [f & i FH i & .

HIAELE Shiro 1.0 & LAJG ASHT, BT Shiro Fit & #5A27E Spring XML 52 1), SR A2 AL 55 A am{E ) Spring Bic B AL .
PLR 2 W ZE S T Spring web M I FE /7L & Shiro:

web.xml
b 7 HAh Spring web.xml FHFJJG & (ContextLoaderListener, LogdjConfiglistener £555) , & XN I I e 2% A L e 2%
B 55«

<!l-- The filter-name matches name of a 'shiroFilter' bean inside applicationContext.xml -->
<filter>
<filter-name>shiroFilter</filter-name>
<filter-class>org.springframework.web.filter.DelegatingFilterProxy</filter-class>
<init-param>
<param-name>targetFilterLifecycle</param-name>
<param-value>true</param-value>
</init-param>
</filter>

<l-- Make sure any request you want accessible to Shiro is filtered. /*catches all -->
<l-- request. Usually this filter mapping is defined first (before all others) to -->
<I-- ensure that Shiro works in subsequent filters in the filter chain: -->
<filter-mapping>

<filter-name>shiroFilter</filter-name>

<url-pattern>/*<url-pattern>
</filter-mapping>



applicationContext.xml
TEVRH) applicationContext.xml XX, 5 X web SZFFH) SecurityManager F'shiroFilter' bean ¥ 2= #% web.xml 5] .

<bean id="shiroFilter" class="org.apache.shiro.spring.web.ShiroFilterFactoryBean">
<property name="securityManager" ref="securityManager"/>
<!-- override these for application-specific URLs if you like:
<property name="loginUrl" value="/login.jsp"/>
<property name="successUrl" value="/home.jsp"/>
<property name="unauthorizedUrl" value="/unauthorized.jsp"/> -->
<I-- The 'filters' property is not necessary since any declared javax.servlet.Filter bean -->
<!-- defined will be automatically acquired and available via its beanName in chain >
<I-- definitions, but you can perform instance overrides or name aliases here if you like: -->
<l-- <propery name="filters">
<util:map>
<entry key="anAlias" value-ref="somefFilter"/>
</util:map>
</property> -->
<propery name="filterChainDefinitions">
<value>
# some example chain definitions
/admin/** = authc, roles[admin]
/docs/** = authc, perms[document:read]
/** = authc

# more URL-to-FilterChain definitions here

</value>
</property>
</bean>
<!-- Define any javax.servlet.Filter beans you want anywhere in this application context. -—>

<l-- They will automatically be acquired by the 'shiroFilter' bean above and made available -->
<!-- to the 'filterChainDefinitions' property. Or you can manully/explicitly add them -->

<!l-- to the shiroFilter's 'filter' Map if desired. See its JavaDoc for more details.  -->
<bean id="someFilter" class="..."/>
<bean id="anotherFilter" class="..."> ... </bean>

<bean id="securityManager" class="org.apache.shiro.web.mgt.DefaultWebSecurityManager">
<!-- Single realm app. If you have multiple realms, use the 'realms' property instead. --->
<!-- By default the servlet container sessions will be used. Uncomment this line
to use shiro's native sessions (see the JavaDoc for more): -->
<l-- <property name="sessionMode" value="native"/> -->
</bean>

<bean id="lifecycleBeanPostProcessor" class="org.apache.shiro.spring.LifecycleBeanPostProcessor"/>
<!-- Define the Shiro Realm implementation you want to use to connect to your back-end -->
<!-- security datasource: -->

<bean id="myRealm" class="...">

</bean>



Enabling Shiro Annotations
TEMST N FHFE 7 A1 Web BLFHFEF A, ARA] REAEC & 4K 2 48 A Shiro HVERE (B4, @RequiresRoles,
@RequiresPermissions 5555 ) . X 75 % Shiro [1) Spring AOP £ R 34 A 18 MV A S LA R PUAT I B (1) 22 4538 5

PLUR 2 ey X Bey i 1) . R SR ) bean € X # applicationContext.xml H:

<!I-- Enable Shiro Annotations for Spring-configured beans. Only run after -->

<!-- the lifecycleBeanProcessor has run: -->

<bean class="org.springframwork.aop.framework.autoproxy.DefaultAdvisorAutoProxyCreator"

depends-on="lifecycleBeanPostProcessor"/>

<bean class="org.apache.shiro.spring.security.interceptor.AuthorizationAttributeSourceAdvisor">
<property name="securityManager" ref="securityManager"/>

</bean>

Secure Spring Remoting
Shiro [¥) Spring JEFE SCHFA TR/ LB %%/ viipize A2 R FH ARG B 5% 28 S B Ab B RE R A

Server-side Configuration

B—ANZFEE 5L 31E J5 A Shiro HIRSS 280, 5% RPC 1 A JCIERY Subject 7E 2R FEHAT I DAZ0140 5 211 ) B2k
28 FE . X SR 7E applicationContext.xml H15E X SecureRemotinvocationExecutor bean i 5E i) :

<!-- Secure Spring remoting: Ensure any Spring Remoting method invocations -->

<!l-- can be associated with a Subject for security checks. -->

<bean id="secureRemotelnvocationExecutor"

class="org.apache.shiro.spring.remoting.SecureRemotelnvocationExecutor">
<property name="securityManager" ref="securityManager"/>

</bean>

R E XA bean 2S5, RBAUKE HAdE N BT AT/R IELE oK export/expose VRARSS 2 Exporter. Exporter SZE
FEARYE S FH A AR AL EEHLH /SR e L. 1214 Sping ) Remoting 5715 ¢ T~ %€ X Exporter bean [N %

B, anSRAFE LT HTTP 2 (V& secureRemotelnvocationExecutor bean HIAHRE M) -

<bean name="/someService" class="org.springframework.remoting.httpinvoker.HttpinvokerServiceExporter">
<property name="service" ref="someService"/>
<property name="servicelnterface" value="com.pkg.service.SomeService"/>
<property name="remotelnvocationExecutor" ref="secureRemotelnvocationExecutor"/>

</bean>

Client-side Configuration
M AR AT S5, Subject FRIIME E dZ‘ZJﬁ B 21 s 72 1 FH 0 S AT IR S5 8 AniE R HEAE T . 5 i
T Spring W& i, 1% KERZIEIT Shiro B SecureRemotelnvocationFactory K 5 il :

<bean id="secureRemotelnvocationFactory" class="org.apache.shiro.spring.remoting.SecureRemotelnvocationFactory">

TEARTE XUFIZXAS bean J&, VR FEE2H 48 N BIR IELEAE H (12 T45 2 U3 Spring remoting ProxyFactoryBean H1.

B, aERARIEZEAE LT HTTP B A2 A (R L1 2 XK secureRemotelnvocationFactory bean HAHI< & )

<bean id="someService" class="org.springframework.remoting.httpinvoker.HttpinvokerProxyFactoryBean">



<property name="serviceUrl" value="http://host:port/remoting/someService" />
<property name="servicelnterface" value="com.pkg.service.SomeService"/>
<property name="remotelnvocationFactory" ref="secureRemotelnvocationFactory"/>

</bean>

Lend a hand with documentation

P 1A AR AT LARE B R AR Apache Shiro BT TAE, FATHIEARLE AW s Fd iz e an SRARAEHS B
Shiro i H, EH BN, ¥R, BEERMCRBIMRIA TR ZRHTT . SR — S B T JRATH Bk, A
cidt 1 Shiro

DT R A TR SR B T S PR 7 VA g FLROE B P R IR B F P B TR

Guice

TODO: ARHEHF

Apache Shiro Terminology

THAE 2 PR e A B e —— X IR E B . . X B AR TE A S 7E SCRY AR 7 R & B, e 7 ek
KKTEARNT Shiro Al22 4 I FR AR .

%

W1 T T RS 2 T RE N IR R JA PR S — S DS AR EA 5, IR 2 5 Shiro API 24N
AR B Sk 1B AT

G,

Authentication
SRS UE Subject B (1 FE——S i F IR SR L )R TS B AR AR UL AR A T W . AR EH AR
hia, MR REWSHI{S 1% subject i ARAIE 2 HFTIIEE 1) .

Authorization
BRL, NHF AT RS, R P E— user/Subject /& 4% VAL F I #2008 H 2l A & AERE Subject
FIAEFRIR (T30, ARG SOV BIE 48 21— AN R 19 PR B DD BE R 5E 1 -

Cipher
e BEATINE B ) — R . R RO T RAEAR Y key IR R . JET AR key BN S
WRA—FER, FrA R A R AR AR .

A AFRIENX . 2RI TR, JEH R E RN, MBS T ELNAT 5. WK
PEE I AR AR R B3 (key) o TOARKIRRUE I A8 AN R RO E B W SR AR RR PN ) 3 B AN g
MFAt I T2, W] LB A/ AR AT 3L

Credential

IR R —HE R, HRKNE user/Subject B &1y, fEINIEZ AW, —A (B2 A BiES Principals(s)#—
4252, RIGIE user/Subject BT S MR S T OCERRI A o UETIEH RAEEMZ IR, RAREH
user/Subject A %1iE, NEFLE, PGP ZEH B AE W MEESRALL KT HLHI



XA AL N principal WEF), JA— N ANSHE EMIET K “UTHC” % principal. W15 24 HT user/Subject
A T IR S UEVCHC T AETE R 1, A4 R GnT UARE HAS AT 2410 user/Subject A& B[Pt ATTRT Ui AT
. [EATEREE B 2RISR Can, AViRnEY > %) .

Cryptography

I 2 CRAPE BN SZ AT BRI 1) 1 S0, I8 I RGBS B B0k & A e B S 2R TG, IXFE B AT LB
€. Shiro BT INERIPI ML LR INEHE B, Wil AP EFRAIRIEE, CAAHIER (AR
BHED , BB AT AN, .

Hash
B RO, AR, AR HETONE R, NSRS A NS, AR AR R
2L, BB A TN, TR, B TR e A 1 E R

Permission
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