RIEHEE SonarQube

B F CentOS A

cat /etc/redhat-release

GCC) ) #1 SMP Wed Jun 5 14:26:44 UTC 2819

&2 CentOS ERIA yum JE°A mirrors.aliyun.com

B EM RS H A yum JRAC B SCAF/etc/yum.repos.d/CentOS-Base.repo

mv /etc/yum.repos.d/CentOS-Base.repo /etc/yum.repos.d/CentOS-Base.repo.backup

T~ # ailiyun [ yum JREC B SCAF 3 /etc/yum.repos.d/

CentOS7

wget -0 /etc/yum.repos.d/CentOS-Base.repo http://mirrors.aliyun.com/repo/Centos-7.repo
14T yum makecache 4= i 25 A7

yum makecache

2Z3E IDK

AF CentOS H 711 Java Fh1
java -version

java version "1.7.8_45"

Java(TM) SE Runtime Environment (build 1.7.8_45-b18)
Java HotSpot(TM) 64-Bit Server WM (build 24.45-bB8, mixed mode)

yum list installed |grep java

javapackages-tools.noarch 3.4. .el7 @base
openoffice-javafilter.x86_ 64 4.1.6-979¢ installed
python-javapackages.noarch G
tzdata-java.noarch

HEIA Java P15
echo SIAVA_HOME
fusr/java/jdkl.7.0_45

RILCEILE T Jetc/profile SCfF: P

#java environment _
export JAVA HOME=/ rjava/jdkl.7.0_45

export CLASS JAVA_HOMEL}/jre/lib/rt.jar:${JAVA_HOME}/lib/dt.jar:${JAVA_HOME}/lib/tools.jar
export PATH=%SPAT JAVA_HOME}/bin




DI 3 root FH P, #IERZ AITRRAS
yum -y remove javapackages-tools.noarch
yum -y remove tzdata-java.noarch

yum &5 B] I IDK 4424132 : yum search java | grep -i --color JDK

a cnmpnnenta for OpenlDK - Java browser

JdK K Runtime Environment

.0-openjdk-demo. 4 : nJ Demos

.8-open] L .x86_64 : nJDK Development Environment

.B-openjdk-] .xB6_64 : ; API Documentation

.B-open;dk .X86_64 : K Source Bundle

.B-open] (36 _6 Runtime Environment

.B-open;dk-; 1bility.x86 64 : Open accessibility connector

.0-open] mo . X86_64 nJ Demos

.B-open] e L 64 : ] Deve1opment Environment

.0-open]dk-he: | 86_64 : K runtime environment without

.B-open] javadoc.noarch : JDK API Documentation

.B-open] c.x86_64 : Open. urce Bundle

.0-openjdk.1686 : Openl untime Environment 8

.0-open] (86_6 Runtlme Environment 8

.B-open] ibility. : OpenJ ccessibility connector

.0-openjdk : OpeniD ssibility connector

.0-openjdl ibility- debug 1686 : Open. & accessibility connector

.0-open] 1bility-de .XB6_64 : OpenJDK 8 accessibility
.0-openjdk-debug.1686 : n. Runtime Environment & with full debug on
.0-open] a-dﬂbuq ; : nJDK Runtime Environment 8 with full debug
.B-open] ;

.0-open]

-open] .1686 : JDK Demos 8 with full debug on
.B-open] : .X86_64 : : . Demos 8 with full debug on
.0-openjdk-devel : 1. Jevelopment Environment 8

8.0-open) ] ®B6_64 : ] ) lopment Environment &
.B-open;dk : nJ velopment Environment 8 with
.B-open] : ; : Jeve lopment Environment 8 with
.0-open] F 686 : : . untime Environment 8
.0-open] adl XB6_64 JDt adless Runtime Environment 8
.B-open] ; .1686 : JDK Runtime Environment with full
.B-open] adl debug.x86_64 nJDK Runtime Environment with full
.0-openjdk i .noarch : oOpe & API documentation
.B-open] —1% adoc-debug.noarch : nJDK 8 API documentation for
.0-openjdk-javadoc-zip.noarch : Openl] API documentation compres
.0-openjdk :adoc zip-debug.noarch : Open. 8 API documentation
.0-openjak 86 : OpenlDK Source Bundle 8
.0-openj .X86_64 : Source Bundle 8
8-openidk .1686 : Openl Source Bundle 8 for packages with
nen 3 54 : Openl]DK Source Bundle 8 for packages with
] Runtime Environment 11
Runtime Environment 11
Runtime Environment 11 with full debug on
. Runtime Environment 11 with full debug on
Demos 11
Demos 11
~demo- debug 1686 : Open]DK Demos 11 with full debug on
n]dk-demo-debug.x86_64 : Open. Demos 11 with full debug on
-devel.1686 : Openl ) opment Environment 11
elopment Environment 11
relopment Environment 11 with full
Lopment Environment 11 with
Runtime Environment 11
5 Runtime Environment 11

OO 00 00 00 00 00 = = = =] = = =] &% O 0 O

java-11-openjdk.x86_64 & java iz{7 345, java-11-openjdk-devel.x86_64 /& java JF K IFEE .
223 JDK: yum install java-11-openjdk-devel.x86_64

2RSS N B B AL B



I yum BRI 223 A AE N usr/lib/jvm, &/ etc/profile: vi Jetc/profile

/a-11-openjdk-11.0.4.11-1.el7_7.x

jre/lib/rt.jar:s{JAVA_HOME}/1ib/dt.Jar:s{JAVA HOME}/1lib/tools.jar

Je¥% Esc 3N Command #3028 e AN ":wq", Bl 225 vl AR A TR T .
W E ST RIA L source Jetc/profile
BOE 2235 2 13 1

T/loesl/bin: /ber/sbin: /st bin: vo/idkE 720045 b/ rout [bis java Tl tonen]dk i1z 0 4 3101 el T

_64/jre/lib/rt.jar:java-11-openjdk-11.0.4.11-1.el7_7.x86_64/1lib/dt.jar:java-11-openjdk-11.0.4.11-1.el7_7.x86_64/l1ib/tools.jar

build 11.0.4+11-LTs)
1d 11.8.4+11-LTS, mixed mode, sharing)

Sonarqube 7.9 Z Bl iR A ZZ2% MysQL

HI#,, mariadb

Cent0S 7.6 N EFEER T mariadb, 1M 243 mysql HiE<x Al mariadb B0 h5E, Pl
EHEHE mariadb.

rom -ga | grep mariadb

LA yum &
rpm -Uvh https://dev.mysgl.com/get/mysql80-community-release-el7-3.noarch.rpm
BE SRS SRR, BRINTT IS BT 8.0

yum repolist all | grep mysql

L-cluster-7.5-community/ _64 MySQL Cluster
1-cluster-7.5-community » MySQL Cluster
5 -community/x86_64 MySQL
_—clu-ter—?.b—community— ource MySQL
L-cluster-8.0-community, 64 MySqQL mmunity
U communlty ourc= MySQL Cluster 8.0 Community
S Connectors mmunity
Connectors Community - Sou
s Community
MbeL ls Community - Source
vaQL Tools Preview
Preview - Source
5 ommunity S
MySQL » Community
il MySQL 5.6 Community S
L56-community- MySQL 5.6 Community Server
157 -community/ i MySQL 5.7 Community Server
157 -community- ] MySQL 5.7 Community Server
186- communltv, 6 64 MySQL 8.0 Community Server
180-community-source VS .0 Community Server

2£H 8.0, JF)3 5.7

yum-config-manager --disable mysql80-community

Community
ommunity

o= IR R R

yum-config-manager --enable mysql57-community
2% MysSQL
yum -y install mysql-community-server


https://www.linuxidc.com/Linux/2019-09/160759.htm
https://dev.mysql.com/get/mysql80-community-release-el7-3.noarch.rpm

AcE MySQL ZieiE

HH mysql A
mysql -V

mysql Ver 14.14 Distrib 5.7.21, for linux-glibc2.12 (x86 64) using EditLine wrapper

Ja 3l mysql H- 1% B L E

systemctl start mysqld

systemctl enable mysqld

&k MysaL ERA i

MysQL (1) ER A5 14 3306

vi Jetc/my.cnf, 900 port T

# read rnd_buffer size = 2M

datadir=/var/lib/mysqgl
ar/lib/mysql/mysql.sock

o I | L’I

H )5 mysql

service mysqld restart

systemctl start mysqld J& 2l i HA 7] @ 0] 52 CentOS 7 | MySQL R 55 J5 2l S T At e 2% 43
M mysqld.log SCAFH 1¥)”[ERROR]” .

BE I

grep 'temporary password' /var/log/mysqld.log

BB

mysql -uroot -p

BT 280 ek 7o 1%, MR 4 “ Can't connect to local MySQL server through socket
'/tmp/mysql.sock'”

#eFH mysql -h 127.0.0.1 -P 3383 -u root -p &%, FHESEHL

ALTER USER 'root'@'localhost' IDENTIFIED BY 'NoPassword564925080!";

MySQL5.7 BRIA 2235 7 00 22 ek B 4fifF (validate_password) , BRI\ Z5AD A £ 51 % 2R 254
WAL S KNG TR, PR RT S, I B KEARD T 8,

AL root H 7 IHE & %

GRANT ALL PRIVILEGES ON *.* TO 'root'@'%' IDENTIFIED BY 'NoPassword564925080!" WITH
GRANT OPTION;

FLUSH PRIVILEGES;

FFI MySQL 3 11 3306 3 11

CentOS 7.0 ERINE A2 firewall 1F 9B k55

firewall-cmd --zone=public --add-port=3306/tcp --permanent

firewall-cmd --reload

Pic & BRI G A utf8

&k /etc/my.cnf LB A, 7E[mysqld] R0


https://www.cnblogs.com/ivictor/p/5146247.html

# Remove leading # and set to the amount of RAM for the most important data
# cache 1n MySQL. Start at 70% of total RAM for dedicated server, else 10%.
# 1nnodb_buffer_pool_size = 128M

# Remove leading # to turn on a very important data integrity option: logging
# changes to the binary log between backups
# log bain

# Remove leading # to set options mainly useful for reporting servers.
¢ The server defaults are faster for transactions and fast SELECTs.

¢ Adjust sizes as needed, experiment to find the optimal values.

# join buffer : 128M

# sort buffer s 2M

£ 1ze
datadir=/var/l1ib
socket=/var/lib/mysql /mysql.sock
port=3383

character_set_server=utfg

collation server = utf8 general cifl

character_set_client

character _set connection

character_set database

character _set filesyste binary

character_set results utfs

character_set_server utfs

character set system utfa

character sets dir Jusr/share/mysql/charsets/

rows i1n set (0.88 sec)

ECE SonarQube

LA MysQL J, TGN sonar KR E

mysql -h 127.0.0.1 -P 3306 -u root -p &% mysql,fii A\ create user 'sonarqube'@'%' identified by
'Password5!080"; , %4~ sonarqube P, ZH% Password5!080

%1\ CREATE DATABASE sonar CHARACTER SET utf8 COLLATE utf8_general_ci; , £# 4~ sonar
AL, BCE RSN utfs

i\ grant all privileges on sonar.* to 'sonarqube'@'%' IDENTIFIED BY 'Password5!080';

grant all privileges on sonar.* to 'sonarqube'@'localhost' IDENTIFIED BY 'Password5!080';, i - FH
F' sonarqube I ERAHL CAAP AR ENLIEFER] sonar HdEE, HASEITA #4E sonar AT
A RIBLR

i\ flush privileges; #AJEHI N quit 1B H R .

GwARNCE IR, M EEREE

vi conf/sonar.properties



TEEE LT =50

# User credentials. _
# Permissions to create tables, indices and triggers must be granted te JDBC user.
# The schema munt be created first.

se (default) )
server listening port, defaults to 2092
#sonar.embeddedDatabase. port=9892

Oracle 11g/12c/18c/19¢c
# The Oracle JDBC driver must be copied into the directory extensions/jdbc-driver/oracle/.
e “thin c1lent 1s aupported and we recommend using the latest Oracle JDBC driver. See

Sonarqube 7.9 } H DLJ5 R4S %3 PostgreSQL

T #; SonarQube FHET#XhR 7.9.1 LTS F#E:

unzip sonarqube-7.9.1.zip

Linux RGER

® Sonarqube —EIZATTEIE root KR

® vm.max_map_count A AUK T 8% T 262144 (524288, 8.4+hIA)

® fsfile-max WK T 85T 65536 (131072, 8.4+fRA)

® Z4T SnonarQube MTH P& /LRI LLHT I 65536 (131072, 8.4+fRA) AFFIRTF (file

descriptors)

® iz1T SnonarQube A E/DTATLIITIT 4096 (8192, 8.4+hA)
® seccomp W2 ELHE 23R B N X
HIEEE RGN ZSE

root@hostl02097 ~|# sctl vm.max_map_count
vm.max_map_count = ¢ 0 :
[root@host182097 ~1# sysctl fs.file-max
fs.file-max = 1685938

[root@host102097 ~1# ulimit -n

1624

[root@host102097 ~1# ulimit -u

63334

i root /T AT LT iy & RIEVLE LT 1R S

sysctl -w vm.max_map_count=262144

sysctl -w fs.file-max=65536

ulimit -n 65536

ulimit -u 4096

T K A T B X B, A2 T ete/sysctl.d/99-sonarqube.conf B /etc/sysctl.conf DLAE X
HE{E

vm.max_map_count=262144

fs.file-max=65536

swapoff -a && swapon -a SRJEHAT sysctl -p &, M FR B AR


https://www.sonarqube.org/downloads/
https://docs.sonarqube.org/latest/requirements/requirements

iz 17 SonarQube ) Hl J* 12 B0 AT JF 3C 1 B & R 1, 0 R B K AR AR B R

etc/security/limits.d/99-sonarqube.conf ~ BY  /etc/security/limits.conf 2L
/etc/security/limits.conf A

#odomaln> <yalue>
#

& core g
# rss 10008

#@s tudent : nproc 20

#@faculty : nproc 20
#@faculty ar nproc 50
#ftp i nproc B
#@student maxlogins 4
sonargqube nofile 1316872
sonarqube

&Nz ESETSH seccomp: grep SECCOMP /boot/config-$(uname -r)
MR NZA seccomp, FKHeFEF:

CONFIG_HAVE ARCH SECCOMP_FILTER=y
CONFIG_SECCOMP_FILTER=y

CONFIG_SECCOMP=y

H'E 5% Cent0S 7 %% SonarQube.
B — 3 root [ sonar i/

# GIEH P

useradd sonarqube

passwd Test123!

# M Sonar H¢

chown -R sonarqube:sonarqube /opt/sonarqube-7.9.1/

Z % PostgreSQL ##EE

Sonarqube 7.9 J¢ H DLJE Wit AR #RAS S HF MysQL

Dy R R

0 not support MySqQL.

2% CentOS7 %4 LML E PostgreSQL
yum

(I

#
#

install

https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-x86 64/pgdg-redhat-repo-lates

t.noarch.rpm
B F postgresql Ji: yum list | grep postgresql


https://gblog.sherlocky.com/sonarqube/
https://blog.csdn.net/hanyuyang19940104/article/details/80499687
https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-x86_64/pgdg-redhat-repo-latest.noarch.rpm
https://download.postgresql.org/pub/repos/yum/reporpms/EL-7-x86_64/pgdg-redhat-repo-latest.noarch.rpm

L10.x86_64 18. i
1168-contrib.x86 64 18.18 .rhel7
] 6 10.10 .rhel7
18.18 .rhel?
108.1¢6 .rhel?
110-1ibs.x86 64 16.16 .rhel?
110-odbc.x86 64 11.01.0000-1PGDG. rhel?
l16-plperl.x86 6 108.16 .rhel7
110-plpython.x86 6 16.16 .rhel?
l10-pltcl.x86 64 18.18- .rhel7
1168-server.x86_64 18.18-1PGDG. rhel?
110-tcl.x86 G4 2.4.0-1.rhel?7
110-tecl-debuginfo.x86 64 2.3.1-1. rhe1“
B-test.xB86 64 149.
11.%86 64 11.
11-contrib.x86 64
111- debuginfa X86_ 64
L.x86_64

LA LA LA LR LA LR
I

L
11- llum]lt (86 6 -5-1PGDG. rhel7
.01.0080-1PGDG.
11.5
11-plpython 64 IL.5
11.5-1PGDG.
11.5-1PGDG. rhel?
2.4.0-2.rhel7.1
3 11.5-1PGDG. rhel?
04, %86 D4 9.4,24-1PGDG. rhel7

‘2% postgresql10
yum install postgresql10-contrib postgresql10-server -y

WIaa A Eiths e

pgdgle
pgdgle
pgdgle
pgdgle
pgdgle
pgdgle
pgdgla
pgdgle
pgdgle
pgdgle
pgdgls
pgdgle
pgdgle
pgdgle
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll
pgdgll

ngdg94

Postgresql 2% H 3% /& Jusr/pgsql-10, 11 Postgresql [K1& & H 5% /& /var/lib/pgsql/ i 4~ 5 /data H

K

% N\ /usr/pgsql-10/bin/postgresql-10-setup initdb 101 4=, FIEELEHE %
Tnitializing database ... OK

JE S EE R I i E T AL 3)

systemctl start postgresql-10

systemctl enable postgresql-10.service

b5 K e IR U 1)

firewall-cmd --add-service=postgresql --permanent
firewall-cmd --reload

BHCERIN PostgresQL F Fr #5414

PostgreSQL ‘% &% =l — N P, 44N postgres.
i\ su - postgres F-[EI4, VImEH.

i\ psql -U postgres IR 4=, F A

i )\ ALTER USER postgres with encrypted password '78945@8Bp'; 3+ [0l %= ,

postgres [/ 215Ky 78945@Bp, 1 HATIEH.
B N\a Hm %, IR .

BN exit I, IR

[{=duwehia e

vi /var/lib/pgsql/10/data/pg_hba.conf

1E IPv4 local connections R s il

host all all 0.0.0.0/0 md5

BE BN


https://www.cnblogs.com/flying-tiger/p/5983588.html

FUVFATA IPv4 Hihik, IPve 552540,

# local all all peer H1[1] peer Bl md5, 4t B3 22 FH P 5 S B HH B S5 IR 2R W
vi /var/lib/pgsql/10/data/postgresql.conf

2| listen_addresses, HHAHM localhost UN*, 582 J5 2 $ “listen_address” H1 [ [F1#.
)7 postgresq|

systemctl restart postgresql-10

su - postgres

psal

CREATE DATABASE sonarqube;

CREATE USER sonar WITH PASSWORD 'sonar’;

alter role sonar createdb;alter role sonar superuser;alter role sonar createrole;

ALTER DATABASE sonarqube OWNER TO sonar; 55 24 sonar B3l FE A & (X — 5 R 521K, 750
2= sonarqube S IERZ R IN)

postgres postgres UTF8

sonarqube sonar UTFa
templated | postgres | UTFS

templatel | postgres | UTF8 zh_CN.UTF-8 | zh CN.UTF-8 | =c/post

postgres=CTc/postgres

— e e e e e
h

(4 47iEF)

#\q IR HE B, AFT mysal 1 exit
\q Hi N exit I8 4

# 2R sonar FEBEER I, eI WY P R ECHR e 1 5 R
psql sonarqube -U sonar

&4 conf/sonar.properties

sonar. jdbc.username=
sonar. jdbc.password=
snnar.jdbc.url=jdbc:pnstqresul:fflncalhnst:EQEJISDnaqubE

sonarqube AR5 1156 1 ER AN 9000, ZR 485 E 4T HF 9000 it [

firewall-cmd --zone=public --add-port=9000/tcp --permanent

firewall-cmd --reload

1E root O A VI # 5 sonarqube F F #47#:1F: su sonarqube

# A\ /sonarqube-7.9.1/bin/linux-x86-64 H %, K ANEM linux-64 £7ja3), PATHS:
./sonar.sh start #)5 3/ sonar IR %%

./sonar.sh stop #{5 1l sonar ik %

./sonar.sh restart #5 J& sonar k%%

sonarqube@nostlo2097 linux-x86-641% ./sonar.sh start

farting SonarQube. .
5tarted SonarQube.

kR JE B m] LLA . /sonar.sh console JE3)), XFERLLEFR RN HE, BHBRW FHIA sonar JH3)
N

| 2019.89.30 17:36:37 ) applllo.s.a.SchedulerImpl] Process[ce] 15 up

| 2019.09.30 17:36:37 ) applllo.s.a.S5chedulerImpl] SonarQube 1s up



5 2% R &N htto://ip:9000 Bl A] 35 1)

BRILH P admin/admin, &3¢ 57 Administration, s marketplace, 7E plugins F /77
I ZRHEH R chinese, #KF| Chinese Pack #A )5 it install, Z3EUF 2 G TTHE/RE S, #&5ER

S (RHIEIPIE R

% 2/ OC #fEf: sonar-swift

2 tal-sonar-swift-plugin-1.0.0.jar /it 2] SonarQube F] extensions/plugins #,#X J5  J& SonarQube

H 55 45 o

SonarQube CNES Report

‘B hE M SonarQube iR %5 #% L) docx, xlsx, csv, markdown FICA AL S BACEE 2 #ri 45

Z PL/SQL Analyzer - ZPA

AR saL AAIg s #rgs, B pL/saQL AT Oracle sQL fLA% ) SonarQube Fif4 -

Sonar-Scanner 3} H

4% Windows it As 5 i 5, K4 Sinstall_directory/bin IR 5545 & PATH #5457,

fic & Sinstall_directory/conf/sonar-scanner.properties f5 1] SonarQube server:

H#----- Default SonarQube server
sonar.host.url=http://localhost:9000

H-—--- Default source code encoding
sonar.sourceEncoding=UTF-8
sonar.scm.disabled=true

MR E R GECE R, cmd FHiA: sonar-scanner -v

oIl tion file: F:} cammerybint.

root conf n fi

‘conf\sonar-scanner. properties

# must be unique in a given SonarQube instance
sonar.projectKey=my:project #SonarQube I H 44

# --- optional properties ---

# defaults to project key


https://github.com/Idean/sonar-swift
https://github.com/tal-tech/sonar-swift/releases
https://github.com/lequal/sonar-cnes-report
https://github.com/felipebz/zpa
https://docs.sonarqube.org/latest/analysis/scan/sonarscanner/
https://github.com/SonarSource/sonar-scanning-examples

sonar.projectName=My project
# defaults to 'not provided'
sonar.projectVersion=1.0

# Path is relative to the sonar-project.properties file. Defaults to .

sonar.sources=.

# Encoding of the source code. Default is default system encoding

sonar.sourceEncoding=UTF-8

Bl & 472 J5 ecd FEEANTHAR H3%, 44T sonar-scanner, ZEfF58, Bt A PATE M 1A 214
UIESE

7 A RAR LR, AR SE PRI 0 H P A R e TR AT e %

4 Maven ¥ HINE

B HCE maven FI4FRlC & settings.xml
<settings>
<pluginGroups>
<pluginGroup>org.sonarsource.scanner.maven</pluginGroup>
</pluginGroups>
<profiles>
<profile>
<id>sonar</id>
<activation>
<activeByDefault>true</activeByDefault>
</activation>
<properties>
<!-- Optional URL to server. Default value is http://localhost:9000 -->
<sonar.host.url>http://myserver:9000</sonar.host.url>
</properties>
</profile>
</profiles>
</settings>
Har AT FHEANFIH pom.xml FTER AR, BT 4
mvn clean verify sonar:sonar

WAT5E)E,


https://docs.sonarqube.org/latest/analysis/scan/sonarscanner-for-maven/

R 7E sonarqube [ T ¥ & 24047 45
A AR BRI H K>

11 Gradle #3EHIE

345 Jenkins #33E BYTR H



https://github.com/SonarSource/sonar-scanning-examples/tree/master/sonarqube-scanner-maven
https://docs.sonarqube.org/latest/analysis/scan/sonarscanner-for-gradle/
https://docs.sonarqube.org/latest/analysis/scan/sonarscanner-for-jenkins/
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