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Quick Connect

Frotocol: ssh? -

Hostname: |222. 240.192. 194

Fort 22 | Use firewall to con

Uz ername: |’?H3L’“11'L

Aunthentication

Primary |Password ﬂ
Secondary |<None> ﬂ

[ Show quick commect on star [v Save zessiom

Connect | Cancel
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axdebug
enable
exit
help

no

ping

AX Debug Commands

Turn on privileged commands

Exit from exec

Description of the Interactive Help System
Negate a command or set its defaults

Send ICMP echo messages




show Show Running System Information
ssh Open an ssh connection
telnet Open a telnet connection

traceroute Trace route to destination

4) fEM BT, A “enable” Jo, fdain AN BE R AUB ) 2 Y
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Password:
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AXH?
active-partition Change active partition
axdebug AX Debug Commands
clear Clear or Reset Functions
clock Set the System Clock
config Entering config mode
debug Debugging functions
diff Compare difference between Configuration Profiles
disable Turn off privileged commands
exit Exit from exec
export Put a file to a remote site
help Description of the Interactive Help System
import Get a file from a remote site
locale Set locale for current terminal
no Negate a command or set its defaults
ping Send ICMP echo messages
show Show Running System Information
ssh Open an ssh connection
telnet Open a telnet connection
terminal Set Terminal Parameters, only for current terminal
traceroute Trace route to destination
write Write Configuration
shutdown Shutdown the System
reboot Reboot the System

reload Reload the system, without rebooting
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reload fir%) .

wWindows Internet Explorer x|

Hg) AT R R S Tweb SRS ), eSS

U

2. BRBY AL

D BIRARGUETRIEECEH O, W RS MR Rt K iEE
. (l4-session-count) , RE AT M FrF BN real server £ &
(real-server-count) %%

AX#tshow system resource—usage

Resource Current Default Minimum Maximum

12-mac—count 512 512 512 8192




13-route—cache—count 256 256 256 8192
14-session—count 6291456 1048576 131072 16777216
real-server—count 1024 1024 512 4096
real-port—count 2048 2048 512 8192
service—group—count 512 512 512 2048
virtual-port—count 1024 1024 256 2048
virtual-server—count 512 512 512 2048
http-template—count 256 256 32 1024
proxy—template—count 256 256 32 1024
conn-reuse—template—count 256 256 32 1024
fast—tcp—template—count 256 256 32 1024
fast—udp—template—count 256 256 32 1024
client—-ssl-template—count 256 256 32 1024
server—ssl-template—count 256 256 32 1024
stream—template—count 256 256 32 1024
persist—-cookie—template—count 256 256 32 1024
persist—srcip—template—count 256 256 32 1024

2) Wor AX RGRAT L B R AR AR S

AX#tshow version
AX Series Advanced Traffic Manager AX2200
Copyright 2007-2008 by A10 Networks, Inc

Advanced Core 0S (ACOS) version 1.2.4, build 271 (Dec—-11-2008, 12:24)
Booted from hard disk primary image

Serial Number: AX22141108340045

Firmware version 7.9

aRule version: 1.0.0

Hard disk primary image (default) version 1.2.4, build 271

Hard disk secondary image version 1.2.1, build 368

Compact flash primary image (default) version 1.2.1, build 368

Compact flash secondary image version 1.2.1, build 368

Last configuration saved at Dec—24-2008, 22:40

Hardware: 8 CPUs, Dual 150G Hard disk

Memory 4146 Mbyte, Free Memory 416 Mbyte

Current time is Dec—28-2008, 19:58

The system has been up 16 days, 9 hours, 50 minutes

3) Al AX i AT MPE RIS o

AX#tshow slb performance interval 2
Refreshing SLB performance every 2 seconds. (press C to quit)

Note: cpi conn/interval, tpi transactions/interval




CPU Usage L4cpi L7cpi L7tpi SSLepi Natcpi Time

;;;1;;;;;13 5557 2257 4819 0 0 19:59:37
13/13/12/12 5808 2149 4963 0 0 19:59:39
13/13/12/12 5958 2067 4652 0 0 19:59:41
13/13/13/13 6150 2004 4802 0 0 19:59:43
12/12/12/12 6362 2067 4994 0 0 19:59:45
12/11/13/12 6419 2077 4896 0 0 19:59:47

4) i AX HHETH session JRH

AX#tshow sess

Traffic Type Total

TCP Established 49380

TCP Half Open 249810

UDP 0

Non TCP/UDP IP sessions 0

Other 1399

Reverse NAT TCP 0

Reverse NAT UDP 0

Free Buff Count 0

Curr Free Conn 5426461

Conn Count 153885420

Conn Freed 153020648

tep syn half open 20189

Prot Forward Source Forward Dest Reverse Source
Reverse Dest Age Hash

Tcp 124.227.192.115:1831 121. 14.63. 184:80 121. 14. 63. 19:80
121. 14. 63. 223: 3520 240 1

Tep 219.136.69. 125:53408 121. 14. 63. 189:80 121. 14. 63. 51:80
219.136.69. 125:53408 120 1

Tep 116.10.242.170:2229  121. 14. 63. 189:80 121. 14. 63. 58:80

116. 10. 242. 170:2229

120 1




Tep 121.33.95.197:11079  121. 14. 63. 181:80 121. 14. 63. 4:80
121. 14. 63. 223:8508 180 1

5) AL F ARG (E B

AX#show interfaces ethernet 1

Ethernet 1 is up, line protocol is up

Hardware is GigabitEthernet, Address is 001f.a001.0d52

Internet address is 0.0.0.0, Subnet mask is 0.0.0.0

Configured Speed auto, Actual 1Gbit, Configured Duplex auto, Actual fdx

Member of L2 Vlan 2, Port is Tagged

Flow Control is disabled, IP MTU is 1500 bytes

Port as Mirror disabled, Monitoring this Port disabled

Member of trunk group 1 Primary Port

2626863166 packets input, 18947933902591 bytes

Received 109770 broadcasts, Received 2792987 multicasts, Received
2623960409 unicasts

0 input errors, O CRC 0 frame

0 runts 0 giants

4219761737 packets output 19648722561084 bytes

Transmitted O broadcasts 18447 multicasts 4219743290 unicasts

0 output errors O collisions

300 second input rate: 145424752 bits/sec, 41878 packets/sec, 14% utilization

300 second output rate: 141355168 bits/sec, 36442 packets/sec, 14%

utilization

6) HHITH LN AL HE

AX#tshow statistics

Port Good Rcv Good Sent Bcast Rev Bcast Sent Errors
1 2627034386 4219911653 109770 0 0
2 3148297539 2640096412 956301 1513016 0
3 3214591843 4215949736 2021355 0 0
4 2301767034 4216211751 17472 0 0
B 0 0 0 0 0
6 0 0 0 0 0
7 0 0 0 0 0
8 0 0 0 0 0
9 0 0 0 0 0
10 0 0 0 0 0
11 0 0 0 0 0
12 0 0 0 0 0
13 0 0 0 0 0




14 0

15 0

16 5726453

17 0

18 0

19 0

20 0

XAUI 2420854178

0

0

5726541

0

0

0

0
2706797108

0 0 0
0 0 0
4755 4887 0
0 0 0
0 0 0
0 0 0
0 0 0
4420959 3109653 0

7) ©F ethernet £ O AGITHREE R

AX#tshow statistics interface ethernet 1

Port Link Dupl Speed

IsTagged MAC Address

IP Address

Up

Port 1 Counters:

InOctets

InPkts
InBroadcastPkts
InMulticastPkts
InUnicastPkts
InBadPkts
InFragments
InDiscards

CRC

InErrors
InGiantPkts
InShortPkts
InJabber
InFlowCtrlPkts

InUtilization

Full 1000

Tagged

18948220633412
2627568556
109770

2793024
2624665762

0
0
0
0
0
0
0
0
0

14

001F. A0O1. 0D52 0.0.0.0

OutOctets
OutPkts
OutBroadcastPkts
OutMulticastPkts
OutUnicastPkts

OutErrors
Collisions

LateCollisions

OutFlowCtrlPkts
OutUtilization

19649002019283
4220376013

0

18447
4220357566

14

8) X http-proxy i [IFEAIZITE &

AX#tshow slb http—proxy

Total
Curr Proxy Conns 190381
Total Proxy Conns 399668796
HTTP requests 946982935
HTTP requests (succ) 946361043
No proxy error 0
Client RST 252041605




Server RST

No tuple error

Parse req fail

Server selection fail
Fwd req fail

Fwd req data fail

Req retransmit

Req pkt out—of-order
Server reselection
Server premature close
Server conn made

Source NAT failure

7182008
0

Tot data before compress 0

Tot data after compress

0

9) il TCP-Proxy 4 s T iAME A

AX#tshow slb tcp—proxy

Total
Currently EST conns 187078
Active open conns 7178534
Passive open conns 399688841
Connect attemp failures 0
Total in TCP packets 1425422464
Total out TCP packets 1629985150
Retransmited packets 710061378
Resets rcvd on EST conn 254662860
Reset Sent 4422941

AX#tshow slb con

AX#tshow slb connection—reuse

Total
Open persist 1262
Active persist 585
Total established 7121154
Total terminated 7121610
Total bind 947000369
Total unbind 946443651
Delayed unbind 0
Long resp 0
Missed resp 0
Unbound data rcvd 0




10> 7] url-hashing ()24 i 47 EEAE &

AX#tshow slb persist

Total
URL hash ok (pri) 946593716
URL hash ok (sec) 515121
URL hash fail 0

11 ARSI e AT AL B

AX#tshow slb server

Total Number of Services configured: 98

Current = Current Connections

Total = Total Connections

Req—pkt = Request packets, Resp—pkt = Response packets

Service Current Total Req—pkt Resp—pkt  State
squid 1:80/tcp 64 355476 241778009 336307890 Up
squid 1: Total 64 355476 241778009 336307890 Up
squid 2:80/tcp 60 286114 254786003 348995169 Up
squid 2: Total 60 286114 254786003 348995169 Up
squid 3:80/tcp 59 246553 250260252 342244125 Up
squid 3: Total 59 246553 250260252 342244125 Up

12) ARG A R Rrs AT AL A

AX#tshow slb service—group

Total Number of Service Groups configured: 11

Current = Current Connections

Req—p = Request packets, Resp—p = Response packets

Service Group Name

Total = Total Connections

Service Current Total Req—p Resp—p
*ksg—img01 State: All Up

squid_1:80 63 355477 241783091 336314488
squid_2:80 58 286118 254791082 349001998
squid_3:80 58 246554 250265795 342251009
squid_4:80 60 248818 268123564 366016882
squid_5:80 53 267696 248790345 339888477

squid_6:80 54 301258

239579289 324911571




13) 5 VIP TS AR
AX#tshow slb virtual-server
Total Number of Virtual Services configured: 11
Virtual Server Name IP Current Total Request
Response
Service—-Group Service connection connection packets
packets
*vip—img01 121. 14. 63. 181

port 80 http
sg—img01 80/http 338 1705950 1503368619
2058432509
Total received conn attempts on this port: 98807531
*vip—img02 121. 14. 63. 182

port 80 http
sg—img02 80/http 355 1723176 1512278914
2077867603
Total received conn attempts on this port: 98618839

14)  BEHERGUHIEE R NAT ik & A S O

AX#tshow ip nat pool statistics

Pool Address Port Usage Total Used Total Freed Failed
nat—gl 121. 14. 63. 223 1363 7199919 7198556 0

Pool Address Port Usage Total Used Total Freed Failed
nat—g2 121. 14. 63. 224 0 8633 8633 0

N BERE

sh run

ICurrent configuration : 6413 bytes

IConfiguration last updated at 16:29:45 CST Thu Nov 5 2009
IConfiguration last saved at 16:29:45 CST Thu Nov 5 2009
Iversion 2.2.4-p4, build 3 (Oct-16-2009,21:21)




I
hostname AX-kubeiland
!
clock timezone Asia/Shanghai
I
I
!
vlan 2
untagged ethernet 1 to 2
router-interface ve 2
name "CTC"
!
vlan 3
untagged ethernet3to 4
router-interface ve 3
name "CNC"
!
vlan 4
untagged ethernet 5to 6
router-interface ve 4
name "internal"
!
access-list 5 permit any
!
interface management
ip address 172.31.31.31 255.255.255.0
flow-control
!
interface ve 2
ip address 222.240.192.194 255.255.255.248
ip nat outside
name "CTC"
!
interface ve 3
ip address 58.20.47.228 255.255.255.128
ip nat outside
--MORE--
name "CNC"
!
interface ve 4
ip address 172.16.30.77 255.255.255.0
ip allow-promiscuous-vip
ip nat inside
name "internal"



ip route 0.0.0.0 /0 222.240.192.193
ip route 0.0.0.0 /0 58.20.47.129
ip route 172.17.0.0 /16 172.16.30.66
ip route 172.16.27.0 /24 172.16.30.66
ip route 172.16.1.0 24 172.16.30.66
ip route 172.16.60.0 /24 172.16.30.66
ip route 172.16.25.0 /24 172.16.30.66
ip route 172.16.28.0 /24 172.16.30.66
ip route 172.17.1.0 24 172.16.30.66
I
I
I
I
I
!
ip nat pool out_nat_ct 222.240.192.194 222.240.192.194 netmask /29
ip nat pool out_nat_cnc 58.20.47.228 58.20.47.228 netmask /25
ip nat pool out_nat_vpn 222.240.192.195 222.240.192.195 netmask /29
ip nat pool-group out_nat out_nat_ct out_nat_cnc
!
health monitor ping_check interval 2 timeout 1
health monitor tcp_check interval 2 timeout 1
method tcp port 80
!
health monitor sip_check
override-ipv4 172.16.28.5
method tcp port 80
!
!
bw-list geo_out_bwlist
I
I
--MORE--
ERERERER]
slb server vpn_172.17.1.3 172.17.1.3
health-check ping
port0 tcp
no health-check
port0 udp
no health-check
!
slb server ct_link 222.240.192.193
health-check ping_check



port0 tcp
no health-check
port0 udp
no health-check
!
slb server cnc_link 58.20.47.129
health-check ping_check
port0 tcp
no health-check
port0 udp
no health-check
!
slb server rs_172.16.28.5 172.16.28.5
health-check tcp_check
port 80 tcp
no health-check
I
!
slb service-group sg_web tcp
member rs_172.16.28.5:80
!
slb service-group vpn_tcp tcp
member vpn_172.17.1.3:0
!
slb service-group vpn_udp udp
member vpn_172.17.1.3:0
!
slb service-group ct_link_tcp tcp
member ct_link:0 priority 5
member cnc_link:0
--MORE--
ERRRRRER!
slb service-group ct_link_udp udp
member ct_link:0
!
slb service-group cnc_link_tcp tcp
health-check ping_check
member cnc_link:0 priority 5
member ct_link:0
!
slb service-group cnc_link_udp udp
health-check ping_check
member cnc_link:0



slb service-group default_gateway_pool_tcp tcp
health-check ping_check
member ct_link:0
member cnc_link:0
!
slb service-group default_gateway_pool_udp udp
health-check ping_check
member ct_link:0
member cnc_link:0
I
!
slb template policy vs_out_policy
bw-list name geo_out_bwlist
bw-list id 1 service-group ct_link_tcp
bw-list id 2 service-group cnc_link_tcp
use-destination-ip
I
!
slb template persist source-ip source_addr_jimmy
!
!
slb template persist destination-ip dst_addr_jimmy
!
!
slb virtual-server ctdns_222.240.192.198 222.240.192.198
port 53 udp
gslb-enable
--MORE--
ERRRRRER!
slb virtual-server cncdns_58.20.47.231 58.20.47.231
port 53 udp
gslb-enable
!
slb virtual-server vpn_222.240.192.195 222.240.192.195
port0 tcp
service-group vpn_tcp
use-rcv-hop-for-resp
access-list 5 source-nat-pool out_nat_vpn
port0 udp
service-group vpn_udp
use-rcv-hop-for-resp
no-dest-nat

access-list 5 source-nat-pool out_nat_vpn



slb virtual-server web_222.240.192.196 222.240.192.196
port 80 tcp
service-group sg_web
use-rcv-hop-for-resp
template persist source-ip source_addr_jimmy
access-list 5 source-nat-pool out_nat
!
slb virtual-server vs_out 0.0.0.0
port0 tcp
service-group default_gateway_ pool_tcp
use-rcv-hop-for-resp
no-dest-nat
template persist destination-ip dst_addr_jimmy
access-list 5 source-nat-pool out_nat
template policy vs_out_policy
port0 udp
service-group default_gateway_pool_udp
use-rcv-hop-for-resp
no-dest-nat
template persist destination-ip dst_addr_jimmy
access-list 5 source-nat-pool out_nat
template policy vs_out_policy
port 0 others
service-group default_gateway_pool_tcp
--MORE--
use-rcv-hop-for-resp
no-dest-nat
template persist destination-ip dst_addr_jimmy
access-list 5 source-nat-pool out_nat
template policy vs_out_policy
!
slb virtual-server web_58.20.47.229 58.20.47.229
port 80 tcp
service-group sg_web
use-rcv-hop-for-resp
template persist source-ip source_addr_jimmy
access-list 5 source-nat-pool out_nat
I
!
gslb service-ip web_cnc_58.20.47.229 58.20.47.229
health-check sip_check
port 80 tcp
health-check tcp_check



gslb service-ip web_ct_222.240.192.196 222.240.192.196
health-check sip_check
port 80 tcp
health-check tcp_check
I
I
!
gslb site ct_site
geo-location CTC
slb-dev 222.240.192.194 222.240.192.194
vip-server web_ct 222.240.192.196
!
gslb site cnc_site
geo-location CNC
slb-dev 58.20.47.228 58.20.47.228
ip-server web_cnc_58.20.47.229
I
!
gslb policy kubeiland_policy
dns active-only
dns best-only
--MORE--
dns server
metric-order health-check geographic active-rtt weighted-ip weighted-site capacity
active-servers passive-rtt connection-load num-session admin-preference bw-cost least-response
ordered-ip
active-rtt
I
I
gslb zone ax.kubeiland.com
policy kubeiland_policy
service http www
dns-a-record web_ct_222.240.192.196 static
dns-a-record web_cnc_58.20.47.229 static
ip-order web_ct_222.240.192.196 web_cnc_58.20.47.229
I
I
I
enable-management service ssh ethernet 1to 8 ve 2to 4
enable-management service telnet management ethernet 1to8ve 2to 4
enable-management service http ethernet 1to8ve 2to 4
enable-management service https ethernet 1to 8 ve 2to 4

enable-management service snmp ethernet 1to8ve 2to 4
!



!

!

!

ip dns primary 222.246.129.80
ip dns secondary 58.20.127.170
!

!

!

!

web-service timeout-policy idle 30
!

!

!

!

terminal idle-timeout 30

!

end

AX-kubeiland#
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