32feet.NET support for the Widcomm Bluetooth stack

Intro

· Currently custom build which only supports Widcomm stack.  Release version will detect presence of Microsoft and Widcomm stacks and behave as appropriately.  Possibly even supporting both stacks at the same time…
See Misc/Stack detection below.
· Needs unmanaged DLL to map to C++ classes, including implementing their virtual methods.  Support for Win32 and WM5/6 currently.  Presumably other WM/CE versions could be supported with a new native DLL project.  The two DLL projects are included in the solution.  Copy the respective DLL alongside the normal library assembly.
· For support see http://32feet.net/forums/37.aspx and http://32feet.net/forums/t/2223.aspx  etc, or contact me directly at email: yahoo.com with username alanjmcf.
· Supported Samples:

	Sample
	

	BluetoothChatDesktop
	

	…PPC
	receipt fails

	…Smartphone
	receipt fails

	BluetoothRemote
	Fails at BR.set_Mode=Conn in Form_Load

	…Listener
	

	SdpBrowserDesktop
	

	…Device
	

	…PPC
	

	IrDAServiceClient
	n/a

	…CF2
	n/a

	DesktopListener
	

	DesktopPushVB
	

	DeviceListener
	

	ObexPushVB
	Fails at BR.set_Mode=Disco in Form.OnLoad

	ObexPushApplication
	


Misc

Dependencies

Firstly we require our native mapping DLL as mentioned above.

Win32

On desktop Windows a number of dependencies are required for the native DLL to function.

· Firstly “btwapi.dll”.  According to the Broadcom SDK notes: “older BTW 5 stack software will not have this support”.  This file is provided in the SDK (one for x86, one for x64), let me know if you need it.  I’ll check this file into the repository if so — once I’ve checked the license a bit more carefully.
· Secondly our native mapping DLL is compiled with VS2005 and thus requires Microsoft’s “version 8” runtime libraries.  These can be found online.
I don’t know whether most machines will have these dependencies present.  The Windows 2000 machine that I test on required both.  Perhaps we will need to provide some diagnostic tools to check these dependencies.
WM/WinCE

As far as I know, all the dependencies on the WM/CE platform should always be present.

Stack detection

Basic detection of which stack is present (MSFT, Widcomm/Broadcom) is in place.  The detection of the MSFT stack is disabled in the repository to simplify the experience of users with Widcomm devices.  To enable MSFT-stack detection see “InTheHand.Net.Bluetooth.BluetoothFactory.s_knownStacks”.
The detection is relatively basic, just attempting to create the factory classes for each of the known stacks, and catching any exception then.   

On the msft stack this calls BluetoothRadio is supported.  Which xxxx.  On Widcomm this loads and initialises the native mapping DLL.

For the Widcomm stack at least more complex detection may be necessary.  For instance can a case occur where some Widcomm DLLs are present but some are missing cause a fatal error where the MSFT stack is functional — or does .NET’s P/Invoke functionality make that impossible?  User feedback will let us know.
Shutdown

Note that after an application is shutdown, if the various interface and port objects were not explicitly closed then the Widcomm stack keeps them alive.  This is unlike Window’s native objects, for instance files, sockets, etc, which are closed along with the application regardless of how it shutdown.

We take effort to ensure that each object is closed, but we can depend on the CLR Finalizer to complete.  There are cases then
Note that some problems can occur if the application is not cleanly shutdown.
Library classes support

BluetoothClient

	BluetoothDeviceInfo[] DiscoverDevices(…)
	✔

	TimeSpan InquiryLength { get; set; }
	NotImplementedEx [1]

	
	

	void Connect(…);
	✔

	void Begin-/EndConnect(…);
	✔

	bool Connected { get; }
	✔

	NetworkStream GetStream();
	✔

	Stream GetStream2();
	historic

	Socket Client { get; set; }
	NotSupportEx — As Widcomm doesn’t use Sockets.

	int Available { get; }
	✔

	void Dispose();
	✔

	
	

	bool Authenticate { get; set; }
	NotImplementedEx [2]

	bool Encrypt { get; set; }
	NotImplementedEx [2]

	void SetPin(string pin);
	[3]

	void SetPin(BluetoothAddress device, string pin);
	NotImplementedEx

	Guid LinkKey { get; }
	NotImplementedEx

	LinkPolicy LinkPolicy { get; }
	NotImplementedEx

	
	

	string GetRemoteMachineName(BluetoothAddress)
	✔

	string RemoteMachineName { get; }
	✔

	BluetoothEndPoint RemoteEndPoint { get; }
	✔


Notes/ToDo:

1. ToDo InquiryLength — What to do about this?  Just have the Inquiry cancel itself after the time limit?  Also what to do if multiple DiscoveryDevices operations are started in overlapping time periods?

2. ToDo Authenticate/Encrypt — Do we just need to call SetSecurityLevel on the new CRfcommIf with the corresponding bit-flags value?  Or do we need to aggregate all the Authenticate/Encrypt settings for all the active connections and when we call SetSecurityLevel (currently in WidcommRfcommStream.‌BeginConnect), set it to the union of the settings?  And on every connection close, call it then if the current connection was the only one with Authenticate/Encrypt set?

3. Note SetPin — Widcomm doesn’t have an “Bonding-requested” handler /event feature (WinCE has a socket option to set a PIN to use, and Win32 has BluetoothRegisterForAuthentication).  So it’s not simple to handle the case where the server might want bonding.  Our best attempt, is to try connecting, and if it fails, try to Bond, and then retry the connection.  This is what SetPin does now.
Notes

1. Widcomm Service Discovery returns ALL the records it has ever read from the peer (see BluetoothDeviceInfo. GetServiceRecords).  This means that a service that has stopped and started many times will have many records.  If it has started more that ten (currently) times we won’t read the last record(s) and connect will fail it the service’s current channel number is not the same as in the last record we read.
Errors

The Widcomm stack of course does not use sockets (Winsock), instead it has C++ classes to to set-up a connection and to form the connection.  We create SocketExceptions ouselves to report failure conditions.  Currently the Winsock Error Codes that we use in the exceptions are mostly arbitrary (see below), though it might be possible to use more useful error codes in the future.
We add further information to the exception message however reporting where the error occurred.  The following lists the places errors are reported in the BluetoothClient.Connect sequence:
	Name
	Description

	StartDiscoverySDP
	Initiating the SDP lookup failed.

	ServiceRecordsGetResult
	The SDP lookup failed — includes a Widcomm error code.

	PortLookup_Zero
	No Service Record with the specified Service Class UUID.

	PortLookup_NoneRfcomm
	None of the records are for an RFCOMM service.

	OpenClient
	Initiating the request to connect failed — includes a Widcomm error code.

	PortCONNECT_ERR
	The connect failed (no Widcomm error code is available).


For instance when the device is not in range, the exception reports:

DISCOVERY_RESULT_SocketException: 
The Windows Sockets version requested is not supported; DISCOVERY_RESULT=CONNECT_ERR=0x1; ServiceRecordsGetResult

And when the requested service isn't running on the peer device:

NoResultCodeWidcommSocketException: 
No connection could be made because the target machine actively refused it; ; PortLookup_Zero

Note the final word “ServiceRecordsGetResult” and “PortLookup_Zero” respectively.
Development on error codes 
Firstly when a connection attempt fails (OpenClient(HandlePortEvent) in the Widcomm there is no indications why it failed: whether the target device is not in range, the RFCOMM scn (port number) is inactive, or authentication is required etc.  This is normally the most useful information and it has a variety of error codes on Winsock — most importantly the WSAEACCESS error is reported when authentication is required (on Win32. Same on WinCE?).
We also need to confirm what error codes are reported by Bluetooth Winsock, and see if we can map the errors we reports prior to OpenClient into the same errors.
Currently the error codes we report for the various exception types are arbitrary including VersionNotSupported=10092, SystemNotReady=10091 they are different mainly for debugging use.  If we cannot use the same error codes that Winsock reports, we should at least change them to one or more less ‘weird’ error codes.
NetworkStream from BluetoothClient

· Currently will not allow a high rate of data to be sent.  Widcomm’s Write call will accept only part of the buffer when its buffers are near full.  We need to hold the data until it signals that its buffers have emptied.
· Currently safest used with non-async methods (Write/Read).  Need to do some more work to ensure 100% safety in calling Begin-/EndWrite/-Read methods.
This should be ok now, thought I’ve some final checking to do.
· Also we currently don’t do any flow control if we’ve received lots of data.  If the peer is sending lots of data and the local side is not reading it then we’ll just keep receiving it and storing it.  We need to call SetFlowEnabled(true) when we have stored more than a certain amount, and call it with false when the local side has read enough.
· Close needs some work also.  When the local side calls Close, all operations are cancelled: any pending connects, and any read and write operations are aborted.  This means that any data not yet delivered is discarded.  We should copy TcpClient’s LingerState property to BluetoothClient to allow the user to control the close behaviour, but it should finish sending the data in the background by default like Socket.
We’ve added a LingerState property to BluetoothClient (like the one on Socket and on TcpClient).  Currently we support LingerOption(true, 0) and LingerState(true, t > 0).  In the first case we discard any data at close which remains the default for now, and in the latter case we will wait for timeout ‘t’ for pending data to be sent and only then discard any data that is still remaining to be sent and close.
Support for LingerOption(false) will be considered in the future — there we have to keep the connection open in the background and continue to attempt to send the data, but on application shutdown then close cleanly regardless.
· No support for ReadTimeout and WriteTimeout.  Currently the base Stream, throwns InvalidOperationException, but these could be supported.
BluetoothDeviceInfo

	bool Authenticated { get; }
	✔ [9]

	ClassOfDevice ClassOfDevice { get; }
	✔

	bool Connected { get; }
	✔ [2]

	BluetoothAddress DeviceAddress { get; }
	✔

	string DeviceName { get; …
	✔

	                                    set; }
	✔ [3]

	byte[][] GetServiceRecordsUnparsed(Guid service);
	NoSupportedEx.  No way to get the raw bytes of the record from Widcomm.

	ServiceRecord[] GetServiceRecords(Guid service);
	✔ [5] [6] [7].

	Guid[] InstalledServices { get; }
	NotImplementedEx

	DateTime LastSeen { get; }
	If device in range and discovered returns the actual time, else DateTime.MinValue

	DateTime LastUsed { get; }
	DateTime.MinValue [4]

	void Refresh();
	No effect [8]

	bool Remembered { get; }
	✔

	int Rssi { get; }
	✔ Needs a connection to the remote device to work.

	void SetServiceState(Guid service, bool state, bool throwOnError);
	NotImplementedEx

	void SetServiceState(Guid service, bool state);
	NotImplementedEx

	void ShowDialog();
	Displays a simple WinForms MessageBox, like CE version

	void Update();
	NotImplementedEx [3]


Notes/ToDo:

1. Done  ToDo get_Rssi — Need to call CBtIf::GetConnectionStats and return the tBT_CONN_STATS.Rssi value, or the invalid value if the call fails.
2. ToDo get_Connected
 — Note on the MSFT stack this property returns constant false on WCE/WM platform, and on Win32 is updated only after Refresh has been called.  OnWidcomm after Refresh can call IsRemoteDeviceConnected.  (Or could call GetConnectionStats like for [1] and check whether it succeeds.  Apparently its tBT_CONN_STATS.bConnected field is not set).

3. ToDo Update()/set_DeviceName — A change of DeviceName is stored on the object, but not persisted to the system.  Could do like on the WCE/WM platform and persist the updated DeviceName to the stack’s Registry keys.
4. Done  ToDo get_ LastSeen — Why don’t we set LastSeen=DateTime.UtcNow when we learn the devices from discovery (inquiry)?  We could do that on all three platforms…
5. ToDo/Note GetServiceRecords — Widcomm provides access only to particular Attributes and not to the whole raw record.  The current support is reading the Service Class and Name, and RFCOMM Channel Number attributes only.  We need to read the other well-known attributes, and also use the CSdpDiscoveryRec::‌FindAttribute function to get any non-standard ones.
Note, it will not be possible to read any general attributes that has a data element sequence/‌alternative value, the Widcomm CSdpDiscoveryRec::‌FindAttribute functionwon’t return them.

6. Note Widcomm returns ALL the records it has ever read from the peer!
7. Note Widcomm does not support lookup to the local machine

8. ToDo Refresh() — Should we re-read the DeviceName from the Registry?

9. Note Originally we just used get_Authenticated=get_Remembered; as of r47830 we now report the correct Authenticated value — using CBtIf::BondQuery.
BluetoothRadio

	ClassOfDevice ClassOfDevice { get; }
	Returns zero.  No API to read it.

	IntPtr Handle { get; }
	NotSupportedEx

	HardwareStatus HardwareStatus { get; }
	Returns constant ‘Running’

	int LmpSubversion { get; }
	✔ [4]

	BluetoothAddress LocalAddress { get; }
	✔

	Manufacturer Manufacturer { get; }
	✔

	RadioMode Mode { get; …
	✔ WCE/WM
✗ Win32 — Returns constant ‘Discoverable’ [2]

	                                    set; }
	NotImplementedEx [3]

	string Name { get; …
	✔

	                          set; }
	NotImplementedEx [5]

	Manufacturer SoftwareManufacturer { get; }
	‘Broadcom’ [1]


Notes:

1. ToDo get_SoftwareManufacturer — Should it return Broadcom or Widcomm?

2. ToDo get_ RadioMode —CBtIf::IsDeviceConnectable/-Discoverable are only supported on WCE.  Any substitutes on Win32?

3. ToDo set_ RadioMode — Call CBtIf::AllowToConnect/‌SetDiscoverable on WCE/WM.

4. ToDo LOW There are many other HCI/LMP version numbers that could be exposed.  Also on MSFT/CE, don’t know about MSFT/Win32.

5. ToDo/Note On MSFT, is not supported on Win32 and just updates the Registry on WCE/WM.  Widcomm on Win32 had SetLocalDeviceName but it “has been disabled” according to the docs.  Could just update the Registry.
SelectBluetoothDeviceDialog
Is supported.  Though it just reuses the existing dialog from the NETCF version, so it could do with some prettification!  Does not fill the screen however as it does on NETCF.
Should also have the Cancel action enabled before the first fill.  Also should do a remembered/authd-only lookup first, and re-fill the listview when the *slow* all-devices lookup completes.

BluetoothListener

Most support is in place.  However I haven’t done a lot of testing of usage of it, so it may not be as robust as the other features.
· The listener class and basic comms support is in place.  Mainly by the simple change of adding a BeginAccept/EndAccept pair to WidcommRfcommStream —using the existing m_arConnect infrastructure internally.  Secondly some small additions to the AssignScn and SetSecurityLevel usage were made.
Those simple changes allow the listener to accept one connection only!
· Done.  For production usage, the stream needs to be refactored to move the CRfCommIf bits out of the stream so that the listener can call AssignScn and SetSecurityLevel once in its Start method.
· Secondly a new stream (i.e. port) instance needs to be created whenever a new connection has been accepted to wait for the new connection.  Or, maybe a “backlog” of ‘n’ ports be kept?  Also Widcomm’s SwitchRole method needs to be called to put the stack back into master mode to accept another incoming connection.
First option done.  Consider second option in future.
Haven’t done SwitchRole.
· We also need to add support for CSdpService to get a service record listed for the listener.
Implemented: AddServiceClassIdList, AddRFCommProtocolDescriptor functions, and AddServiceName.
    Also implemented support for custom ServiceRecords, use the CSdpService::AddAttribute function along with AddServiceClassIdList, and AddRFCommProtocolDescriptor functions.  All attribute formats/structure can be written — except for Nil element, which Widcomm apparently doesn’t support.
· One case needing handling is the behaviour on the device going into standby more.  Currently when the device is reawaken, the listening Port fails.  We need to detect this situation and restart a new port automatically.
	void Construct(Guid service);
	✔

	void Construct(BluetoothAddress localAddress, Guid service);
	✔ Ignores address

	void Construct(BluetoothEndPoint localEP);
	✔ Ignores address

	void Construct(Guid service, byte[] sdpRecord, int channelOffset);
	Currently ignores the service record.

	void Construct(BluetoothAddress localAddress, Guid service, byte[] sdpRecord, int channelOffset);
	Currently ignores the service record.

	void Construct(BluetoothEndPoint localEP, byte[] sdpRecord, int channelOffset);
	Currently ignores the service record.

	void Construct(Guid service, ServiceRecord sdpRecord);
	✔

	void Construct(BluetoothAddress localAddress, Guid service, ServiceRecord sdpRecord);
	✔ Ignores address

	void Construct(BluetoothEndPoint localEP, ServiceRecord sdpRecord);
	✔ Ignores address

	
	

	void Start(int backlog);
	✔ The ‘backlog’ param is ignored currently

	void Start();
	✔

	void Stop();
	✔

	bool Pending();
	NotImplementedEx

	BluetoothEndPoint LocalEndPoint { get; }
	✔ Has blank address (and service)

	Socket Server { get; }
	NotSupportEx — As Widcomm doesn’t use Sockets.

	
	

	BluetoothClient AcceptBluetoothClient();
	✔

	BluetoothClient Begin-/EndAcceptBluetoothClient(…);
	✔

	Socket AcceptSocket();
	NotSupportEx — As Widcomm doesn’t use Sockets.

	Socket Begin-/EndAcceptSocket(…);
	NotSupportEx — As Widcomm doesn’t use Sockets.

	
	

	ServiceClass ServiceClass { get;
	NotImplementedEx

	                                               set; }
	Ignores value – no API on Widcomm.

	string ServiceName { get; set; }
	✔

	ServiceRecord ServiceRecord { get; }
	NotImplementedEx

	
	

	bool Authenticate { get; set; }
	✔ [2]

	bool Encrypt { get; set; }
	✔ [2]

	void SetPin(BluetoothAddress device, string pin);
	NotImplementedEx


Notes

1. Seems that if the application isn’t shutdown cleanly (such that Finalizer aren’t run, then the Service Record stays in place.  That misleads remote client applications that the service is still running.  Also when the application next restarts the server can get the same port (SCN) assigned and thus adds the same record, but any incoming connections don’t get passed through!  See on WM (oldish Widcomm install).
2. ‘Authenticate’ sets security level BTM_IN_AUTHENTICATE.  ‘Encrypt’ sets (BTM_IN_ENCRYPT | BTM_IN_AUTHENTICATE).  Seems to be correct, certainly causes prompt for passphrase.
BluetoothSecurity

	PairRequest(BluetoothAddress device, string pin)
	✔ [1]

	RemoveDevice(BluetoothAddress device)
	✔ [1]

	
	

	SetPin(BluetoothAddress device, string pin)
	NotImplementedEx [4]

	RevokePin(BluetoothAddress device)
	NotImplementedEx [4]

	
	

	BluetoothAddress GetPinRequest()
	✗ [2]

	RefusePinRequest(BluetoothAddress device)
	✗ [2]

	
	

	SetLinkKey(BluetoothAddress a, Guid linkkey)
	✗ [3]


Notes:

1. Note Tested and working on WM.  I can’t get them work on my Win32 box however.  Testers on Win32 are welcomed.
2. Note There’s no support in Widcomm for getting authentication requests. 
3. Note There’s no support in Widcomm for setting the link key. 
4. ToDo Its possible that we may be able to implement the behaviour of SetPin for certain scenarios…  For instance connecting with BluetoothClient, if the connection fails, try a Bond operation, and retry the connect if it succeeds.  We can use the SetPin on BluetoothClient as an information source, but could also use this one.  Note it’s quite unlikely that we’ll be able to support other scenarios, e.g. BluetoothListener incoming connection needing auth, or another application connection than requires authentication.
oxxxxxxx

