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success),

FRIFPERLIRYE NaNa ZR3ZZHIFMNERAEZS ( out_trade_no ) IR M
IERRITERRZZER |, #liT NaNa 2ERZUITER |, ARG  mPEa LT
4545 NaNa AU X - REEGHER .

LR SERA TR = B ENZISE A L.
5.1.1. &5tk K
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5.2. HSHI
TEREBF MR T EmE | EEIAESVER  BFRFEEAXIIER
FRAEZEO |, RIEEKRSHAE  BEHNTEF

<formname="alipaysubmit"method="post"action="https://www.alipay.com/cooperate/gateway.
do?_input_charset=utf-8">

<input type=hidden name="body" value="a">

<input type=hidden name="notify_url" value="http://www.alipay.com">

<input type=hidden name="out_trade_no" value="20081118123456">

<input type=hidden name="partner" value="_1 234">

<input type=hidden name="payment_type" value="1">

<input type=hidden name="seller_email" value="test@msn.com ">

<input type=hidden name="service" value="create_direct_pay_by user">

<input type=hidden name="sign" value="275e8da3612b06ab01030f180ca6253d ">

<input type=hidden name="sign_type" value="MD5">

<input type=hidden name="subject" value="AAA:20081119125731">

<input type=hidden name="total_fee" value="0.01">

<input type=hidden name="show_url" value="www.sina.com.cn ">

<input type=hidden name="return_url" value="ww.sina.com.cn/alipay notify.jsp">
<input type=hidden name="paymethod" value="1">

<input type=hidden name="defaultbank" value="ICBCB2C "></form>

BRigER Mps EREX , FEHEREIRAR abc123 , BIERESH

sign_ type=MD5,

5.2.1. PR A B
RIEE2IE |, BIIEHERSEHTHIR |, ERUOT ¢
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_input charset=GBK

body=adefaultbank=ICBCB2C

notify url=http://10.2.17.136:8081/jsp direct gbk/ali
pay notify.jsp

out trade no=20081119125731

partner=2088001958572034

payment type=1

paymethod=bankPay

return url=http://localhost:8081/jsp direct gbk/alipa
y_return.jsp

seller email=fivipmall@sina.com
service=create direct pay by user

show url=www.sina.com.cn

subject=AAA:20081119125731

total fee=0.01

A "&" FSIESHEBRER  FEFEREE

_input charset=GBK&body=a&defaultbank=ICBCB2C&notify
url=http://10.2.17.136:8081/jsp direct gbk/alipay not
ify.Jjsp&out trade no=20081119125731&partner=208800195
8572034 &payment type=1l&paymethod=bankPayé&return url=h
ttp://localhost:8081/jsp direct gbk/alipay return.jsp
&seller email=fivipmall@sina.com&service=create direc
t pay by user&show url=www.sina.com.cné&subject=AAA:20
081119125731&total fee=0.01

522 it sign i
XANSLHIFKABEELMIRER vps EEEEL , HERHSERAAN
abc123 BRATEITE sign (EZAT MEEEGERIENELN LSRR |,
AIRZZRIGFEZEUENT ¢
_input charset=GBK&body=a&defaultbank=ICBCB2C&notify u
rl=http://10.2.17.136:8081/jsp direct gbk/alipay notif
y.Jsp&out trade no=20081119125731&partner=208800195857
2034&payment type=I1&paymethod=bankPay&return url=http:

//localhost:8081/jsp _direct gbk/alipay return.jsp&sell

er email=fivipmall@sina.com&service=create direct pay
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by user&show url=www.sina.com.cn&subject=AAA:200811191
25731&total fee=0.0labcl23

WIEIBKESE sign_type FFIMFEERPFMERZEE | XBEIIRA vDs
BREL, BTEH¥ , sign=275e8da3612b06ab01030£180ca6253d
5.2.3. T ARG KRIEK

HRIEEX/ BN EARTME RS T E R FARSEN URL , Tl HRERLA
T URL REIEK , BRESHNIRFAEEXK
https://www.alipay.com/cooperate/gateway.do?seller_email=test%40
msn.com&total_fee=0.01&notify_url=http%3A%2F%2F10.2.17.136%3
A8081%2Fjsp_direct_gbk%2Falipay_notify.jsp&payment_type=1&defa
ultbank=ICBCB2C&service=create_direct_pay_by_user&partner=2088
001958512345&paymethod=bankPay& input_charset=GBK&out_trad
e_no=20081119125731&subject=AAA%3A20081119125731&body=%
B0%A2&return_url=http%3A%2F%2Flocalhost%3A8081%2Fjsp_direct

_gbk%2Falipay_return.jsp&show_url=www.sina.com.cn&sign=275e8d
a3612b06ab01030f180ca6253d&sign_type=MD5

5.2.4. XAV E RGIR AL PEEE R
XITERFRWEEFPRRRENEK SERIIERENSHTEESS

B2#( sign. sign type , BFPERIE sign type itE sign B , REEE

XATERFIRER sign B  XEETENEBSRENE—MNRESHRIES

BT decode [FBIRIE sign,

B %

5.3. #ANIRNIEE R AR

success QOERREIN | GEERAIX
fail QIR |, EFTARIE

5.4, &4 K&k
5.4.1.25 24 FaF %] L
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RiA MD5 DSA RSA
Thie
BrER Vv J J
lyagiRe x v Vv
oz x x Vv
BFEZEEERRIA x v Vv

5.4.2.MD5 %44 5%

MD5 B—MRBENRIL  AREFEATERN. BR  BEEFER
FURZ RN E—EBRFAERE (ELRE. BITURESNETFH  XERATRE
NERER ), MALIRTERT.

folan

RIRERERR 32#af*dsf , BABFPRFAREZONREZLIENE
email=test@msn.comgservice=create direct pay by user32#af
*dsf

ERXMEIEE R SRR HIRELAITIRE RS2 =PrtAYTaE |
E AN ERIEE A,
5.4.3.DSA 244 515

DSA R—HMERFRIVE S % , B ST (FAR ) SHEREH (AH5)
SF—H  AERTES  AERTRES, MRS EEREER
EEONREORIRT | ERTLLERIDHRIREER , EARARRESSENE,
BRRELRERE , (ERECHTIATSERIRINT DSA 58 , 2ff
SRGREFABFNATITRE | T ERIEEMIER | SRR
SEBHIRT DSA BE , BRI RNATRITRR.
5.4.4.RSA 44,511
RSA tBR—HIERIFEE , FRY , BER—FIEE , ERHR DSA
SEHEEADL,
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5.5. OpenSSL 4
5.5.1.DSA 84 s &

1. =i DSA 2%

openssl dsaparam -out dsa param.pem 1024

2. 't DSA A4

openssl gendsa -out dsa private key.pem dsa param.pem

3. i DSA A8

openssl dsa -in dsa private key.pem -pubout -out dsa public key.pem

4. K DSA FARHEAGpE PKCS8 #%:(
openssl pkcs8 -topk8 —inform PEM -in dsa private key.pem -outform PEM

-nocrypt

5.5.2.RSA # A4 lidm %

1. Efi RSA#H

openssl genrsa -out rsa private key.pem 1024

2. ERiRSA A1)

openssl rsa —-in rsa private key.pem -pubout -out rsa public key.pem

3. #5 RSA R PH#E 4 pf PKCS8 #%:X
openssl pkcs8 -topk8 -inform PEM -in rsa private key.pem -outform PEM
—nocrypt

5.5.3. %4 /I

< RSA %4

openssl shal -sign rsa private key.pem -out rsasign.bin plaintext.txt

< RSARZEH
openssl shal -verify rsa public key.pem -signature rsasign.bin
plaintext.txt

< DSA %%
openssl dgst -dssl -sign dsa private key.pem -out dsasign.bin
plaintext.txt

Alipay
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< DSA %4
openssl dgst -dssl -verify dsa public key.pem -signature dsasign.bin

plaintext.txt

X ZiH B2 Baseb4 4R

openssl baseb4 -in rsasign.bin -out base64.txt

Xt base64 fRASITRIEZ M base64 fERD

openssl base64 -d -in base64d.txt -out rsasign.bin

AF Alipay.com
B X151 FrelfEg



