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http://notify.alipay.com/trade/notify query.do
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https://www.alipay.com/cooperate/gateway.do?seller email=test%401
26 .com&discount=0&logistics fee=0.0l&notify url=http33A%2F%2Floca
lhost%3A8088%2Fjsp shi gbk%2Falipay notify.jsp&payment type=lé&ser
vice=trade create by buyeré&partner=2088002123456782& input charse
t=utf-8&logistics type=EMS&price=0.0l&out trade no=20081115162330
&subject=AAA20081115162330&logistics payment=SELLER PAY&quantity=
1&body=%E6%94%AF%E4%$BB%98%E5%AESODYE6SBS$8BYES8SAF$95&return url=h
ttp%s3A%2F%2Flocalhost%3A8088%2Fjsp shi gbk%2Falipay return.jspé&si
gn=a7ffclc8ba85df972bb472adc3dl99ba&sign type=MD5

IEEBEREL
<?xml version="1.0" encoding="gb2312"?>
<alipay>
<is success>T</is success>
<l-- AbEgER >
<response>
<trade>
<trade no></trade no>
<out trade no></out trade no>
<subject></subject>
<trade status></trade status>
</trade>
</response>
</alipay>

SRR

<?xml version="1.0" encoding="gb2312"?>

<alipay>

<is success>F</is success>
<error>SELLER_NOT_EXIST<error>

</alipay>

4.2, SNEE
4.2, 1 H1IR [P Z 813
JEE | RETERETIE 3 [ S5 1 B s AEEIE AT

Alipay

O = Alipay.com
B FAM &




PRAE SO 38 5 IR 55

Bz e

Alipay
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LR GHNEAIR SR LT, ST ERETS T FK I RE LA,

MERITHIRARATIEZIE , IWEZ T ERLHER |

ETERER AT IR EIIR S

K& REEHEETECREFHIZEI, JRTHIT , PSRN , STFKAFE

1T R EAIr B IR

FEE TEE i) 17288 BIES

AR notify_type String trade_status_sync N

&0 1D notify_id String XIFBARKS  SEIEFET | N
PAAIX NS\ T EZ
KIBRRSIEM

BEAtE notify_time Timestamp BRRE)( ST=aTE ) A& | N
YYYY-MM-DD hh:mm:ss

Bz sign String 200 A N

BEHH sign_type String s &85 N

XNERZS trade_no String(64) ZRBEXMERZTNRZS | N
kS

HNERAZ RS out_trade_no String(64) ZRXBESIEKERFRIRK | N
5

[EIRE=t subject String(256) N

PR body String(400) Y

[EEEEEND price Number(13,2) EA{79 RMB Yuan N
0.01 ~100000000.00

0 discount Number(8,2) -10000000.00 ~10000000.00 | Y

TSEEE quantity Number(6,0) >0 N

TS total_fee Number(13,2) BART9 RMB Yuan N
0.01~1000000.00

XfJRE payment_type String 1 Y

BEERERIE use_coupon String(1) T/F N

AR | coupon_discount Number(8,2) -10000000.00 ~ 10000000.00 | Y

SWMEEREHE | is_total_fee_adjust String(1) T/F N

RS trade_status String 2 RERSHEE N

BHUIRES refund_status String S BFUASKEE Y

IR logistics_status String s YIRSIEE Y

L i) logistics_type String S YPITEERIRRE Y
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YRR logistics_fee Number(8,2) 0.00 ~ 10000000.00 Y
LY piseA NSt logistics_payment String S : YIRS BN E Y
TR AN receive_name String(128) Y
WrEs Atttk receive _address String(256) Y
W53 A B4R receive _zip String(6) Y
TR AEBIE receive _phone String(30) Y
WE AL receive _mobile String(11) Y
5£5% Email seller_email String(100) N
sE5 ID seller_id String(30) N
IRID buyer_id String(30) N
SE3R Email buyer_email String(100) N
5 BT E) gmt_create Timestamp Y
SESR(IFRATE gmt_payment Timestamp Y
SRR EATE gmt_send_goods Timestamp Y
pEEN ] gmt_refund Timestamp R BT HENRFRSEARS | Y
B, (BREEMRRIEBIZFIC
=, BWEE)
RBEERATIE gmt_close Timestamp Y
MRIRESEFES | gmt_logistics_modify | Timestamp Y
2]

4.2.2 W SRR SR

SEILER DAY st m%%i{j‘%lllbﬁﬁﬁ (ﬁmeﬁ‘é
- EUlu\bl |7§| )
BUYER pAY Taeid IRZTRER (ERTEITER
BN

4.2 3. WK IM 2SR

YIRS EEREYIRE 2B
POST SR
EMS EMS
EXPRESS Hithihz
4.2 A DFIREM SR

HE VRl

INITIAL STATUS YIRS
WAIT LOGISTICS FETCH GOODS =72
WAIT_LOGISTICS SEND GOODS = Y ¥t
LOGI STICS_SENDING Yk tarh
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WAIT RECEIVER CONFIRM GOODS

ERUE NTANIES

GOODS RECEIVED

RYET

LOGISTICS FAILURE

B S

4.2.5. 5 RS MR

RENSHIFRE Uiz

WAIT BUYER PAY pr3clli
WAIT SELLER SEND GOODS S REN
WAIT BUYER CONFIRM GOODS SER R EIRIN
TRADE_FINISHED RXBMIEER
TRADE CLOSED RBXMA
modify.tradeBase.totalFee BRI ZINTE

4.2.6. B JCIRSM AR

KSR SRR

WAIT SELLER AGREE L ERIBIR

REFUND SUCCESS EE/NE Y]

REFUND CLOSED B

4.2.7 Hr iR A&

HEIRUS (error_code) 128

ILLEGAL SIGN

BRI

ILLEGAL ARGUMENT SHAIEH
HASH NO PRIVILEGE BN PRIFIENZARSS
ILLEGAL SERVICE service SEAIE
ILLEGAL PARTNER & ID AIEHS
HAS_NO_PUBLICKEY B LERRA

USER NOT EXIST SRAFE

OUT TRADE NO EXIST IR ZSEBEFE
TRADE NOT EXIST RBIFE

ILLEGAL PAYMENT TYPE p sy SRRt
BUYER NOT EXIST LRAFE
SELLER NOT EXIST SERIFHE

BUYER SELLER EQUAL

Tz, EREF—K
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TLLEGAL SIGN TYPE BERBIAIEH

COMMISION ID NOT EXIST {BEEKPAZE

COMMISTION SELLER DUPLICATE KBS K PFIER 2 R—HKP
COMMISION FEE OUT OF RANGE HESIEHTE

ILLEGAL LOGISTICS FORMAT TRl

TOTAL FEE LESSEQUAL ZERO RBEEEVNTFETF O

TOTAL FEE OUT OF RANGE RB S EEEHEE

ILLEGAL FEE PARAM FER DTSR

DONATE GREATER THAN MAX INEHBIE R S AR H R B E
DIRECT PAY AMOUNT OUT OF RANGE @ HRIB{IFRAZZEEEE HEAERE
DIGITAL FEE GREATER THAN MAX YRR 2B EEE HE X ERE
SELF TIMEOUT NOT SUPPORT RZHFEE N B

COMMISION NOT SUPPORT RS
VIRTUAL NOT SUPPORT RHFREIWR T

ILLEGAL CHARSET FRIEAAIE

5. M
51. Ypsfiiik

RIFSEER NaNa B—PIEKF | A W EXEEm |, REREE—
THAFEERRE  EERABYZE | EEEN  EEAELIUIRT .

NaNa iEEZMIERNARE | BRRGEERXIERFISTEANEZEO
(20 ZOEAEZEO ), NP MubBERISI=ERYTEE , NaNa BIAXGE
IRPFISATERS TR |, ANRIBAIS I ERF B BIBIXERRZHIRE , BRAlD
A LARUERTSAAZ BT MRMEAISUT ER IR B BIBIXERZZHIRE , frJ LA
TR R TR EE ST ERI B mfI7k,

NaNa XZfpIfE MO ERAOHFRRARKERZERRIEN RS
ERKEIENZE (20 SAERERED | BXIERGAREERGIESK (£
W EAEIE ), AMMZENR SRR, IERFIDER , FHRE]
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EEESR. WMRIWIEERA true , BRRSIRIBZENISENAVSE | thanss
Xz NaNa &1, AE5EEE , IREIERESTERG (i success).

PR LIRYE NaNa ZR3ZZRIINGRAE S ( out_trade no ) iR M
ERRIERRZZER | #IiT NaNa 252U |, #IAER , mPMALITR
%5 NaNa &E2 (I ERuG EREAS )

NaNa WRIHIFRARILE MAIXAZMBENE T LEmEZE |
FRIFERL NaNa B2E BT EBABRIALE I, B PEIER ST REIR.
SN5R NaNa R~ , BBA NaNa BURTLIBRSUI MG RS , mEtiiAlEls
ABA NaNa 4R PRI & Bl N PRIELISIEK S,

5.1.1. &G Kl
)

/ \éﬁz%ﬂih‘i RFEFREMA=
(LFATED SR ER

[ [Claa=-3 o ]
St A i% EFEIBRERS

MEEILZ R

\ BEFES /\ AlipayF & /

5.2. A HSHI
TREBF MR T EmE | EEINELSVER  BRFRGEERAXIER
HEANEZEO |, RIEEKRSHAE  BEHN T

<form
name="alipaysubmit"method="post"action="https://www.alipay.com/cooper
ate/gateway.do? input charset=utf-8">

<input type=hidden name="body" wvalue="a">

<input type=hidden name="logistics type" value="EMS">
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<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
<input
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type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden
type=hidden

name="logistics fee" value="10">
name="logistics payment" value="BUYER PAY">
name="out trade no" value="2008111517451234">
name="partner" value="2088002123456782">
name="payment type" value="1">

name="seller email" value="test@msn.com">
name="service" value=" trade create by buyer">
name="sign" value="abcl23">

name="sign type" value="MD5">

name="subject" value="Tm&F">

name="price" value="0.01">

name="quantity" wvalue="1">

name="discount" value="0">

name="show url" value="http://www.alipay.com">

<input type=hidden name="return url" value="http://www.alipay.com ">

RigER Mps EREEX  AERERERE abcl23 , BIIEKRESH

sign_ type=MD5,

5.2.1. P ERFR A B
RIESENE  HIERBRSEHTHIR | SR0T ¢

_lnput charset=utf-8

body=a
discount=0

logistics fee=10

seller email=

test@msn.com

service=trade create by buyer

show url=www.sina.com.cn
subject=7 LK

A "&" FSIESHEBERER  FEFEREE

_input charset=utf-8&body=a&discount=0&logistics fee=
10&logistics payment=SELLER PAY&logistics type=EMS&ou
t trade no=2008111517451234&partner=2088002123456782&
payment type=lé&price=0.0l&quantity=1l&return url=http:

//www.alipay.com&seller email=test@msn.comé&service=tr

Alipay

Sy EAEE FAT

" Alipay.com

E
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ade create by buyer&show url=www.sina.com.cné&subject=

T it 44 R

5.2.2. #4 sign {8

AR ARIRER M0s S8E% , HEAHSEEAN
abc123 BBATERE sion BZHT HEESERSESIBNEAN LSS ,
AP SRS B EEATT -

_input charset=utf-8&body=a&discount=0&logistics fee=1
O&logistics payment=SELLER PAY&logistics type=EMS&out
trade no=2008111517451234&partner=2088002123456782&pay
ment type=l&price=0.0l&quantity=l&return url=http://ww
w.alipay.com&seller email=test@msn.com&service=trade c
reate by buyer&show url=www.sina.com.cn&subject= R i %
Pr abc123

RIBEIERSE sign_type FAIMERAPMERTE , XEBEIARA MDS
BREE , BAITEYR , sign=4b04730e2e8a0a034fa66c509030f8af
5.2.3. T RG>

RIEIEK/ N X EARTV IR RERSZ T E R SRS AN URL , Ffi =R
T URL REIEX , BRSEHBIIFAMFEX

https://www.alipay.com/cooperate/gateway.do?sel
ler email=test%40msn.com&discount=0&logistics f
ee=0.0l&notify url=http%3A%2F3%2Flocalhost%3A808
8%2Fjsp _shi gbk%2Falipay notify.jspé&payment typ
e=l&service=trade create by buyeré&partner=20880
02509209142& input charset=utf-8&logistics type
=EMS&price=0.01l&out trade no=20081118082127&sub
Ject=%E5%95%86%E5%93%81%E5%90%8D%E7%A7%$B0&1logis
tics payment=SELLER PAY&quantity=1lé&body=a&retur
n url=http%3A%2F%2Flocalhost$3A8088%2Fjsp shi g
bk%2Falipay return.jsp&show url=www.sina.com&sig
n=4b04730e2e8a0a034fa66c509030f8af&sign type=MD
5

O = Alipay.com
B 291E1E FreAsei *Ial
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5.2.4. S ATF RGUIR P A HE 45 R

XIERFHWEIBP RS AENEX AEANEREINSHFEHES
BES¥ sign. sign type , BPERE sign_type It& sign B , &EZNK
ZIERFREIR sign B XEEIENERAEENE—NRESHIIES
#1T decode [FBIUE sign,
e
5.3. #niR[A|gh MR

EESE  |@mam

success ROTBRYETH |, ghERAIE
fail RETRAN |, EEFT AR
54. % N Eik
5.4.1.25 24 FH 5] H

8% MD5 DSA RSA
Ihag
PhEM v N v
laEiRw:Jil x v v
e X X v
BHFERIERT/EIA x v N

5.4.2.MD5 %44 5%

MD5 B—MRBEMRE  AREFEATERN. BR  BUEFES
IR BN E—BAERS (18SRE. BURONASSTANEIFT  XBHAITRE
NERER ), MALIRTERT.

fHan

RIREREHE 32#af dsf , BBABFRFEEAFEZEOMEREIERR
email=test@msn.comgservice=trade create by buyer32#af*dsf

EFIXFEIEE 2 REGERIPHEUEEKAITNEE A REREEZHTMAYINEE |
E XS ERAIEE B,

O = Alipay.com
B FAM &

Lk
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5.4.3.DSA %44 5%

DSA 2—MIEXITRRIEREL | BIEREH (741 ) SRELER (2B )
BA—HRY , ARATER | AERTHRER. ERXMEEEREERINEE
EWINRERRT , BT LARRIBGIREAIER . RATAAREEREIE,

BRRFRXBKE , ERABCHIERMNGEREEHT DSA &8, 17
ERFEREFNOLARTRE  TERFREIEGEN | ERASIERNERXY
FEREUERTT DSA £ , BREAIENAERITRIR.
5.4.4.RSA %544 5%

RSA B 2—MIEIRRE% | BT, ERR—FINEREL | ER7AIR DSA
EREEERM.

5.5. OpenSSL fiy4
5.5.1.DSA %84 Bidin &

1. 75 DSA 2%

openssl dsaparam -out dsa param.pem 1024

2. 't DSA A1)

openssl gendsa -out dsa private key.pem dsa param.pem

3. LR DSA AY]

openssl dsa -in dsa private key.pem -pubout -out dsa public key.pem

4. Hf DSA FAPI L PKCS8 #% 3
openssl pkcs8 -topk8 -inform PEM -in dsa private key.pem -outform PEM
—nocrypt

5.5.2.RSA =P idn &

1. B¢ RSAAH]

openssl genrsa —-out rsa private key.pem 1024

2. i RSA A1

openssl rsa -in rsa private key.pem -pubout -out rsa public key.pem

O = Alipay.com
B FAM & %
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3. R RSA R P4k PKCS8 #43(
openssl pkcs8 -topk8 —inform PEM -in rsa private key.pem -outform PEM
—nocrypt

5.5.3.4 4 /%% 4 s

< RSA %4

openssl shal -sign rsa private key.pem -out rsasign.bin plaintext.txt

< RSA %4
openssl shal -verify rsa public key.pem -signature rsasign.bin

plaintext.txt

< DSA %%
openssl dgst -dssl -sign dsa private key.pem -out dsasign.bin
plaintext.txt

< DSA K%%
openssl dgst -dssl -verify dsa public key.pem -signature dsasign.bin

plaintext.txt

X T iH B2 Baseb4 4R

openssl base64 -in rsasign.bin -out base64.txt

X7 base64 AT RIS Z ] base64 fFFD

openssl base64 -d -in base64.txt -out rsasign.bin
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